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Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl (config)#interface Tunnell

Routerl(config—if)#ip address 192.168. 35.6 255.255. 255. 252

Routerl (config—if) #tunnel source 172.25.1.5

Routerl (config—if)#tunnel destination 172.25.1.7

Routerl (config—if) #exit

Routerl (config) #end

Routerl#

Routerb#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router5 (config) #interface Tunnel3

Routerb (config—-if) #ip address 192.168. 35.5 255. 255. 255. 252

Router5 (config—if) #tunnel source 172.25.1.7

Router5 (config—if) #tunnel destination 172.25.1.5

Router5 (config—if) #exit

Router5 (config) #end

Routerb#

VERE Tunnel FURCE B ATLM#E] tunnel source EthernetO Ry SRR SN o 725 HOR ) SRS E

PR S—H UP, BIMEXTEGeHl, 12.2(8) T JGFIANT keeplive S AT LA BEIE PR A UEAT M EE,
keepalive 3 2 5K 3 Fo—> Keeplive, UTHLPM AR IA Jguing 1 et o G S0 om0 1) 5 4 1 Bl By
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Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl (config) #ipx routing AAAA. BBBB. 0001
Routerl(config)#interface Tunnell

Routerl (config—if)#ipx network AAA

Routerl (config—if)#tunnel source 172.25.1.5

Routerl (config—if)#tunnel destination 172.25.1.7

Routerl (config—if) #texit

Routerl (config) #end

Routerl#

Routerb#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router2 (config) #ipx routing AAAA. BBBB. 0002

Router5 (config)#interface Tunneld

Router5 (config—if) #ipx network AAA

Router5 (config—if) #tunnel source 172.25.1.7

Router5 (config—if) #itunnel destination 172.25.1.5

Router5 (config—if) #exit



Router5 (config) #end

Routerb#

TERE VRN B A B T AT GRE AR S RE TPX (Ko RIS AT AYE RS T B2 111 T 22 AN [ R B T
SCHRFAEREIE Th e 2 A X

Routerl (config)#interface Tunnell

Routerl(config—-if)#ip address 192.168. 35.6 255. 255. 255. 252

Routerl (config—if) #ipx network AAA

Routerl (config—if) #tunnel source 172.25.1.5

Routerl(config-if)#tunnel destination 172.25.1.7

Routerl (config—if) #texit

Routerl (config) #end

Routerl#

12.3.  FFEMBAR H P
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Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl (config)#interface Tunnell

Routerl (config—if)#ip address 192.168. 35.6 255.255. 255. 252

Routerl (config-if)#tunnel source 172.25.1.5

Routerl (config-if)#itunnel destination 172.22.1.2

Routerl (config—if) #exit

Routerl(config)#ip route 172.22.1.2 255.255.255.255 172.25. 1.1



Routerl (config)#router eigrp 55

Routerl (config—router)#network 192.168. 35.0

Routerl (config-router) #exit

Routerl (config) #end

Routerl#

S5 A0S tunnel 4 FERHT 53 AMRES PRS0, AT HEBR LA LI 0 e B0

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl (config)#interface Tunnell

Routerl (config—-if)#ip address 192.168. 35.6 255.255. 255. 252

Routerl(config—if)#tunnel source 172.25.1.5

Routerl(config-if)#itunnel destination 172.22.1.2

Routerl (config—if) #exit

Routerl (config)#router eigrp 55

Routerl (config-router) #network 172.22.0.0

Routerl (config-router) #network 172.25.0.0

Routerl (config-router) #end

Routerl (config)#router rip

Routerl (config-router) #network 192. 168. 35.0

Routerl (config-router) #exit

Routerl (config) #end

Routerl#

5 =P L g

Routerl#configure terminal



Enter configuration commands, one per line. End with CNTL/Z

Routerl(config)#interface Tunnell

Routerl(config-if)#ip address 192.168. 35.6 255. 255. 255. 252

Routerl (config—if) #tunnel source 172.25.1.5

Routerl(config—-if)#tunnel destination 172.22.1.2

Routerl (config-if) #exit

Routerll (config)#ip prefix—1list TUNNELROUTES seq 10 permit 192.168.0.0/16 ge 17

Routerl(config)#router eigrp 55

Routerl (config-router) #network 172.22.0.0

Routerl (config-router) #network 172.25.0.0

Routerl (config-router) #network 192. 168. 35.0

Routerl (config-router)#distribute—-list prefix TUNNELROUTES out Tunnell

Routerl (config-router) #exit

Routerl (config) #end

Routerl#

VERE AUPRPAR ST SRR A YRR YEANGS, HERESE —Fh

B ARRRIERE

EES

Routerl#show interface Tunnelb

Routerl#iping 192. 168. 66. 6

Routerl#ping 172.22.1.4
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Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl (config)#crypto isakmp policy 10

Routerl (config—isakmp) #encr aes 256

Routerl (config—isakmp) #authentication pre—share

Routerl (config—isakmp) #group 2

Routerl (config—isakmp) #exit

Routerl (config) #crypto isakmp key TUNNELKEYO1 address 172.16.2.1 no—xauth

Routerl (config)#crypto ipsec transform—set TUNNEL-TRANSFORM ah—sha—hmac esp—aes 256

Routerl (cfg—crypto—trans)#mode transport

Routerl (cfg—crypto—trans)#exit

Routerl (config)#crypto map TUNNELMAP 10 ipsec—isakmp

% NOTE: This new crypto map will remain disabled until a peer

and a valid access list have been configured

Routerl (config—crypto—map) #set peer 172.16.2.1

Routerl (config—crypto—map) #set transform-set TUNNEL-TRANSFORM

Routerl (config-crypto—map) #match address 102

Routerl (config—crypto—map) exit

“"EN-US”>Routerl (config) #access—1list 102 permit gre host 172.16.1.1 host 172.16.2.1

Routerl (config)#interface Tunnell



Routerl (config-if)#ip address 192.168.1.1 255.255. 255. 252

Routerl (config—if) #tunnel source 172.16.1.1

Routerl(config—if)#tunnel destination 172.16.2.1

Routerl (config—if) #exit

Routerl(config)#interface FastEthernet0/0

Routerl (config-if)#ip address 172.16. 1.1 255.255.255.0

Routerl (config-if)#ip access—group 101 in

Routerl(config—if) #crypto map TUNNELMAP

Routerl (config-if) #exit

Routerl (config)#access—1ist

Routerl (config)#access—1list

Routerl (config)#access—1ist

Routerl (config)#access—1ist

Routerl (config) #access—1list

101

101

101

101

101

permit gre host 172.16.2.1 host 172.16.1.1

permit esp host 172.16.2.1 host 172.16.1.1

permit udp host 172.16.2.1 host 172.16.1.1 eq isakmp

permit ahp host 172.16.2.1 host 172.16.1.1

deny ip any any log

Routerl (config)#interface Loopback0

Routerl (config—if)#ip address 192.168.16.1 255.255.255.0

Routerl (config—if) #exit

Routerl (config)#ip route 0.0.0.0 0.0.0.0 172.16.1.2

Routerl(config)#ip route 192.168.15.0 255.255.255.0 192. 168.1.2

Routerl (config) #end

Routerl#

Router2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router?2 (config)#crypto isakmp policy 10



Router2 (config—isakmp) #encr aes 256

Router?2 (config—isakmp)#authentication pre-share

Router2 (config—isakmp) #group 2

Router2 (config—isakmp) #exit

Router2(config) #crypto isakmp key TUNNELKEYOl address 172.16. 1.1

Router2 (config) #crypto ipsec transform—set TUNNEL-TRANSFORM ah-sha—hmac esp-aes 256

Router?2 (cfg—crypto—trans) #mode transport

Router?2 (cfg—crypto—trans)#exit

Router?2 (config)#crypto map TUNNELMAP 10 ipsec—isakmp

% NOTE: This new crypto map will remain disabled until a peer

and a valid access list have been configured

Router2 (config—crypto—map) #set peer 172.16.1.1

Router2 (config—crypto—map) #set transform—set TUNNEL-TRANSFORM

Router?2 (config-crypto—map) #match address 102

Router2 (config-crypto—map) #exit

Router2 (config)#access—1list 102 permit gre host 172.16.2.1 host 172.16.1.1

Router2 (config)#interface Tunnell

Router2 (config-if)#ip address 192.168. 1.2 255. 255. 255. 252

Router?2 (config—if) #tunnel source 172.16.2.1

Router2 (config—if) #tunnel destination 172.16.1.1

Router2 (config—if) #exit

Router2 (config)#interface FastEthernet0/0

Router2(config—-if) #ip address 172.16.2.1 255.255.255.0

Router2 (config-if)#ip access—group 101 in



Router2 (config—if) #crypto map TUNNELMAP

Router2 (config—if) #exit

Router2 (config)#access—1list 101 permit gre host 172.16.1.1 host 172.16.2.1

Router2 (config)#access—1list 101 permit esp host 172.16.1.1 host 172.16.2.1

Router2 (config)#access—1list 101 permit udp host 172.16.1.1 host 172.16.2.1 eq isakmp

Router?2 (config)#access—1list 101 permit ahp host 172.16.1.1 host 172.16.2.1

Router?2 (config) #access—1list 101 deny ip any any log

Router2 (config) #interface Loopback0

Router2 (config-if)#ip address 192.168. 15. 1 255. 255. 255. 0

Router2 (config—if) #exit

Router2 (config)#ip route 0.0.0.0 0.0.0.0 172.16.2.2

Router2 (config)#ip route 192.168. 16.0 255.255.255.0 192. 168. 1. 1

Router2 (config) #end

Router2#

RSB0 SE Al H] TSAKMP SKAE B3 I8 IR 25 L AT S SHEms , XU Wi SA S0, e MRS ZRAIC ) S T
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DAKET 1P Huhib i v LIS 414, WREE T AL X B L & crypto isakmp identity hostname, | show
crypto isakmp key REIF. show crypto isakmp sa FRAFFEFhEdH0 ISAKMP SARE, TMik/o

IPSec SA it show crypto ipsec sa K& H. N2 E X IPSec i) transform set, +&7E U] kb
Frev s t, JF e X Tpsec R, S HBRERI, X GRE T HIZEWIR, GRE BFiE Ll
fESEN) 1PSec FEIE L 7150 ) FARTE RE, Lo DME R EN A B RS . 5 crypto map fin %45 .
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R1

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl (config)#crypto isakmp policy 10

Routerl (config—isakmp) #encr aes 256

Routerl (config—isakmp) #authentication pre—share

Routerl (config—isakmp) #group 2

Routerl (config—isakmp) #exit

Routerl (config) #crypto isakmp key TUNNELKEYOl address 172.16.2.1 no—xauth

Routerl (config)#crypto ipsec transform—set LAN2LAN-TRANSFORM ah—sha-hmac esp—aes 256

Routerl (cfg—crypto—trans)#exit

Routerl (config)#access—1list 102 permit gre host 172.16.1.1 host 172.16.2.1

Routerl (config)#crypto map LAN2LANMAP 10 ipsec—isakmp

% NOTE: This new crypto map will remain disabled until a peer

and a valid access list have been configured

Routerl (config—crypto—map) #set peer 172.16.2.1

Routerl (config-crypto—map) #set transform-set LAN2LAN-TRANSFORM

Routerl (config-crypto—map) #match address 103

Routerl (config—crypto—map) exit

Routerl(config)#access—1list 103 permit ip 192.168.16.0 0.0.0.255 192. 168. 15.0 0. 0. 0. 255

Routerl (config) #interface FastEthernet0/1

Routerl (config—if)#ip address 192.168.16.1 255.255.255.0

Routerl (config—if) #exit

Routerl (config)#interface FastEthernet0/0



Routerl (config—-if)#ip address 172.16.1.1 255.255.255.0

Routerl(config—if)#ip access—group 101 in

Routerl (config—if) #crypto map LAN2LANMAP

Routerl (config—if) #exit

Routerl (config)#ip route 0.0.0.0 0.0.0.0 172.16.1.2

Routerl (config)#access—1list 101 permit esp host 172.16.2.1 host 172.16.1.1

Routerl (config)#access—1list 101 permit udp host 172.16.2.1 host 172.16.1.1 eq isakmp

Routerl(config)#access—1list 101 permit ahp host 172.16.2.1 host 172.16.1.1

Routerl (config) #access—1list 101 deny ip any any log

Routerl (config) #end

Routerl#

R2

Router2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router?2 (config) #crypto isakmp policy 10

Router2 (config—isakmp) #encr aes 256

Router?2 (config—isakmp) #authentication pre—share

Router? (config—isakmp) #group 2

Router2 (config—isakmp) #exit

Router?2 (config) #crypto isakmp key TUNNELKEYOl address 172.16. 1.1

Router?2 (config) #crypto ipsec transform—set LAN2LAN-TRANSFORM ah-sha-hmac esp—aes 256

Router?2 (cfg—crypto—trans) fexit

Router?2 (config) #crypto map LAN2LANMAP 10 ipsec—isakmp

% NOTE: This new crypto map will remain disabled until a peer



and a valid access list have been configured

Router2 (config—crypto—map) #set peer 172.16.1.1

Router2 (config-crypto—map) #set transform-set LAN2LAN-TRANSFORM

Router2 (config—crypto—map) #match address 103

Router2 (config-crypto—map) #exit

Router2 (config)#access—list 103 permit ip 192.168.15.0 0.0.0.255 192. 168.16.0 0.0.0. 255

Router2(config)#interface FastEthernet0/1

Router2 (config-if) #tdescription Internal LAN

Router2 (config—-if)#ip address 192.168.15.1 255.255.255.0

Roouter?2 (config—if) #exit

Router?2(config) #interface FastEthernet0/0

Router2 (config—if)#tdescription Connection to Internet

Router2(config-if) #ip address 172.16.2.1 255.255.255.0

Router?2 (config—if) #crypto map LAN2LANMAP

Router?2 (config—if) #exit

Router?2 (config)#ip route 0.0.0.0 0.0.0.0 172.16.2.2

Router2 (config)#access—1list 101 permit esp host 172.16.1.1 host 172.16.2.1

Router2 (config)#access—1list 101 permit udp host 172.16.1.1 host 172.16.2.1 eq isakmp

Router2 (config)#access—1list 101 permit ahp host 172.16.1.1 host 172.16.2.1

Router?2 (config) #access—1ist 101 deny ip any any log

Router2 (config) #end

Router2#
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Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z

Routerl (config) #crypto key generate rsa

The name for the keys will be: Routerl.oreilly. com

Choose the size of the key modulus in the range of 360 to 2048 for your

General Purpose Keys. Choosing a key modulus greater than 512 may take

a few minutes

How many bits in the modulus [512]: 1024

Generating RSA keys ...

[0K]

Routerl (config) #end

Routerl#ishow crypto key mypubkey rsa

% Key pair was generated at: 01:19:45 EST Mar 1 2003

Key name: Routerl.oreilly. com

Usage: General Purpose Key

Key Data:



30819F30 0D06092A 864886F7 0D010101 05000381 8D003081 89028181 00E68338

D561B2D1 7B8B75D6 7B34F6AF 1710BO0B 5B6E9ESD D7183BE6 F08A6342 054EADFC

B764DF9C 4592B891 522727F2 14233B47 8F757134 24F03DB3 833C5988 312B11E9

FB6EOE20 4579C0A4 F2062353 4F1C8CE4 410EE57B 9FCEE784 DATE3852 408E9742

2584DF56 67293F3F F76B6A96 C4D518FB 1A0114BF E2449838 BE5794E2 37020301 0001

% Key pair was generated at: 01:19:52 EST Mar 1 2003

Key name: Routerl. oreilly. com. server

Usage: Encryption Key

Key Data:

307C300D 06092A86 4886F70D 01010105 00036B00 30680261 00BD928A BD5637E6

2265621C 3AC57138 911CA27D 11F40AA1 E657EA26 G6EBF654C 952A3319 D421A33C

E2ECA87E CD7E050C 8ASFE64D B73954EA BF2ED639 BC6A8F74 5B9550EA 4119E796

IT”>A97430E2 4B1BF7D3 ED1469FF AEA83690 AOFEA871 BBFBESAD 19020301 0001

Routerl#

AR DURK U 21508 5 i 1 4

Router2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router?2 (config)#crypto key pubkey-chain rsa

Router2 (config—pubkey—chain)#addressed—key 192. 168. 99. 1

Router2 (config-pubkey-key) #address 192. 168. 99. 1

Router2 (config-pubkey—key) #tkey-string

Enter a public key as a hexidecimal number ...

Router2 (config-pubkey) #30819F30 0D06092A 864886F7 0D010101 05000381 8D003081 89028181 00E68338



Router2 (config-pubkey) #D561B2D1 7B8B75D6 7B34F6AF 1710B00B 5B6EIESD D7183BE6 F08A6342 054EADFC

Router2 (config—pubkey) #B764DFIC 4592B891 522727F2 14233B47 8F757134 24F03DB3 833C5988 312B11E9

Router2 (config—pubkey) #FB6EOE20 4579C0A4 F2062353 4F1C8CE4 410EE57B 9FCEE784 DA7TE3852 408E9742

Router2 (config—pubkey) #2584DF56 67293F3F F76B6A96 C4D518FB 1A0114BF E2449838 BE5794E2 37020301
0001

Router?2 (config—pubkey) #quit

Router2 (config-pubkey-key) #texit

Router2 (config—pubkey—-chain)#exit

Router?2 (config) #end

Router2#show crypto key pubkey—chain rsa address 192.168.99. 1

Key address: 192.168.99.1

Usage: General Purpose Keyass="MsoNormal”> Source: Manually entered

Data:

30819F30 0D06092A 864886F7 0D010101 05000381 8D003081 89028181 00E68338

D561B2D1 7B8B75D6 7B34F6AF 1710BO0B 5B6E9ESD D7183BE6 F08A6342 054EADFC

B764DF9C 4592B891 522727F2 14233B47 8F757134 24F03DB3 833C5988 312B11E9

FB6EOE20 4579C0A4 F2062353 4F1C8CE4 410EE57B 9FCEE784 DATE3852 408E9742

2584DF56 67293F3F F76B6A96 C4D518FB 1A0114BF E2449838 BE5794E2 37020301 0001

Router2#

R T R LI S R AR A AN A, BT LR AU SR

Routerl (config) #thostname Routerl

Routerl(config)#ip domain—name oreilly. com
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Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z

Routerl (config) #crypto key pubkey-chain rsa

Routerl (config-pubkey-chain)#addressed-key 172.16.2. 1

Routerl (config—pubkey—key) #address 172. 16. 2. 1

Routerl (config-pubkey-key) #key-string

Enter a public key as a hexidecimal number ...

Routerl (config-pubkey) #30819F30 0D06092A 864886F7 0D010101 05000381 8D003081 89028181 00EBOAB2

Routerl (config-pubkey)#EA33B519 0CDI5EFF EDFD4723 BED73640 97981CCO 1FC83FBF 5C6DF97C 8CBSCEOA

Routerl (config-pubkey) #C5FE959D 1E055002 83B92EF4 35B69545 C3217E5F EOC32A73 44FD2373 15979E77

Routerl (config-pubkey) #75598BE0 B4A4E7B2 3C318C2D 3BF3B192 8B71D8CY A1E0F929 OE84BDAD EC909833

Routerl (config-pubkey) #BC425170 400BD26A 319E632F 4E9649F5 BATADA40 5A94B09C 05F8414E 33020301
0001

Routerl (config—pubkey) #quit

Routerl (config—pubkey—key) #exit

Routerl (config-pubkey—-chain)#exit

Routerl (config)#crypto isakmp policy 100

Routerl (config—isakmp) #encryption aes 256



Routerl (config—isakmp) #authentication rsa—encr

Routerl (config—isakmp) #group 2

Routerl (config—isakmp) #exit

Routerl (config)#crypto ipsec transform—set TUNNEL-TRANSFORM ah—sha—hmac esp—aes 256

Routerl (cfg—crypto—trans)#mode transport

Routerl (cfg—crypto—trans)#exit

Routerl (config)#crypto map TUNNEL-RSA 10 ipsec—isakmp

% NOTE: This new crypto map will remain disabled until a peer

and a valid access list have been configured

Routerl (config—crypto—map) #set peer 172.16.2.1

Routerl (config-crypto—map) #set transform-set TUNNEL-TRANSFORM

Routerl (config-crypto—map) #match address 102

Routerl (config—crypto—map) #exit

Routerl(config)#access—1list 102 permit gre host 172.16.1.1 host 172.16.2.1

Routerl (config)#interface Tunnell

Routerl (config—if)#ip address 192.168.1.1 255.255. 255. 252

Routerl(config—if) #tunnel source 172.16. 1.1

Routerl (config—if)#tunnel destination 172.16.2.1

Routerl (config—if) #exit

Routerl(config)#interface FastEthernet0/0

Routerl (config-if)#ip address 172.16. 1.1 255.255.255.0

Routerl (config—if)#ip access—group 101 in

Routerl (config—if) #crypto map TUNNEL-RSA

Routerl (config—if) #texit



Routerl (config)#access—1list 101 permit gre host 172.16.2.1 host 172.16.1.1

Routerl(config)#access—1list 101 permit esp host 172.16.2.1 host 172.16.1.1

Routerl (config)#access—1list 101 permit udp host 172.16.2.1 host 172.16.1.1 eq isakmp

Routerl (config)#access—1list 101 permit ahp host 172.16.2.1 host 172.16.1.1

Routerl (config)#access—1list 101 deny ip any any log

Routerl (config) #end

Routerl#

R2

Router2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z

Router2 (config) #crypto key pubkey-chain rsa

Router2 (config-pubkey-chain)#addressed-key 172.16. 1.1

Router2 (config—pubkey—key) #address 172.16. 1.1

Router?2 (config-pubkey-key) #key-string

-US”>Enter a public key as a hexidecimal number ...

Router2 (config—pubkey) #30819F30 0D06092A 864886F7 0D010101 05000381 8D003081 89028181 00A0830E

Router2 (config—pubkey) #01E4B6E1 08823E41 8A98ATF4 DBOE6277 1E7AA500 F7B620CA 49BCBEBA B0A0455A

Router2 (config-pubkey) #114BA6B9 5ADEOD2E 7DC3EFC1 D7D07015 01C83E08 7305ED3C 71F04B44 31A1C574

Router2 (config—pubkey) #COE6ACA2 C191DB07 3D347F88 2D2884BF 99C2AF80 45BC1BE9 6D2BF684 B60CO4E6

Router2 (config-pubkey)#0F3D5C09 7C26694F 8FB75F90 2FA1DF46 94401D54 82ACA366 E621DD04 4B020301
0001

Router2 (config—pubkey) #quit

Router?2 (config-pubkey-key) #exit



Router2 (config—pubkey—-chain)#exit

Router2 (config) #tcrypto isakmp policy 100

Router?2 (config—isakmp) #encryption aes 256

Router2 (config—isakmp) #authentication rsa—encr

Router?2 (config—isakmp) #group 2

Router2 (config—isakmp) #exit

Router?2 (config) #crypto ipsec transform—set TUNNEL-TRANSFORM ah—sha—hmac esp—aes 256

Router?2 (cfg—crypto—trans)#mode transport

Router?2 (cfg—crypto—trans)#exit

Router?2 (config)#crypto map TUNNEL-RSA 10 ipsec—isakmp

Router?2 (config-crypto—map) #set peer 172.16.1.1

Router?2 (config-crypto—map) #set transform—set TUNNEL-TRANSFORM

Router2 (config—crypto—map) #match address 102

Router2 (config-crypto—map) #exit

Router2 (config)#access—1list 102 permit gre host 172.16.2.1 host 172.16.1.1

Router?2 (config)#interface Tunnell

Router2 (config—-if) #ip address 192.168. 1.2 255. 255. 255. 252

Router2 (config—if) #tunnel source 172.16.2.1

Router2 (config—if)#tunnel destination 172.16.1.1

Router2 (config—if) #exit

Router?2 (config) #interface FastEthernet0/0

Router2 (config—if)#ip address 172.16.1.1 255.255.255.0

Router2(config-if)#ip access—group 101 in

Router?2 (config—if) #icrypto map TUNNEL-RSA



Router2 (config—if) #exit

Router2 (config)#access—list 101 permit gre host 172.16.1.1 host 172.16.2.1

Router2 (config)#access—1list 101 permit esp host 172.16.1.1 host 172.16.2.1

Router?2 (config)#access—1list 101 permit udp host 172.16.1.1 host 172.16.2.1 eq isakmp

Router2 (config)#access—1list 101 permit ahp host 172.16.1.1 host 172.16.2.1

Router2 (config) #access—list 101 deny ip any any log

Router2 (config) #end

Router2#
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Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl (config)#aaa new—model

Routerl(config) #aaa authentication login default group tacacs+

Routerl(config)#aaa authentication enable default group tacacs+

Routerl (config)#tacacs—server host 172.25.1.1

Routerl (config)#tacacs—server key NEOSHI

Routerl (config)#crypto isakmp policy 10

Routerl (config—isakmp) #encryption 3des

Routerl (config—isakmp) #authentication pre—share

Routerl (config—isakmp) #group 2



Routerl (config—isakmp) #exit

Routerl (config)#crypto ipsec transform—set VPN-TRANSFORMS ah-sha—hmac esp—sha—hmac esp—3des

Routerl (cfg—crypto—trans)#mode tunnel

Routerl (cfg—crypto—trans)#exit

Routerl (config)#crypto dynamic—-map VPN-USER-MAP 50

Routerl (config—crypto—map)#description A dynamic crypto map for VPN users

Routerl (config—crypto—map) #match address 115

Routerl (config—crypto—map)#set transform-set VPN-TRANSFORMS

Routerl (config-crypto—map) #exit

Routerl (config)#access—1list 115 deny any 224.0.0.0 35.255.255. 255

Routerl(config) #access—1list 115 deny any 172.25.1.255 0.0.0.0

Routerl (config)#access—1list 115 permit any any

Routerl (config) #crypto map CRYPTOMAP 10 ipsec—isakmp dynamic
>VPN-USER-MAP

Routerl (config)#interface FastEthernet0/1

Routerl (config-if)#ip address 172.25. 1.5 255.255.255.0

Routerl (config—if) #crypto map CRYPTOMAP

Routerl(config—if) #exit

Routerl (config)#exit

Routerl#
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Corefticonfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Core (config)#hostname Core

Core(config)#ip domain—name oreilly.com

Core (config)#aaa new—model

Core(config)#aaa authentication login local auth local

Core (config)#username ijbrown secret ianspassword

Core (config)#username kdooley secret kevinspassword

Core (config)#tcrypto pki trustpoint WEBVPN

Core (ca—trustpoint)#enrollment selfsigned

Core (ca—trustpoint) #rsakeypair WEBVPN 1024

Core (ca—trustpoint) #subject—name CN=WEBVPN OU=cookbooks O=oreilly

Core (ca—trustpoint)#exit

Core(config)#crypto pki enroll WEBVPN

The router has already generated a Self Signed Certificate for

trustpoint TP-self-signed-3299111097

If you continue the existing trustpoint and Self Signed Certificate

will be deleted.

Do you want to continue generating a new Self Signed Certificate? [yes/no]:yes

% Include the router serial number in the subject name? [yes/nol: no

% Include an IP address in the subject name? [nol: no

Generate Self Signed Router Certificate? [yes/no]: yes



Router Self Signed Certificate successfully created

Core (config)#interface Loopback0

Core(config—if)#ip address 172.25.100.2 255.255. 255. 255

Core(config—if)#exit

Core (config)#twebvpn enable gateway-addr 172.25.100.2

Core(config)# Core(config)#webvpn

Core (config—webvpn) #ssl trustpoint WEBVPN

Core (config—webvpn) #ssl encryption 3des—shal

Core (config—webvpn)#title “Cisco Cookbook WebVPN Portal”

Core (config—webvpn) #url-1ist COOKBOOKURLS

Core (config-webvpn—url) #heading “Cookbook URLs”

Core (config—webvpn—url) #url-text “Cisco Cookbook” url-value

“http://www. oreilly. com/catalog/ciscockbk/”

Core (config-webvpn-url) #url-text “Perl Cookbook” url-value

“http://www. oreilly. com/catalog/perlckbk2/”

Core (config-webvpn—url) #heading “Cisco URLs”

Core (config-webvpn-url) #url-text “The Books” url-value

“http://www. oreilly. com/pub/topic/cisco”

Core (config—webvpn—url) #exit

Core (config—webvpn) #port—forward list SERVERLOGIN local-port 20003 remote—server 172.25.1.1

remote—port 23

Core (config—webvpn) #exit

Core (config)#tend

Corett


http://www.oreilly.com/catalog/ciscockbk/
http://www.oreilly.com/catalog/perlckbk2/
http://www.oreilly.com/pub/topic/cisco
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U7~ ISAKMP security associations.

Routerl#ishow crypto isakmp sa

IPSec security associations

Routerl#show crypto ipsec sa

AENEBNI) 1PSec

Routerl#ishow crypto engine connections active

s™>

Routerl#ishow crypto engine connections dropped-packet

I ERCE N IPSec crypto maps

Routerl#show crypto map

X§F dynamic crypto maps

Routerl#ishow crypto dynamic-map



