58 = F P el AU RR B

3.1 wEMANE

Sl SRS AN S BB AN R ) A A Y
P
Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl (config) #username neoshi password ioscookbook (username weak nopassword)

Routerl (config)#aaa new—model

Routerl (config)#aaa authentication login local auth local

Routerl (config)#line vty 0 4

Routerl(config-line)#login authentication local auth

Routerl (config-line)#exit

Routerl (config) #end

Routerl#

TR BUE SRR P A B R A A 20T, X AN A H S T Won a7 B e
%SYS—5-RELOAD: Reload requested by kdooley on vty0 (172.25.1.1). BHME username iX4 4 H ik
A /> autocommand [IEEIH, SEILEE XKLL ASIAATHAREE AR, Rl Bt — M 4
A run JEEY, R UUR SR s FURESE A SR d 16, ARG e

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl (config)#aaa new—model

Routerl (config)#aaa authentication login default local

Routerl(config)#aaa authorization exec default local

Routerl (config)#username run nopassword noescape

Routerl (config)#username run autocommand show ip interface brief



Routerl (config) #end

Routerl#

3.2, e
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Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl (config)#enable password oreilly

Routerl(config)#line vty 0 4

Routerl (config-line)#password cookbook

Routerl (config-line)#line con 0

Routerl (config—1line)#password cookbook

Routerl(config—line)#line aux 0

Routerl (config—1line)#password cookbook

Routerl (config—line)#exit

Routerl (config) #service password—encryption

Routerl (config) #end

Routerl#

VERE IR U ARG, AR D e

3.3. Using Better Password-Encryption Techniques
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Routerl#configure terminal



Enter configuration commands, one per line. End with CNTL/Z.

Routerl (config)#tenable secret ORAbooks

Routerl (config) #end

Routerl#

76 10S 12.2(8) T JE AT LAXS username 18 Tidh fif e 5k B 1 in

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) #username ijbrown secret oreilly

Router (config) ttend

Router#

VERE i T I s 75 A AR MD5 it AR A EEAH O 44K T o X enable secret MIEF A AN/ NI
S VOEIERBAT? , Al V42 AR
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Routerl#tshow users (who)

HERE
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Routerl#tsend *

Routerl#tsend console 0

Routerl#isend vty 2

Routerl#send 66

FERE RGP IR, LER R I BHE R RN, OGRS +Z E

3.8. BRI VTY $0H
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Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#line vty 0 9

Routerl (config-line)#exit

Routerl (config) #end

Routerl#

VER BUBTIESR vy BUE A 5, ANEEMIBR, X TN AT LUERH no line vty x MR, ASBEASHEM I ok
M vty, AZMERITA KT x I vty
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Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z

Routerl(config)#line vty 0 4

Routerl (config-line) #exec—timeout 0 0 (exec—timeout 240 0)

Routerl (config—line)#exit

Routerl (config)#end

Routerl#

R ST 10 PSR S g R S8, 0 0 TLUIASERS, 25 —A 0 & 2rdh, 25 AN 0 2. [
N T B AT P AR A D vy SO, U R T Aok B 1L

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#service tcp—keepalives—in

Routerl (config) #end

Routerl#

3.10. BRI ST DA i
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Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#line vty 0 4

Routerl (config-line)#transport input telnet



Routerl (config—line)#exit

Routerl (config) #tend

Routerl#

AR BRI TRR T ATLL telnet B, b SZHFLLU RS SE lat pad v120 lapb-ta rlogin ssh

3,11, PEEE M E A S Enabling Absolute Timeouts on VIY Lines
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[[]# Routerl#iconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#line vty 0 4

Routerl (config-line)#absolute—-timeout 5

Routerl (config—line)#logout-warning 30

Routerl (config—line)#exit

Routerl (config) #end

Routerl#

3.12. ¥ Banners
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Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config) #banner exec # This is an exec banner #

Routerl (config)#tbanner login # This is a login banner #



Routerl (config)#tbanner motd §$ This is a motd banner §

Routerl (config) #tend

Routerl#

HRE A welcome Z FEMIFAFE, NIHZE—A FBI [f14% HH#8 5 5% banner (5%

Routerl (config)#tbanner login #

Enter TEXT message. End with the character ’#

| WARNING |

This system is solely for the use of authorized users for official |

purposes. You have no expectation of privacy in its use and to |

ensure that the system is functioning properly, individuals using |

this computer system are subject to having all of their activities |

monitored and recorded by system personnel. Use of this system |

evidences an express consent to such monitoring and agreement that |

if such monitoring reveals evidence of possible abuse or criminal

activity, system personnel may provide the results of such |

monitoring to appropriate officials. |

Routerl (config) #end

Routerl#



3.13.  {E¥FEum 25 Banners &7
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Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl (config)#line aux 0

Routerl (config—line)#no motd—banner

Routerl(config-line)#no exec—banner

Routerl (config-line)#exit

Routerl (config) #end

Routerl#
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Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl (config)#line aux 0

Routerl(config-line)#transport input none

Routerl (config-line)#no exec

Routerl (config—line)#exec—timeout 0 1

Routerl (config-line)#no password

Routerl (config-line)#exit



Routerl (config) #end

Routerl#

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z

Routerl(config)#access—1list 98 deny any log

Routerl(config)#line vty 0 4

Routerl (config—line)#transport input none

Routerl (config-line)#exec—timeout 0 1

Routerl(config-line)#no exec

Routerl (config—line)#access—class 98 in

Routerl(config-line)#exit

Routerl (config) #end

Routerl#

e/
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Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl (config)#access—1list 9 permit 172.25.1.1

Routerl (config)#line vty 4

Routerl(config-line)#access—class 9 in

Routerl (config-line)#exit



Routerl (config) #end

Routerl#

ey

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl (config)#access—1list 9 permit 172.25.1.1

Routerl(config)#line vty 5 7

Routerl(config-line)#rotary 25

Routerl (config-line)#access—class 9 in

Routerl (config—line)#exit

Routerl (config) #end

Routerl#

R TSR Rl rotary A4 IR sUAH Y (1) 202 8 S K 505, RS2 B4 23, 12 3000+ rotary
K51 25=3025
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Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config) #access—1list 99 permit 172.25.1.0 0.0.0. 255

Routerl (config)#access—1list 99 deny any log

Routerl(config)#line vty 0 4

Routerl(config-line)#access—class 99 in



Routerl (config—line)#exit

Routerl (config) #tend

Routerl#
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Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl (config)#access—1list 90 permit any log

Routerl(config)#line vty 0 4

Routerl (config-line)#access—class 90 in

Routerl (config—line)#exit

Routerl (config) #end

Routerl#

TERE T 2T R R ANE SR BRI RN, AR H SRR 7R (1 permi tted:

%SEC-6-IPACCESSLOGS: list 90 permitted 172.25.1.1 1 packet

3.18. W HE KL Telnet ML

B i) A B A 2 B E R S VPR E LR AR telnet 3R

EES

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#ip telnet source—interface loopback0

Routerl (config) #end



Routerl#

o

Routerl#ttelnet 172.25.1.5 /source—interface loopback0

ERE WA DLEK B 2% 2 A 2 H i M B4 FR) 3 I RARL TeInet (Rt
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Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl (config) #thostname Routerl

Routerl (config)#ip domain—name neoshi.net

Routerl(config) #crypto key generate rsa

The name for the keys will be: Routerl.oreilly. com

Choose the size of the key modulus in the range of 360 to 2048 for your

General Purpose Keys. Choosing a key modulus greater than 512 may take

a few minutes.

How many bits in the modulus [512]: 1024

Generating RSA keys ...

[0K]

Routerl (config)#



Jun 27 15:04:15: %SSH-5-ENABLED: SSH 1.5 has been enabled

Routerl(config)#ip ssh time—out 120

Routerl(config)#ip ssh authentication-retries 4

Routerl (config) #end

Routerl#

R M T0S 12, 3(4) T JFUASCRF SSH v2, ZHT R EE v, B LMK 10S JRAS, AR)G A T RF 2 &%F
P 3DES, A REFFJE SSH kM

<!—[if !supportLists]—>3.21. —[endif]—>AF 10S #2 RN Z5E 2
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Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl (config)#iprivilege exec level 1 show startup—config

Routerl (config) #end

Routerl#

VERE BB OLES A SRR 16 PR RS, AR T 0, 1 R 15 = FhERARUEE R, FERFAN 2R 0 Rl 2

% ¥ disable, enable, exit, help, HIlogout @4, 1 FHIAREMACEHATIEIL, 15 M2 enable [

E

3.22. TR EEY, Defining Per User Privileges
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Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl (config)#aaa new—model

Routerl (config)#aaa authentication login default local



Routerl (config)#aaa authorization exec default local

Routerl (config) #username neoshi privilege 10 password ioscookbook

Routerl (config)#iprivilege exec level 10 show ip route

Routerl (config)#iprivilege exec level 1 show ip

Routerl(config)#privilege exec level 1 show

Routerl (config) #end

Routerl#
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Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#line aux 0

Routerl(config—line)#privilege level 5

Routerl (config—line)#exit

Routerl(config)#privilege exec level 5 show ip route

Routerl (config)#iprivilege exec level 1 show ip

Routerl (config)#iprivilege exec level 1 show

Routerl (config) #end

Routerl#



