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Chapter 1 IntroductionProblems

2. An alternativetoa LAN issimply a big timesharing system with terminals for
all users. Give two advantages of a client-server system usinga LAN.(M)
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3. The perfor mance of a client-server system isinfluenced by two network factors.

the bandwidth of the networ k (how many bits/sec it can transport) and the latency
(how many secondsit takesfor thefirst bit to get from the client to the server). Give
an example of a network that exhibits high bandwidth and high latency. Then give
an example of one with low bandwidth and low latency.(E)
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4. Besides bandwidth and latency, what other parameter is needed to give a good
char acterization of the quality of service offered by a network used for digitized
voicetraffic?(M)
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6. A client-server system uses a satellite networ k, with the satellite at a height of
40,000 km. What isthe best-case delay in response to a request ?(E)
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8. A collection of five routersisto be connected in a point-to-point subnet.
Between each pair of routers, the designers may put a high-speed line, a

medium-speed line, a low-speed line, or no line. If it takes 100 ms of computer time
to generate and inspect each topology, how long will it take to inspect all of
them?(E)
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9. A group of 2" - 1 router sare inter connected in a centralized binary tree, with a
router at each tree node. Router i communicates with router j by sending a message
totheroot of thetree. The root then sendsthe message back down toj. Derivean
approximate expression for the mean number of hops per message for largen,
assuming that all router pairsareequally likely.(H)
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10. A disadvantage of a broadcast subnet isthe capacity wasted when multiple
hosts attempt to access the channel at the sametime. Asa simplistic example,
suppose that timeisdivided into discr ete slots, with each of the n hosts attempting to
use the channel with probability p during each slot. What fraction of the lotsare
wasted dueto collisions?(H)
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11. What aretwo reasons for using layer ed protocols?(M)
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13. What isthe principal differ ence between connectionless communication and
connection-oriented communication?(E)
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14. Two networ ks each provide reliable connection-oriented service. One of them
offersareliable byte sream and the other offersareliable message stream. Are
these identical? If so, why isthe distinction made? If not, give an example of how
they differ.(E)
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15. What does''negotiation' mean when discussing network protocols? Give an
example.(E)
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16. In Fig. 1-19, a service is shown. Are any other servicesimplicit in thisfigure?
If so, wher €? If not, why not?(E)

T CHEAE A A5 AN RE PRAE M 1)

ST AL R 2 L S A R — B KM K

Lowe k-1 Leigest ki + 1

]Scr‘.‘ice prrowickec by lawer < [
Prodacal

Luyer ko -#---------- i e i < e G Ly ks

Layer < -1 Lawe-k -1

M55tk 2 ) k+1 25 .

M55 AT T = k324, B, X2 K RSS2 k- 1 R34 .

17. In some networks, the data link layer handles transmission errors by
requesting damaged frames to be retransmitted. |f the probability of a frame's being

damaged is p, what isthe mean number of transmissionsrequired to send a frame?
Assume that acknowledgements ar e never lost.(M)
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Which of the OSl layer s handles each of the following:

a. (a) Dividingthetransmitted bit stream into frames.

b. (b) Deter mining which route through the subnet to use. (E)
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19. If the unit exchanged at the data link level is called a frame and the unit
exchanged at the network level is called a packet, do frames encapsulate packets or
do packets encapsulate frames? Explain your answer. (E)
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21. List two waysin which the OSl reference model and the TCP/I P r eference
model ar ethe same. Now list two waysin which they differ. (M)
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22. What isthe main differ ence between TCP and UDP? (E)
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25. When afileistransferred between two computer s, two acknowledgement
strategies are possible. In thefirst one, thefileis chopped up into packets, which are
individually acknowledged by the receiver, but thefile transfer asa wholeis not
acknowledged. In the second one, the packets are not acknowledged individually,
but the entirefile is acknowledged when it arrives. Discuss these two appr oaches.
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26. Why does ATM use small, fixed-length cells? (E)
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28. Animageis 1024 x 768 pixels with 3 bytes/pixel. Assumetheimageis
uncompr essed. How long does it take to transmit it over a 56-kbps modem channel?
Over a 1-M bps cable modem? Over a 10-M bps Ether net? Over 100-M bps
Ethernet?(E)

Z % K N A 1024 * 768 * 3* 8 = 18,874,368 hits.

FtH % h 56K bits/sec, 7% 18,874,368 / 56,000 = 337.042 sec.

4%y IMbits/sec, 77 % 18,874,368 / 10° = 18.874 sec.

ki %y 10Mbits/sec, 7% 18,874,368/ 10 = 1.887 sec.

ki % Jy 100Mbits/sec, 5 % 18,874,368/ 10°=  0.189 sec.

29. Ether net and wir eless networ ks have some similarities and some differ ences.
One property of Ethernet isthat only one frame at a time can be transmitted on an
Ethernet. Does 802.11 shar e this property with Ether net? Discuss your answer .(E)
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30. Wireless networ ks are easy toinstall, which makes them inexpensive since
installation costs usually far over shadow equipment costs. Nevertheless, they also
have some disadvantages. Name two of them. (E)

T ML . e, AR MR TR 45 A R N S e M T 380 19 29| A%
B AR AN, M E i R b S IR BUR B AR 54, B
VF2 LB T2 g, Wb A K 2o —.

Chapter 2 The Physical Problems

2. A noiseless 4-kHz channel is sampled every 1 msec. What isthe maximum data
rate? (E)
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3. Television channels are 6 MHz wide. How many bits/sec can be sent if
four-level digital signals ar e used? Assume a noiseless channel. (E)

AT 717 95 H = 6MHz, BEUCEFE logyV = 2bit

i Je 2 e B, R ACIA ) B KB AR % A 2Hlog,V = 24Mbps.

4. 1f abinary signal is sent over a 3-kHz channel whose signal-to-noiseratio is 20
dB, what isthe maximum achievable datarate? (M)
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5. What signal-to-noiseratioisneeded to put a T1 carrier on a50-kHzline? (M)
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7. How much bandwidth istherein 0.1 micron of spectrum at a wavelength of 1
micron?(M)
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8. It isdesired to send a sequence of computer screen images over an optical fiber.
The screen is 480 x 640 pixels, each pixel being 24 bits. There are 60 screen images
per second. How much bandwidth is needed, and how many microns of wavelength
are needed for thisband at 1.30 microns? (M)

PGB 1385 ) 480x640%24x60bps, Rl 442Mbps.
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9. Isthe Nyquist theorem truefor optical fiber or only for copper wire? (D)
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10. In Fig. 2-6 the lefthand band is narrower than the others. Why? (E)
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11. Radio antennas often wor k best when the diameter of the antennaisequal to

the wavelength of the radio wave. Reasonable antennasrange from 1 cm to 5 meters
in diameter. What frequency range does this cover ? (E)
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12. Multipath fading is maximized when the two beams arrive 180 degrees out of
phase. How much of a path difference isrequired to maximize the fading for a
50-km-long 1-GHz microwave link? (E)
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18. A simple telephone system consists of two end offices and a single toll officeto
which each end office is connected by a 1-MHz full-duplex trunk. The aver age
telephoneis used to make four calls per 8-hour workday. The mean call duration is
6 min. Ten percent of the calls are long-distance (i.e., pass through the toll office).
What isthe maximum number of telephones an end office can support? (Assume 4
kHz per circuit.) (E)
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21. The cost of a fast microprocessor has dr opped to the point whereit is now
possible to put onein each modem. How does that affect the handling of telephone
lineerrors? (E)
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22. A modem constellation diagram similar to Fig. 2-25 has data points at the
following coor dinates: (1, 1), (1, -1), (-1, 1), and (-1, -1). How many bps can a modem
with these parameter s achieve at 1200 baud? (E)
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XINF 1200 B, FididiF L 2400bps.

23. A modem constellation diagram similar to Fig. 2-25 has data pointsat (0, 1)
and (0, 2). Doesthe modem use phase modulation or amplitude modulation? (E)
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24. In aconstellation diagram, all the pointslie on a circle centered on the origin.
What kind of modulation isbeing used? (E)
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25. How many frequencies does a full-duplex QAM-64 modem use? (E)
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26. An ADSL system using DM T allocates 3/4 of the available data channelsto the
downstream link. It uses QAM-64 modulation on each channel. What is the capacity
of the downstream link? (M)

DMT #5 2 ) 2 e P i . I o Ay 256 Z5{iil, ids 6 454t POTS LU K
> 2 T, RN 248 S R4S BdE . GBI 3/4 B 186 445 1E 4 M AT

ADSL Ji: L) 4000 baud/s #4715 . BT LAXT QAM-64 (6 bits/baud) nJ 154 45 fi5 18
(7 %5 A1 24,000 bps

T LA R AT 3R 5 55 ok 24,000 bps* 186=4.464 Mbps

27. In the four-sector LM DS example of Fig. 2-30, each sector hasits own
36-M bps channel. According to queueing theory, if the channel is 50% loaded, the
gueueing time will be equal to the download time. Under these conditions, how long

doesit take to download a 5-KB Web page? How long does it take to download the
page over a 1-Mbps ADSL line? Over a 56-kbps modem? (E)
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LMDSHEA M Z 590 K HRSs - — A 5-KB (K% T %4 &4 40,000 bits, T+ 36 Mbps
FIMEE T 5 2 1.amsee, K@ HEBASEIR I )2 1.Amsec, I T 250
i) )& 2.2msec, X ADSL 1fij 5 JF4A HEBAZEIR B[R], BiTLL 1 Mbps 11 28 1] 42 40

msec, {56 kbps [F14c 4 T 2 i [H) & 714 msec.

28. Ten signals, each requiring 4000 Hz, ar e multiplexed on to a single channel
using FDM. How much minimum bandwidth is required for the multiplexed
channel? Assumethat the guard bands are 400 Hz wide. (E)

X101 4000 Hz (155, FRATTTH AL ] 9 AN B4 S BOR E % ml BE IR TR

BT s B 1 B /Nty B A 4000 * 10 + 400 * 9 = 43,600 Hz

29. Why hasthe PCM sampling time been set at 125 nsec? (E)

125K SRAE I (A0 Y TR £ 8000 PCRAT . A MR ) i 53 IE O 4kHz. R4 )E
2R B, AR A AkHz R R 4 A5 E T SRR 8000 IR IFIRAESIE .

30. What isthe percent overhead ona T1 carrier; that is, what percent of the
1.544 Mbpsare not delivered totheend user? (M)

T4 2t (1 gl s iUHH - A8 193 47 1Y 168C7* 24D 7, FF4# i 25(=193-168)
fir, PRI T4 LBl 45T~ 25/193=13%.

31. Compar e the maximum data r ate of a noiseless 4-kHz channel using

a. (@) Analogencoding (e.g., QPSK) with 2 bits per sample.

b. (b) The T1PCM system. (E)

PIFIE L 3494 8000 YCRAEFD . A 2 BEhIgats, WX a®RICRAEF A% 2 47
B, 0 TLERK, BEOCRFERIE 7 A 8030 . BT LA R e KA AL S A -

(@) BHUCKHE 2 HURF RIS Y 2Hlog,V = 16 kbps

(b) TLPCM %%t 2Hlog,V = 56 kbps

32. IfaTlcarrier sysem dipsand losestrack of whereit is, it triesto
resynchronize using the 1st bit in each frame. How many frameswill haveto be
inspected on averageto resynchronize with a probability of 0.001 of being wrong?

(M)

10 /Miie  FEECTIE A LERE ] LURR & 0101010101 HEECIRIEAR 2 1/1024, %¢
G 10 AN, AT RE— i R AR — AL LERR Y 0101010101, WU )25 B by, T ik
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33. What isthe difference, if any, between the demodulator part of a modem and
the coder part of a codec? (After all, both convert analog signalsto digital ones.) (M)
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34. A signal istransmitted digitally over a 4-kHz noiseless channel with one
sample every 125 psec. How many bits per second ar e actually sent for each of these
encoding methods?(M)

c. (a) CCITT 2.048 M bps standar d.

d. (b) DPCM with a 4-bit relative signal value.

e. (c) Delta modulation.

a. CCITT 2.048Mbps #3#EM] 32 A 8 {7 AL A AL p—A™ 125MS[¥j LA, 30 4>
FEATAER, 2 MEEH TEEGIE S 8 4kHz 518 BRI R HdE %
/& 8*8000=64kbps.

b. ZE5r kil (DPCM) M 4ifkiinfs STk, e RIERAR IR
FORE ) BB g, T2 PR OCHIRE I 25 — gt . B{EAY 2R 4 A,
JIT AT AR dkHz A8 5K b A& 3% 1) LT85 Ol 4% 8000=32Kbps.
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AFER I A v IR A ve IXFE TR dbit — RS Eain] LR RE
i, MASHINERRIE . Bk, SRR AR AkHz (538 SRR Ak i £ 8 %
A 1*8000=8kHz.

35. A pure sine wave of amplitude A is encoded using delta modulation, with x
samples/sec. An output of +1 correspondsto a signal change of +A/8, and an output
signal of -1 correspondsto a signal change of -A/8. What isthe highest frequency
that can be tracked without cumulative error ?(E)

RS U4 RIS S s i 0 EFHEI AL T RENSERER(S S, 76 T/4 (i)

EE B i E S T W IICRAE 8 UK, BIAF—ANABCRAE 32 4k, KA IR ] 1a] B
& U, PRI ) 4 R A U S IR G, A4 e 7 32 CRFE, Bl T> 32/x, 5 f max
=x/32.

37.1n Fig. 2-37, the user datarate for OC-3isstated to be 148.608 M bps. Show
how this number can be derived from the SONET OC-3 parameters.(H)

SOMNET SDH Data rate (Mops)
Elcctrical | {hptical Optical Gross SFE Uscr
515 Q-1 a1 84 0712 49 5365
5153 02 S 1M1 155 32 150336 148 G0&
&Ts-9 o0c-2 5Th-2 4355 38 451.025 445 324
5T "2 oc 12 ST 4 B2z 08 GO .444 RL4 452
5158 Q18 SIM-E 91312 Q02016 G511 644
§15-24 0o-24 SIM-8 122418 | 1202688 | 1188.864
5T5-36 0C-26 SThM-12 185524 | 1804.032 | 1783.205
5T5-48 0C-48 STM-16 243532 | 2405376 | 2377.728
8T5--22 082 | STM-B4 205328 | B531.504 | 0210912

FEAY) SONET ([R2D6RI%) mijthf 125ks7 /5 810 775, T SONET J&:[ql
(1), RUHEANIR 2 A5 A S s AL [ 254, WiHAAAE . BEFD 8000 Wl 4 1E LF A4 &
PrAECT- G R E ) PCM FIE KA ZR . %] 810 “F15/) SONET i, i
i 90 #1FfeLh 9 AT IHUE KA, T IO — AN . REFb L 8000 K,
UKk 8*810=6480 fi7, i HdlifLHi% 4 51.84AMbps. X piji 3L AN SONET {5il, ‘B
FRAEFR DAL {5 5 STS-1, B It SONET T2 #52 STS-1 (£ 4. 48— il as 3 41
WORE, HTEIEGEERS, 03 I BIrE, /56 Tt SgIra. #
87 ¥t {5 87x9x8x8000=50.112Mbps ) FH /it . FH /- £t (FR o8 A0 8 {5
B SPED mJ LA A —A7 BT 4R, FHAR T 147, 25 45, LT aimss—
TS TR I SPE A — 2 11T %, SPE A —4I 2 B4R T4 .

PEAETTAIANE 4% 1K) SONET 4544, BRI AL B (5 B o AT T4 i 380 0 1)
I, PRI i B S O PR SR SPE AHOCIEE A ). AR, e
MR A2 223 (14 FH P 5508 v 1) 50.112Mbps 1 X 2= 1x9x8x8000=0.576Mbps,
{2 22 1% 49.536Mbps . OC-3 /14T 34> OC-1 & HIfE—ikd, DAt IL A £t
T H ¢ 49.546x3=148.608 Mbps.

39. What isthe essential differ ence between message switching and packet
switching? (E)

AT, T EE PR R OIS ATART B
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40. What isthe available user bandwidth in an OC-12c connection? (H)

[[4—4c4k (It OC-3) WAL, MAfULsR A MEREHE, WL
BRI — AN T BE ¢ (27 conactenation, BIEREG) . K, OC-3# /R TH 3
AT ) OC-1 £ H F 1 — 4% 155.52Mbps £k %, 1fj OC-3c 7k H T AN
155.52Mbps {154 it . OC-3c i1 34 OC-1 S % FI A4l FoE2Em 1 1
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148.608Mbps) , P24 B AR AL SPE H tHI— Ik, AN i 3 45l OC-1
WIHIL 3 WK, Hef)igii, OC-3c 270 #rifr) 260 51 a] -1 H ;- $cdls, e
OC-3 "X AEf ] 258 41 Hi iy )5k (R HR IR (1 OC-12¢) MAFAEIXFEITE L. 1]

OC-12c Wiify 12*90=1080 #1IF1 9 17. Irh BIIFAIAZEM T4 [ 12%3=36 41, X
FERD 2t {5 B A5 1080-36=1044 %1 . SPE H{X 1 5 T ER 12 TS, 45 At & 1043
ST H 8 .

H T8 9N, BRI —> OC-12¢ b ] /™ #idlss HUAF 202 8 x9x1043=75096.
HEFP 8000 i, 732 H F E4iE % 750968000 =600768000bps, HI 600.768M bps.

JITEA, fE—%% OC-12¢c - nJH2 Aty FH F 4l 9 & 600.768Mbps.

41. Three packet-switching networ ks each contain n nodes. The first network has
a star topology with a central switch, the second is a (bidirectional) ring, and the
third isfully inter connected, with a wire from every node to every other node. What
arethe best-, aver age-, and-wor st case transmission pathsin hops? (E)

Pl A 2 R ST

. Bl 2, e 2, PRI 2

WA felfoh 1, fekEh w2, Py n/d

WERFEIE n R AR

Wn AFFEE, B8 (0D 2, P (D) /4

n BN, BN 02, S nd4(nl)

Y BN L, AL PR 1.

42. Compar e the delay in sending an x-bit message over a k-hop pathina
circuit-switched network and in a (lightly loaded) packet-switched network. The
circuit setup timeis s sec, the propagation delay isd sec per hop, the packet sizeisp
bits, and the data rateisb bps. Under what conditions does the packet network have
alower delay?(M)

X REALH, = s IR NLER, t=stx/d IR SRR — R A& 5 =
sx/d+kb AR ICEIA H e Xt A e, fa— LA t=x/bi AE 5 R

NS H I, d5Ja— A0 4L 50 P 1) )i s T k-1 IR, BRI R A

—+ (k- 1— kd
AT plb, R LR AEE b Ny

il ik lj_ﬂlkci'::slflkd
N T AE HAT e L s AT b, g0 b b b
sxib-n”
FrLh: b

43. Suppose that x bits of user data areto be transmitted over ak-hop pathina
packet-switched network as a series of packets, each containing p data bitsand h
header bits, with x >>p + h. The bit rate of the linesisb bps and the propagation
delay isnegligible. What value of p minimizesthe total delay? (M)

JT e ) B HOR xip, BRI F SRS B SR =4 (prh)x/p £z

Y 3 IX G T EE) ] 24 (p+h)x/pb,

H T 8 B 28 F AL I IS AN AT AR RS T3] 2 (k- 1) (p+h) /b,

(et (pr k-1t
PR L AT 145 230 7R A PR S 3R pb b,

n+hyx k-1
P— {;;+r]i+ -0

WZEECkp WS, BE P b b 4 P b b my
fix

—=k-1

pl

(p+hrx k-
p{p+r]i+ 1

Khp>0, L’ ‘.' && EIJ EAS S R IR £/

44. In atypical mobile phone system with hexagonal cells, it isforbidden to reuse
afrequency band in an adjacent cell. If 840 frequencies ar e available, how many can
beused in agiven cell? (B)

R E RITHAT 6 NS .
fffH B, C, B, C, B, C, /@i, LFEH=
AR LU HT 280 R .

47. Sometimes when a mobile user crossesthe boundary from one cell to ancther,
the current call isabruptly terminated, even though all transmitter s and receivers
are functioning perfectly. Why? (E)

FEARIT R sT PR e PR A RS ] . b — A P NN ERIe# ) 3 0 — N
JCI S ARG LN . A PR ASETIERIT,  EE TR
FATTH R AT SRR AR AE T v, S0 R L DA 24 25 1

ABGE HH TR A TTAE TR A, B4R i I T AR I
ARSI STt 208 7o BTLL,




48. D-AM PS has appr eciably wor se speech quality than GSM. Isthisdueto the
requirement that D-AM PS be backward compatible with AM PS, wher eas GSM had
no such constraint? If not, what isthe cause? (M)

It is not caused directly by the need for backward compatibility. The 30 kHz channel
was indeed a requirement, but the designers of D-AMPS did not have to stuff three users
into it. They could have put two users in each channel, increasing the payload before
error correction from 260 x50=13 kbps to 260x75 =19.5 kbps. Thus, the quality loss was
anintentional trade-off to put more users per cell and thus get away with bigger cells.

49. Calculate the maximum number of usersthat D-AM PS can support
simultaneously within a single cell. Do the same calculation for GSM. Explain the
difference. (M)

D-AMPS uses 832 channdls (in each direction) with three users sharing asingle
channel. This allows D-AMPS to support up to 2496 users simultaneously per cell. GSM
uses 124 channels with eight users sharing a single channel. This allows GSM to support
up to 992 users simultaneously. Both systems use about the same amount of spectrum (25
MHz in each direction).

D-AMPS uses 30 KHzx832 = 24.96 MHz. GSM uses 200 KHz x124 =24.80 MHz.
The difference can be mainly attributed to the better speech quality provided by GSM (13
Kbps per user) over D-AMPS (8 Kbps per user).

50. Supposethat A, B, and C are simultaneously transmitting 0 bits, using a
CDMA system with the chip sequences of Fig. 2-45(b). What isthe resulting chip
sequence? (E)

A02d1791 7
Bnaintpin

A1 =11 +1 +1 -1 1 +1;
Hidel =TT =1 &1 =7 41 =1}
Cia1C011120
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¥ A, B, CHIUING, BUMELER N : (+3+1+1-1-3-1-1+1).
51. In the discussion about orthogonality of CDM A chip sequences, it was stated
that if ST =0then S" T isalso 0. Provethis.(E)

5T

s

5T =
By definition

If T sends a0 hit instead of 1 bit, its chip sequence is negated, with the i-th element
becoming Ti . Thus,

ER B
i

Ly L3 55 =0
S.T = m— .H: —‘I‘; = — — 5T, =
o ZST) == 35T

52. Consider a different way of looking at the orthogonality property of CDMA
chip sequences. Each bit in a pair of sequences can match or not match. Expressthe
orthogonality property in terms of matches and mismatches.

When two elements match, their product is +1. When they do not match, their product
is-1. To make the sum O, there must be as many matches as mismatches. Thus, two chip
seguences are orthogonal if exactly half of the corresponding el ements match and exactly
half do not match.

53. A CDMA receiver getsthefollowing chips: (-1 +1-3+1-1-3 +1 +1). Assuming
the chip sequences defined in Fig. 2-45(b), which stations transmitted, and which
bits did each one send? (E)

S ((1+1-3+1-1-3+1+1) ML

A: (-1+1-3+1-1-3+1+1) d(-1-1-1+1+1-1+1+1)/8=1
B: (-1+1-3+1-1-3+1+1) d(-1-1+1-1+1+1+1-1)/8=-1
C: (-1+1-3+1-1-3+1+1) d(-1+1-1+1+1+1-1-1)/8=0
D: (-1+1-3+1-1-3+1+1) d(-1+1-1-1-1-1+1-1)/8=1

JITLL A, D KIE#RZ 1bits, B RIENIE Obit,, C¥AKi%

Chapter 3 The Data Link Layer Problems

1. An upper -layer packet is split into 10 frames, each of which hasan 80 per cent
chance of arriving undamaged. If no error control isdone by the data link protocoal,
how many times must the message be sent on aver age to get the entire thing thr ough?

(B

HFAE— Wi 0.8 MIMER IEHIBIIL, BAMS B IEHBEA g2 ) p=0.8°=0.107.
AR SRR FARNOT, K% — R OB p o R
(1-pp, =ML A (L-p)2p, | RRIHEE R (1-p) ™ p, BRI K%K
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2. Thefollowing char acter encoding is used in a data link protocol: A: 01000111,
B: 11100011, FLAG: 01111110; ESC: 11100000 Show the bit sequence transmitted
(in binary) for the four-character frame: A B ESC FL AG when each of the
following framing methods ar e used:

a. (a) Character count.

b. (b) Flag byteswith byte stuffing.

c. (c) Starting and ending flag bytes, with bit stuffing. (E)
A )

(a) 7 ¥ 114 00000101 01000111 11100011 11100000 01111110

(b) 7417 01111110 01000111 11100011 11100000 11100000 11100000 01111110
01111110

(c)f7#7 01111110 01000111 110100011 111000000 011111010 01111110

3. The following data fragment occursin the middle of a data stream for which
the byte-stuffing algorithm described in thetext isused: A B ESC C ESC FLAG
FLAG D. What isthe output after stuffing? (E)

WAG4i 3% 4: ABESCESCCESCESCESC FLAG ESC FLAG D.

4. One of your classmates, Scrooge, has pointed out that it iswasteful to end each
frame with a flag byte and then begin the next one with a second flag byte. One flag
byte could do the job aswell, and a byte saved is a byte earned. Do you agree? (E)

S — /MR A eV 5l — iy i 45 e W i e PR & 1), —ANbRid iz air
SR LA o AHZ& 2 — M LAARC S R T 2205, AE— BTy CEetn 15 7310 BcA18r
AT IK I, B AT R 3 R 7 1 TR T ) AR 2 3 2 e L
(R G 2 XA PR s T i T T .

5. A bit string, 0111101111101111110, needsto be transmitted at the data link
layer. What isthe string actually transmitted after bit stuffing? (E)

. 011110111110011111010.

6. When bit stuffing is used, isit possible for the loss, insertion, or modification of
a single bit to cause an error not detected by the checksum? If not, why not? If so,
how? Does the checksum length play arole here? (M)

Al fE. BUEIRRIIESCE S AP 01111110 1A% . A2 )G, XA FE5)
AR R 011111010, G SR b TALHAR D228 — AN 0 B2k T, BRI H: ARk

01111110, #HMITE MR . SRIFHMOT 5% BT S A g, IEx et
ATHUE . WERKSIRATE 16 7, AR )G AT IR FITR) 16 A7) P Al 15 255
R R IEF ML 2% i RX MR M4 PO T, s SEURIE i
Bl AR, RECRIBOEAC, AR RN R IR OB AIS,  H Iz RO AN
T%.

16. Data link protocols almost always put the CRC in atrailer rather thanin a
header. Why? (E)

CRC &AL AR AMBAT TR . — Bt 5 — M 8dmixs FAMHERE, i
CRC Zhtd B I R 1 f5 A o R4t CRC MU S8, IS A st AE K ik
RN SR B — Sk 5 CRCe IXFEREAN B A B, B —il ek T
THEATIAD, 8 A T Ri% . 3 CRC JHE iRl vl LAFE AL BRI [R] 98- o

17. A channel has a bit rate of 4 kbps and a propagation delay of 20 msec. For
what range of frame sizes does stop-and-wait give an efficiency of at least 50 per cent?

(B

S5 RGEUR)  A]) 5 T T AL FR IR 11 2 A% I, FIE IR FH 04 50%. 50 it
2RI MUY I [R]85 T R[] B R AL R AE IR IS, 23R i 50%. 1T AR i ik
I TR TR R PSS A 23 i T 50%.

AR R IBHF Ry AMbls, %777 2 0.25K8,

(20107 x2) =(0.25x107%) =160000 bit

HALEWHAN T 160kb 10, =85 B SR R A 22 427035 3] 50%.

18. A 3000-km-long T1 trunk is used to transmit 64-byte frames using protocol 5.
If the propagation speed is 6 psec/km, how many bits should the sequence numbers
be? (M)

HTAHBIEAT, PR CERR AU R RN BAVESIR, URTER
RETT AR RNEE — NN i T AT R 3% o {5 572tk B AL RRIN Ak

6x3000=18000**, E[ 18ms.

R T1 R, Kik 64 T MEHRMITALIN ] 64x8+(1.536x10%= 0.33%*,

FITLL,  RIEMEE— I IF 4 R, 18.33ms Jo s A FIAHI T - HlNZ XA
TARD GRS ] CRBEANTE) FHBIFER) 18ms, IXFF, hide—#E I A2 36.33ms.
KA T NZAT SRS K 1, NI REREIE S K 1% 36.33ms.

36. 33/0.33=110
WLV, AL EE, FH2ER 110 Wi, BI85 Hh 7 7.
X R AL I 7 TR, T PR S e AR AR 2 1) 5 4 [ 1% 2 (193-1-24)

/193*1.544=1.344mbps, {H % Z 1 j (193-1) /193*1.544=1.536mbps.




19. Inprotocol 3, isit possible that the sender startsthetimer when it isalready
running? I f so, how might this occur? If not, why isit impossible?(M)

il 3, RIEHEA R REHBI— A BT H NN . PO REE L — i
HARGEOR Al —MERITIN BRI AT —BO 1R F B 20k —mi, ARimix
IS H I BTS2 BAT A 1) 6

20. Imagine a diding window protocol using so many bitsfor sequence numbers
that wraparound never occurs. What relations must hold among the four window
edges and the window size, which is constant and the same for both the sender and
thereceiver.(M)

fiREENE A (S,9) » BRENELRN (R,RY) » & HKANAW, WEA]
AP VALY

0<=S§,-§+1<=W1

R-R+1=W

S <= R! <:SJ+;]_

21. If the procedur e between in protocol 5 checked for the condition a<=b <=c
instead of the condition a <=b < ¢, would that have any effect on the protocol's
correctness or efficiency? Explain your answer. (H)

B BRGSO ARTRAN I

e 3 AL a1y, HE RABLS T e A NIk 7 5t B s E)
XA, IF RN acks A iR ack, FFAIXR 0~6 Sl fEUE BT IX Lol
FEAS AR R T 5 B Uil FRE R AT, SR N SR T HEEA
ulifE rrack = 7 2HAR G O, SR BJE ack_expected =0, r.rack =7,
next_frame to_send =7.

18 BUG IR AT S AR B B BT, Ao ORI R 1%, TRl 2K
TR . 53— 7T, AR R AR A A, R RS HRE 2 RIT  R
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FEA 5 6

22. In protocol 6, when a data frame arrives, a check ismadeto seeif the
sequence number differsfrom the one expected and no_nak istrue. If both
conditions hold, a NAK issent. Otherwise, the auxiliary timer is started. Suppose
that the else clause wer e omitted. Would this change affect the protocol's
correctness?(M)

7] g S

e —HWiEm Bk, Il RE, BT Smais) e . WAEEE I

AWIAWIR R R T, RIETT eI i, IF HFRROROR i, B0y
WAL NAK. SRJ5 NONAK #E Rl . e NAK EK T A XA
IFAG,  KIRTT o AW RIE CAENOT HZ T . Ballor HU& Zmgixaeiy, {H
T NONAK Jfh, FrPIASLEIE NAK, MIMF=42e8i. Wi B2
(Pldse> 1A, M FER NAK, LI5S0 iR D .
23. Suppose that the three-statement while loop near the end of protocol 6 were

removed from the code. Would this affect the correctness of the protocol or just the
performance? Explain your answer.(M)

IR IX — B P e Dh U E R PE, SEGEE. POV — B 7 ST AR BRI

FIMBIAN, RAR—BREY, KETra BN, S issT
ANBE I RTHEfE -

24. Suppose that the case for checksum errorswere removed from the switch

statement of protocol 6. How would this change affect the oper ation of the protocol?
(M)

XKL REATH NAKS [, BIRERATASABBRBGEN . MR AT
B, AEE AW SR IER TR . NAKS FFAE SCHER .

25. In protocol 6 the code for frame_arrival has a section used for NAKs. This
section isinvoked if the incoming frameisa NAK and another condition is met.
Give a scenario wher e the presence of thisother condition isessential. (M)

X LK rrack+1<next_frame to_send. % T AR AEGN T

A BlRE O gy B ulie B ufifc R ki, JEAIX ACK i, {H ACK Rk T . A uf
RADEN, TR 0T, H B uILEMIAHER 15T, B RIE NAK, 755 i E)
[0 5o AR, ILAE A BB ANTE i 0 45 i F T 4544 r.rack+1<next_frame to_send
AL, PTUL AN ST O S ind, AT AAREE ) A #EREAZ 1% 1 5t XM 1
SRV TOX BRI AN, B rrack+1<next_frame to send & HE (.

26. Imagine that you are writing the data link layer software for aline used to
send data to you, but not from you. The other end uses HDL C, with a 3-bit sequence
number and a window size of seven frames. Y ou would like to buffer as many
out-of-sequence frames as possible to enhance efficiency, but you ar e not allowed to
modify the softwar e on the sending side. I sit possible to have a receiver window
greater than 1, and still guarantee that the protocol will never fail? If so, what isthe
lar gest window that can be safely used? (E)

ANATBL o dg KOS R RN 1o IRAEARCE B B AR R 20 TFIRIN K%
TIRIEO 226 T, Frar 7 iR, JHE TERIN, ISRk IR
WOTHEARS N 7 5RO ST, HERI 0 SMEIABCT I, CR SRR,
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27. Consider the operation of protocol 6 over a1-Mbpserror-freeline. The
maximum frame size is 1000 bits. New packets are generated 1 second apart. The
timeout interval is 10 msec. If the special acknowledgement timer wer e eliminated,
unnecessary timeouts would occur. How many times would the aver age message be
transmitted? (E)

Rk 1 A IS TE] ks, ik 1000bit (1) 5 KAL) Ims. B8 I ] B% 2 10ms,
1M 1s A fe/ =LA EdEm, FrLUER ARG . BoE A whiln B uhkik
M IEFREIE RO, BRI TG R Al . A, A Sl AEE G, T
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28. In protocol 6, MAX_SEQ = 2" - 1. While this condition is obviously desirable
to make efficient use of header bits, we have not demonstrated that it is essential.
Doesthe protocol work correctly for MAX_SEQ =4, for example? (M)

ANBE, PRXIB TSR 1 MaxSeq=4, A5 A E(=4+1=5, & /N
Z5F: NrBufs<=5/2=2.5, HIf5%], NrBufs=2. [KILAEZXT, (507518 2% h
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29. Frames of 1000 bitsare sent over a 1-M bps channel using a geostationary
satellite whose pr opagation time from the earth is 270 msec. Acknowledgements are
always piggybacked onto data frames. The headersare very short. Three-bit
sequence number s ar e used. What isthe maximum achievable channel utilization
for

d. (a) Stop-and-wait.

e. (b) Protocal 5.

f. (c) Protocol 6. (E)

b AN P N NN (£ a1 o N A

AofF P T A e ity 380 o ) LR AR 2B 3R 2 270ms, LA IMb/s 3%, 1000bit K

AR IEI AR Ims. FRATTH] t=0 oA aa i N 0], JBALE t=1ms I, 55—k
Jf_”*“ﬁ t=271ms i, Z{—Wi5E BT s t=272ms, X 5 — iR AR 18 58
B t=542ms, A TN IS 2 BA KX T . PN RIEF IR 542ms. 4R AE
542ms N AT LURGE kAT, T — AR AR IR )4 Lms, WIS TE A H] %0 k542,
ESJi:ef
(a) k=1, fANIEEAHM]#=1/542=0.18%
(b k=7, FAAEER ] #%=7/542=1.29%
(©) k=4, FKRIFHEFH]#=4/542=0.74%

30. Computethe fraction of the bandwidth that is wasted on over head (headers
and retransmissions) for protocol 6 on a heavily-loaded 50-kbps satellite channel
with data frames consisting of 40 header and 3960 data bits. Assumethat the signal
propagation time from the earth to the satellite is 270 msec. ACK frames never
occur. NAK framesare 40 bits. Theerror rate for dataframesis 1 percent, and the
error ratefor NAK framesisnegligible. The sequence numbersar e 8 bits. (M)

f P R FE P AL MG W TP P A S KT R 8 fr. &I K/Nh 128, DA(FIE

sy 03 () AL A IR /2 270ms. L 50kb/s 1%, 4000bit (3960+40) £ inif K
1L ] 2 0.02*4000=80ms. FAIH] t=0 FKostLHiITaamtal, M4, t=80ms, 25—
9 ik 5E

t=270+80=350ms, #—Mii5e e RILFLWCT; t=350+80=430ms, XJ & —MifEH 1
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w“aéﬁ Dk, AWk 700ms, ik 128 il ] 80* 128=10240ms, XA
W TE S R . BEMCEAL AR 0.01, X 3960 AMHES, kTR 40
B, ~FEJEAE A ECY 4000%0.01=40 fi7, 1%i% NAK [#~F-07 4 40*1/100=0.40
£z, PrLAdE 3960 ANEHn ALK IT4S M 80.4 A

DRI, JF8S P o s o B A9l 45T+ 80.4/(3960+80.4)=1.99%.

31. Consider an error-free 64-kbps satellite channel used to send 512-byte data
framesin one direction, with very short acknowledgements coming back the other
way. What isthe maximum throughput for window sizes of 1, 7, 15, and 127? The
earth-satellite propagation timeis 270 msec. (M)

Aifi FH AR A 10 s B i (K A B AR O 270ms, L 64kb/s Ki%, JEIZE T 604ms. K
MU 64ms, FRATTTE EE 604/64=9 MIA RELREFIEE A,

T ME 1, BF 604ms k1% 4096 7, £y A 4096/0.604=6.8kb/s.

T ME 7, 4F 604ms ik 4096*7 i, #FiH 3N 4096* 7/0.604=47.5kb/s.
BT OEHEN 9 (s 15, 127) , HHRIAFE AL, Rl 64kb/s.




32. A 100-km-long cablerunsat the T1 datarate. The propagation speed in the
cable is 2/3 the speed of light in vacuum. How many bitsfit in the cable? (E)

TE 1% HL 88 P R A R 2 A FD Bl 200 000km, RIAsE=£#5 200km, [AIE 100km 1 Hi,
B 221E 0.5ms I . T1 JK 1258845 3%—AN 193 {7 [, 0.5ms w] LIfEi% 4 4
T1 i, Hf 193*4=772bit,

33. Suppose that we model protocol 4 using the finite state machine model. How
many statesexist for each machine? How many states exist for the communication
channel? How many statesexist for the complete system (two machines and the
channel)? I gnor e the checksum errors. (M)

G LR HRAT AN 4 (145 5 next3frame3to3send and frame3expected, 4N AT
DA 0 8% 1. DAL, RS LA PUM AT RERPIRS . fEf51E B —MHEAE T
B RAL I 515 MBI R85 . Ik, AR DURPSR A R . (18
AIREAEREN T I EAT 0 B 1 4 . LA, (R ARSI E & 0 400 ) 1
A, il LRHER 84, A 2 4RI 16 4> (BT M E R4 E).

BT 1+ 8+ 16 =25 Ml REMIMEIEIRGS . X eI RAIXBEE T 4¥4%25 = 400
T AT EMPIRAS o

34. Givethefiring sequence for the Petri net of Fig. 3-23 corresponding to the
state sequence (000), (01A), (01—), (010), (01A) in Fig. 3-21. Explain in wor ds what
the sequence represents. (M)
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35. Given thetransition rulesACaB, BaAC, CDAaE, and EACD, draw the
Petri net described. From the Petri net, draw the finite state graph reachable from
theinitial state ACD. What well-known concept do these transition rules model ?(E)
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Chapter 4 The M edium Access Control Sublayer Problems

1. For this problem, use a formula from this chapter, but first state the for mula.
Framesarriverandomly at a 100-M bps channel for transmission. If the channel is
busy when aframearrives, it waitsitsturninaqueue. Framelengthis
exponentially distributed with a mean of 10,000 bits/frame. For each of the following
frame arrival rates, givethe delay experienced by the average frame, including both
gueueing time and transmission time. (E)

a. (a) 90 frames/sec.

b. (b) 900 frames/sec.

c. (c) 9000 frames/sec.

HEBA B IER I R AR, T=1/C —L), x 5505 C=10%and =107, fFL)
T =1/(10000 — lambda) sec, X} I-1Hi (1) = FpiiEA=] , 47 (a) 0.1 msec,(b) 0.11 msec,
(©) 1msec. KT ()1 P=ANC=09, 10 fFHEIR,

2. A group of N stations shar e a 56-kbps pure ALOHA channel. Each station
outputs a 1000-bit frame on an aver age of once every 100 sec, even if the previous
one has not yet been sent (e.g., the stations can buffer outgoing frames). What isthe
maximum value of N? (E)

Xt Falift) ALOHA, BRI 4 1e’= 0184, AT 952 0.184x56
Kb/s=10.304Kb/ s, 4~k 75 2245 %5 i 1000/100=10b/s. 1fjN=10304/10~1030

PrLL, 20l LA 1030 ANk, BN s K {Eh 1030,

3. Consider the delay of pure ALOHA versusslotted ALOHA at low load. Which
oneisless? Explain your answer. (E)

X T4l ALOHA, (] DISZRIIF4G . X Tor Bt ALOHA, ‘B b i sy F—A
IR IXFE, PSS INCEAB BRI ZER o Kk, 46 ALOHA 3R EL ).

4. Ten thousand airline reservation stations ar e competing for the use of a single
dlotted ALOHA channel. The aver age station makes 18 requests/hour . A slot is 125
nsec. What isthe approximate total channel load? (E)

FEA i RF 200 (=3600/18) FM—iE K, SILA7 10000 AN, ik, S
B4 L 200 21 10000 PR ~FIARE B 50 g . AR 8000 MR,
DLP34) RN I BRI I IR 2k 50/8000=1/160.

5. A large population of ALOHA user s manages to gener ate 50 requests/sec,
including both originals and retransmissions. Timeisslotted in units of 40 msec.

d. (a) What isthe chance of success on the first attempt?

e. (b) What isthe probability of exactly k collisions and then a success?
f. (c) What isthe expected number of transmission attempts needed? (M)
Pr[k] = G'e™®
(@) LEAE—MjTEs 1)y A2 i kot PRI AS 26 Il AT A 29 AT k!

AR O WURAER S €C; 0 Tl ALOHA, 3% — Wit b S AE K Xl AN,
5 WP TE AR T 2 2% PR 2 €@ xe ®Te®C; XTI ALOHA, i
X ek g ke —24, AT — s Py 0 LAt e % R 2 €C

AR BRACEE S 40ms,  RIAERD 25 ANIFER, 7742 50 PRiFK, I ELAEAN I B>/
AR, G=2. i, BERI IR E: e°= Ve

(b)) (-e%Fe®=(1-e*)e? =0.135x(1-0.135)* = 0.135x0.865"

(©) ZH Kk IRAREAIL TN AIEAR (RITHT k-1 IXPP5e, 55 K IRA D A

p* — e—G(l_ e—G)k—l

E= S kp, = S ke—G(l_e—G)lr—l oS pt—7a
TS AW 2 BB 31 2y 2.k =2,

6. Measurements of a slotted ALOHA channel with an infinite number of users
show that 10 percent of the dotsareidle.
0. (a) What isthe channel load, G?
h. (b) What isthe throughput?
i. (c) Isthe channel underloaded or overloaded?(E)
(@) WIS EREF pp=e® , Bk G=-Inp, =-1n0.1=2.3
(b) S=Ge®, G =23, e®=01, S=23*01=0.23
(o) PIRHE G>1 I, FIERJEE, PR BARE S B
7. Inaninfinite-population slotted ALOHA system, the mean number of slotsa

station waits between a collision and itsretransmission is 4. Plot the delay ver sus
throughput curve for thissystem. (M)
) o . i E= S kp, = 3 :Vw'(;(l—ee'(‘z)-"'1 =e°

FEMUL I8 B B S R - ; Z‘

E N BE-1 AN CEEEE T 4 AN BRI () B I 1F) T 2B o PRI — MBS — K
3% TT AR IR 1) 21 5 J S s D 1) 2308 TG s i) 2 T ) K 3 RV AE S St 4(e®L), 4
% 3= Ge©,

SEFARE—A G AL, FEAT LTS R 6 GE SR E D=4(%-1), A F7 ik %41 S=Ge©
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8. How long does a station, s, have to wait in the wor st case before it can start
transmitting its frame over a LAN that uses

j- (a) the basic bit-map protocol?

k. (b) Mok and Ward's protocol with permuting virtual station numbers? (M)

(a) Theworst caseis: all stations want to send and s is the lowest numbered station.
Wait time N bit contention period + (N-1) d bit for transmission of frames. Thetotal is

N+(N-1) dbit times. (b) Theworst caseis: all stations have frames to transmit and s has
the lowest virtual station number.

Consequently, swill get itsturn to transmit after the other N-1 stations have
transmitted one frame each, and N contention periods of size log2 N each.

Wait timeis thus(N+1)xd+ Nxlog2 bits.

56 J TN MR R, NSl s iR i th 8 Aix, it DU 2245 Uﬁ%
%¢A<WAMWFN1Am mﬁﬁWﬁx,W(MD*m7AmbéAH§
W1 N, FFAEHT I T i nURE o8 s LR IEIR D

(N-1) *d+N+(N-1)*d=2 (N-1) *d+N ;

9. A LAN uses Mok and Ward'sversion of binary countdown. At a certain instant,

the ten stations have the virtual station numbers 8,2, 4,5, 1,7, 3,6,9, and 0. The
next three stationsto send are 4, 3, and 9, in that order. What are the new virtual
station number s after all three have finished their transmissions? (E)

24 SRR, ERSEAE R 0, 0. 1. 2 F1 3 Suif S 1, 10 4k
/@;Egjﬁjﬁ%ﬁj‘j 8’ 3’ 0’ 5’ 2’ 7’ 4’ 6’ 9’ 1

23 uhRIEN, ERSRESAE R 0, T 0. 1 Al 2 uhf S ASESEE 1, 10 ik AR
jﬁ%&j"j: 81 0’ 11 51 3’ 71 4’ 61 91 2
8’ 5’ 7’ 0’ 30

10. Sixteen stations, numbered 1 through 16, are contending for the use of a
shar ed channel by using the adaptive tree walk protocoal. If all the stations whose

addresses are prime number s suddenly become r eady at once, how many bit slots
are needed to resolve the contention? (E)

75 B TG R P s, R AR RS X (LD TR IR )
R e, AR 3aP B, b #n] ORI SR E, AR {Sh e —
i AR T, WAR e, SR I B A AT LA, T4 i B LU s (0 210 7) T
LIS Ised . it 2 —3RAHEIE, AW BRI 2504 5 C LURNsG; Wk B A

N PN ECE 2 kA BAGR, AR I BRSO I A D
TR Sk s A EIE

-
A ri//\
I .
£, Y _,n' ',

P P b, fon fo
AN S S A Y A N A S Y S R
[ { 2 3 4 g 7 a 10 H 12 13 415

A, S 2, 3. 5. 7, 11 113 ER%, #Hu
Gt i R HR T«
B—mBR: 20 3. 5. 7. 11, 13
BB 20 3. 5. 7

BB 2, 3

SN B 2

SRR 3

HENINBR: By 7

SRR 5

NN 7

IURR: 11, 13

HEER: 11

bR 13

11. A collection of 2" stations uses the adaptive tree walk protocol to ar bitrate

accessto a shared cable. At a certain instant, two of them becomeready. What are
the minimum, maximum, and mean number of slotsto walk thetreeif 2" >>1? (H)

11 AR, BN S N 5E

2" Al OO N kL 2, Hh 0 T 1 ML 1 T2 A AL n B 2”/\
e AE T GRS U T TR 3 NS T R RO 12 A T

I BB R T o T BT A U RO IR A i RS ] 5 28 s 2L [ E 22 /0 2 %
THAEX Al BASER S RO R po £E 2 D alivh, BERAR M A ali e — A

fes 0 e O 2T D
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BIE 2" AN AL, BT,
W2 2">>1, Prid p=2"
FEICEAN RIS N B, NS RO iR — R0 R PN IR D
G 7 RO B = 142+ +2+42=1=2n, #E Rk, FATHRMA RERILEH AL
T IR o Rt DA% P AE T PR s RV e BEINEREAN ST )R T AT e —
iRI% . AN RILIEIE AR IOHLALTY S IR 1/ C %M

_ g

N Fa , . -
HEA7 2N AT T e 2T o1 2

W PR EL 1n gl AT A, By =1+ 2n—2=2n-1

TR, T LARR], ARSI ER A A U8 n-3 Ak
D ISR R p3=2?

T 7R BT 23 (K R B ng SUD AN

fmy  Am—1-2 lu-—3

My, da+l1-4
PIE, R AL 20+ AN OREACHT D, XN T i=0;
WU IS TEAZ 3 ANITER, KPR T i=n-1  (PRAN AT 43 B T 26 P FIAT 214D

m= iZ{"_G(ZM +1-20)
FLLPR B T

‘ N n1=(y—2*x2n+1)—2*““§§ff
RIS T LA AR =0
/N 34, KN 24, GHINE R ENAX .
B NI IE DL ANk i Lo, JLEACRE.

PR 10 1) [l A3 B A A ) p
FIT LAAEIEMS LT RIS AE Oy B e A K D 2
. n+2

12. The wireless LANsthat we studied used protocols such as M ACA instead of
using CSMA/CD. Under what conditions, if any, would it be possible to use
CSMA/CD instead?(E)

W P Sl R A SR RS AR O, A& TR — il #n] DOSCE B LA nt A a2k 11
155, AT #n] LA Hofthsf DA 3% 07 RS o AEIXFE 444, CSMA/ICD ]
PATAERIAR LS

13. What properties do the WDMA and GSM channel access protocols havein
common? See Chap. 2 for GSM. (E)

PRI AR FDM T TDM 854 107735, B ATT#R il DASR A FH iR A G KD
It HARKI 7B, SEHE TDM.

14. Six stations, A through F, communicate using the MACA protocol. Isit
possible that two transmissions take place simultaneously? Explain your answer .(E)

e MG TF eI 4 H 4 FIF HARA S A e B i (4R, B4
A T LUK IES: B AN E IERIEST F

15. A seven-story office building has 15 adjacent offices per floor. Each office
containsa wall socket for aterminal in the front wall, so the socketsform a
rectangular grid in the vertical plane, with a separ ation of 4 m between sockets,
both horizontally and vertically. Assuming that it isfeasibleto run a straight cable
between any pair of sockets, horizontally, vertically, or diagonally, how many
meter s of cable are needed to connect all sockets using

I. (a) agar configuration with asingle router in the middle?
m. (b) an 802.3 LAN? (E)
(@ M—2ltjEd . fEATERCES, B DY S e, T B et A4 7

4%54{:‘ 42+ (j -8

*15 - 1=104 sites, IXLLHILE B K ==

(b) XF802.3, 7 /K PHILkA 272 56 m K, i LB H 7 i3t 24 m , Bk 416 m.

16. What isthe baud rate of the standard 10-M bps Ethernet? (E)

CAK WA FH S A ST Rr S i, XAt o RO A — LB A P AN 5 R . AdE L
KM EAE 2 10Mbrs,  TRIHERE 2 Bl 2 1 Py, Ell 20MBaud.

17. Sketch the Manchester encoding for the bit stream: 0001110101.(E)

5 — AN s (H) kL), EACh LHLHLHHLHLHLLHHLLHHL.

18. Sketch the differential Manchester encoding for the bit stream of the previous
problem. Assumethelineisinitially in the low state.(E)

=1832 meters.
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19. A 1-km-long, 10-M bps CSMA/CD LAN (not 802.3) has a propagation speed of
200 m/usec. Repeatersare not allowed in this system. Data frames ar e 256 bits long,
including 32 bits of header, checksum, and other overhead. Thefirst bit dot after a
successful transmission isreserved for the receiver to capture the channel in order
to send a 32-bit acknowledgement frame. What isthe effective data rate, excluding
over head, assuming that there are no collisions?(M)

R — 28 L) AE A48 v B RRAE AR 1N 7] % 1/200000=5x10° s=5 usec, {1314 #& i
A% 2t =10 usec, —ISEHEMIMER A 6 2L

RALFWIUT TGS IS 7] 24 10usec, 24kl H

R IEFHE WL I ) 4 256 bits/ 10Mbps = 25.6 usec

Ht it J5 — 7 BT IN AL A A IR N /)24 5.0usec

FAMCE TV 45 I8 [R] 2 10 usec, 45 4k 2% T

W RAERA AU 3.2 usec

BT J5 — 57 B TAIN A A L3R N 7] 24 5.0 usec

3L 58.8sec, RIX IR AIE T 224 bits %, P AR AL 4%k 3.8 Mbps,

20. Two CSMA/CD stations are each trying to transmit long (multiframe) files.
After each frameis sent, they contend for the channel, using the binary exponential
backoff algorithm. What isthe probability that the contention ends on round k, and
what isthe mean number of rounds per contention period?(M)

IR 1 PGS . 80 SR e 2" AN B, T
SRR OB AT 20, TF 3k k-1 RSN, S Kk R R 2 -

P, =(1- 2—:&—1))[2—0 27lg2 D) 1= (- 2—(&—23)2—(1;—1)(:;—2):2

k-1
Pp=(1- 2%y patn
Bl =1

. . . Po=il- 2—(&:—11 2—[*—13[*—2“
sty e )

JIT LABEAS 564 J 31 )18 5 S I BURE Y ke

21. Consider buildinga CSMA/CD network running at 1 Gbpsover a 1-km cable

with no repeaters. The signal speed in the cable is 200,000 km/sec. What isthe
minimum frame size?(E)

ST 1km s, SRRALARIN )4 1/200000=5x10° s=5KS, 1R ALIE N A A 2t
=10Ms, 4 T et 4 CSMA/CD 1A, dRe Nty A S I () ANGE/N T 108S. LA 1Gb/s
R TAE, 108ST] DURE M LU T (10410 / (1*10°°) =10000

AL, f5e/Mit 2 10000 bit = 1250 75 K.

22. An | P packet to be transmitted by Ethernet is 60 byteslong, including all its
headers. If LLC isnot in use, is padding needed in the Ether net frame, and if so,
how many bytes?(E)

fpe/MET AR IR 64 bytes, £ 55 T BAK R ki sk, RAACRESE, PAAA SR Al
FH TSk A7 A 18 bytes, I H.2r4H 2 60 bytes, LK & 78 bytes, X &ML T
64-byte [Fd/NR . Bk, ADFHEAE Z T .

23. Ethernet frames must be at least 64 byteslong to ensure that the transmitter is
still going in the event of a collision at the far end of the cable. Fast Ether net hasthe
same 64-byte minimum frame size but can get the bits out ten timesfaster. How isit
possible to maintain the same minimum frame size?(E)

KPR LUK I 18 P 208 4 4 0 LUK I 1) /10 RTA]
24. Some books quote the maximum size of an Ether net frame as 1518 bytes
instead of 1500 bytes. Arethey wrong? Explain your answer. (E)

LUK ) — it 84 v Tt 1500 bytes, fEUEA H (1 tutbi, JEtbdil, SRR
DA A S A B 1, iU Ky 1518 bytes

25. The 1000Base-SX specification statesthat the clock shall run at 1250 MHz,
even though gigabit Ethernet is only supposed to deliver 1 Gbps. Isthishigher speed
to provide for an extra margin of safety? If not, what is going on her e?(E)

AR5 FH 10 AR 7R 8 A ECS s, dmhd )R] 02 80%, —Fbodnl LIfL
i% 1250 mb (4R, AR 125%10° 5 7. AR PRI 8 (AT SR, B
DASE e PR H A% 4 %< /& 1000 mb/'sec.

26. How many frames per second can gigabit Ethernet handle? Think car efully
and takeinto account all therelevant cases. Hint: the fact that it is gigabit Ether net
matters.(E)

/N LUK A 64bytes = 512 bits, BTLAMKE 1 Gbps (1745 55 il 1 1,953,125 =2
*10° frames/sec, KM, 3% FURAE R0 B/ MR IR R, B Feiii, L Fe s
%S 4096 bits, X 4D b ER RIS K HCRE hy 244,140 bytes, o1 KA K:
12,144 bits, RFFD AL LRI 5 K ECR A 82,345 frames/sec.

27. Name two networ ksthat allow framesto be packed back-to-back. Why isthis
featur e worth having?(E)
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28.1n Fig. 4-27, four stations, A, B, C, and D, are shown. Which of the last two
stations do you think isclosest to A and why?(E)

AS | Zan

u} | FlAy
Tire -

uh C it A Bh C BT 3] A K RTS Jf Higid fi A —A4 NAV {5 5 1E
MBI DX HEAWIN, BT AE A BIFERTEE N

29. Suppose that an 11-M bps 802.11b L AN istransmitting 64-byte frames
back-to-back over aradio channel with a bit error rate of 10°. How many frames
per second will be damaged on average? (E)

—IWi/E 64bytes=512 bits, {7 RN p=107 , AT 512 A IERHEIE R A
(1- p)**=0.9999488, T LAIIHER IR (MR 20 % 5*10°, RERPBR A% IWIECh 11¢10°
/512 = 21,484frames/sec , # LN EIe T, KRR BT — MR .

30. An 802.16 networ k has a channel width of 20 MHz. How many bits/sec can be
sent to a subscriber station? (E)

KRB iy 20 . Wb AE M, A4 QAM-64 R34 5 120
Mbps; HEEREEI, /1] QAM-16 R 134f ' 80 Mbps; iR, QPSK R {4 %
40 Mbps.

Clgidiizy it 20mhz (i ve, ORI %, FIETE 1) Nyquist & 5, 5
RECI RN 1% 2HIogN, (H IR 2 2% e L 20)

31. IEEE 802.16 supportsfour service classes. Which service classisthe best
choice for sending uncompr essed video? (E)

oA s i FRI AU —A i 7 B A A . Byt A b i ok [P (Y i i, DRtk w7
REEEAER TR M o o B, Sl FH 8 S A A IR 55 o

32. Give two reasons why networ ks might use an error-cor recting code instead of
error detection and retransmission. (M)

AN AL SE I R S5 PR ) 2, AR T MR, RSO I ) AR A
WIARSEAL T 2, 3K AT LIAT R RIS IE R iR o 53— B DRI & 1) 2t - (R
FTCEeti i) B 2 s S5 AT (R IR A0 A, I HLEE AR IN AT e e 4 il

Wo N T REGIXLE, B I 2 TE AT RS ] T4 w30 it (1) IE A2 10 LAl
33. From Eig. 4-35, we see that a Bluetooth device can be in two piconets at the

same time. Isthere any r eason why one device cannot be the master in both of them
at the sametime? (M)

Piu:ol!'let L Pic?net 2
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g I
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TR o SR A S PR Bl o A T ARTRI R U5 0 6, 3 25 DX 0 A HR T 8 T WA il
TR o SEBR b, PRI 23 B I 2 AN R IR TT AN 2 AH B ARSI A

34. Figur e 4-25 shows sever al physical layer protocols. Which of theseis closest to
the Bluetooth physical layer protocol? What isthe biggest differ ence between the
two? (E)
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35. Bluetooth supportstwo types of links between a master and a dave. What are
they and what is each one used for? (E)

ACL HUE L 1Y), BEAG AN S 3K gt /= H o

SCO #iiil & [P 1, BAG TP BIA s AT 78— Mg g Z T .

36. Beacon framesin the frequency hopping spread spectrum variant of 802.11
contain the dwell time. Do you think the analogous beacon frames in Bluetooth also
contain the dwell time? Discuss your answer. (M)

ANFER) . A 802.11 HPHSE RN TA) AN EARAEAL R, T LA 6 Z500) Bk Rt F W, A
WA HLIX 7 2 625usec.

BATDEERIX LA, A IR B A XA RO RE 0 Fr s W B R A
B, I LI E B RS Sl IS ] 10 3 A S o AT

37. Consider theinter connected L ANs shownsin Fig. 4-44. Assume that hosts a
andbareon LAN 1, cison LAN 2, and d ison LAN 8. I nitially, hash tablesin all
bridges are empty and the spanning tree shown in Fig 4-44(b) is used. Show how the
hash tables of different bridges change after each of the following events happen in
sequence, first (a) then (b) and soon. (M)

n. (a) asendstod.
0. (b) csendstoa.
p. (c) d sendstoc.
g. (d) d movesto LAN 6.
r. (e)dsendstoa.

A AR AL, 2 3]
q 2 a = +
! |

e oy & (B _
et B 8
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-~ Bridge hat is

- 1 not pert of the
i—ll__g—l Spana na trea
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5 r< >\ = 7
E EL:‘,«-— Eridge
O H 1 J%
8 £

i) Ly
SIS T A I Ao XA 58I, ARl & R 3R T ) A i
i IV — A2 H 3 a iR I 140, D iR o A LAN 2 e 21 H 3 a;
5 U HE B, D, and A WCE . XL R AE EATTI H 3R T G 0 —N B R

T, witrt) H s 2] c; B AT D ALY XA AN A LAN 2 B 31 H )3 ¢ 11
TG WO MM H, D, A, DU BIRE, XL SR AT &
AR, i) B e ds SEDOhCK MY E, C, B, D, BLACA WE,
WIRE E FI C S/ B AT TIHAI R TP in—N 3850, mitik) H 2 d, 4% D, B,
DA K A ST AT IR EOA I R N, B3k H 3 d

Y d B2 LANG b2 5 it Bdin 25 a )3, % i j, — & il LLANGE d 75 LANG
W, BFERPERAEGH | X R

38. One consequence of using a spanning tree to forward framesin an extended
LAN isthat some bridges may not participate at all in forwar ding frames. | dentify
three such bridgesin Fig. 4-44. Isthere any reason for keeping these bridges, even
though they are not used for forwarding? (E)

P G, I and J A T8 RATAT e 22 S PSIAE T AR T LICh— N R LAN
Pem ARk SR AR R I A IR, B AR s L S FOTI E R
B AR, AT RESS A B N B ANANTE i S PR AR BRI AT

39. Imagine that a switch hasline cardsfor four input lines. It frequently happens
that a frame arriving on one of the lines hasto exit on another line on the same card.
What choicesisthe switch designer faced with asaresult of thissituation? (E)

i ] EA ARl AMVBURF IR AR T o A BISR AiTA LD B RO T Ak 31 H bR
R X, RN REERL R SRR YU X RS SO H AL 1AL
B, HAERGEWUT HANE R AR .

40. A switch designed for use with fast Ether net has a backplane that can move 10
Gbhps. How many frames/sec can it handlein the wor st case? (E)

SR I Uk A TE 95 1) 64-byte (512-bit)iwidft . L AR A AbEE 107 bps, AT AL F (1)
W% 10° /512 = 1,953,125 frames/sec.

41. Consider the network of Fig. 4-49(a). If machine J wer e to suddenly become
white, would any changes be needed to the labeling? If so, what? (E)
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42. Briefly describe the differ ence between stor e-and-forward and cut-thr ough
switches. (E)

AN R AT ML I R IR AAAERER I A —t, SRR &I HiE ke |
T R AT AT RE A 58 4 e At . B H Wil W T, B R0t AT LA AR

43. Store-and-forwar d switches have an advantage over cut-thr ough switches with
respect to damaged frames. Explain what it is. (E)

P e R BT MATAE AN WR G R AT —AMMBRS, AT LASS RS,
WM AR T, O b R dsidimi. HEDE B A B, AU RER S #bL Bt AR
TS S AST OB 1 () [ B il L8 et 7

44. To make VLANswork, configuration tables ar e needed in the switches and
bridges. What if the VL ANs of Fig. 4-49(a) use hubsrather than multidrop cables?
Do the hubs need configur ation tables, too? Why or why not? (E)

ANt EE, R PR T KM ZBOURAE 2, JFBCAHEATRCE . frdedds
A, HENBIERZ S I BE— iy R BT e i ik L

45. In Fig. 4-50 the switch in the legacy end domain on theright isa VL AN-awar e
switch. Would it be possible to use a legacy switch there? I f so, how would that wor k?
If not, why not? (E)

WLAM-gaware WLAMN -amare Lagecy Lecaicy
---- -+, enc damain 2are doemain and domain e, PC
R i R oy
# L “u, £

vLAN/ ,,,§ { _'___,.--“x\\ N X

- .,
L ) VLA Y-l e D et Ewitching done Lagiaoy
PG =mitc 1 using tags frame

AT AR BE AN OIS 2 2 SR - R AR 25— M DA B L AN
AR, WTLUT MAC s IPHiht.  SREIK, fEH A, AHML L IX R A
it oo

Chapter 5 The Network Layer Problems

1. Give two example computer applicationsfor which connection-oriented service
is appropriate. Now give two examples for which connectionless service is best.(E)

SUAB R BB R S LR, DLV 2 TR AU R B P U7 1) AR B AT i
BRI, E— U7 bARE A, 7R — ANy BRI

2. Arethere any cir cumstances when connection-oriented service will (or at least
should) deliver packets out of order? Explain.(M)

Ao HPMHE 5 ARMIBT P08, e aspkid 78 SO 8dE 102 24—~ i
B GRE (il A, BB S S P E R - L RUGE, JF Higkid 724
BT BAZ rh A4 R AR B AR HE A A T s (R 2B A B e B U B .

3. Datagram subnets route each packet as a separ ate unit, independent of all
others. Virtual-circuit subnets do not have to do this, since each data packet follows
a predeter mined route. Does this obser vation mean that virtual-cir cuit subnets do
not need the capability to route isolated packets from an arbitrary sourceto an
arbitrary destination? Explain your answer. (E)

AKF e b TAE - R MR BAAT 2 H i, SR S S ek, KR i
W 2t 5 EIX —FE

4. Give three examples of protocol parameter sthat might be negotiated when a
connection isset up. (E)

T 3 1) B A% ] i B o VAR RS e Ko AR R A




5. Consider the following design problem concer ning implementation of
virtual-circuit service. If virtual circuitsare used inter nal to the subnet, each data
packet must have a 3-byte header and each router must tie up 8 bytes of storage for
circuit identification. | f datagrams ar e used inter nally, 15-byte header s ar e needed
but no router table spaceisrequired. Transmission capacity costs 1 cent per 10°
bytes, per hop. Very fast router memory can be purchased for 1 cent per byteand is
depreciated over two year s, assuming a 40-hour business week. The statistically
average session runsfor 1000 sec, in which time 200 packets are transmitted. The
mean packet requires four hops. Which implementation is cheaper, and by how
much? (H)

A PRERETINT BN s o SCHLE F K 75 224 1000 F0 A [#] & 43 i 5*8=40 -
WIS o SEIASE 5 LG ST L AL KA B A 55 T (15-3)
x4x200=9600 717 -k B .

AR IR T B AZ F T 40000 -5 - PP HOA7 i 25 0] EE 9600 711 - R B ) H i 2% e 1)
TFA . T R AE k2% (A8 00 0 PI4E, Bl 3600x8x5x52x2=1.5x10" #, —ANF5-Fb (K
Mk U(1.5x107)= 6.7x10° 43, 54 40000 “FH5-FRHAM K 2.7 25 53— 7T,
LASTH-BEBAV AL 10° 43, 9600 7T -BRELAIACH h 10°x9600=9.6x10° 43, RP
9.6 =4, HI{EIX 1000 F5 A (RIS ] A EEKE) 6.9 =57

6. Assuming that all routersand hosts are working properly and that all software
in both isfree of all errors, isthere any chance, however small, that a packet will be
delivered to the wrong destination? (E)

g, KIOSSRMES AT REROR 4. Al Kk ALITREGAT, 22604 2 i
PR . QIR 210 B )b B sl W 5 i B 263, - 43 2R S 430 B 2 1 H
(PR, IR RER BN IER 202 o BRAUUE UL, ARARM TR M A5 ] e qiié it — AN H
(R 1 FR) 584 BV IR 23 A 538 G ATE g — A B I ) 2 58 Bk IR 704

7. Consider the networ k of Fig. 5-7, but ignor e the weights on the lines. Suppose
that it usesflooding astherouting algorithm. If a packet sent by A toD hasa
maximum hop count of 3, list all theroutesit will take. Also tell how many hops
worth of bandwidth it consumes. (E)
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8. Give a simple heuristic for finding two paths through a network from a given
sour ce to a given destination that can survive the loss of any communication line
(assuming two such paths exist). The routersare consider ed reliable enough, so it is
not necessary to wor ry about the possibility of router crashes. (E)

ol P e R R A R R PSRBT, SRS, MR NI 3 0 i A v A ) e AT
IR O N & ARBERR) o B, ST — IR RLE I R XA 2 SRERARAE
01 KRBT P Z AR OU T, AT DA AR A s R TRER .

9. Consider the subnet of Fig. 5-13(a). Distance vector routing is used, and the
following vectorshave just comeintorouter C: from B: (5, 0, 8, 12, 6, 2); from D:
(16, 12,6, 0, 9, 10); and from E: (7, 6, 3,9, 0, 4). The measured delaysto B, D, and E,
are6, 3, and 5, respectively. What is C's new routing table? Give both the outgoing
line to use and the expected delay. (M)

3 o 0 Lin< State Packats
Voumwa' A B C o E F
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e e Cla| |2 o af [r]7] |c|1] o7
E B F rle |C1 al L u
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A, B, C, D, E, F
Hil B (11, 6, 14, 18, 12, 8



Wit D (19, 15, 9, 3, 12, 13)

Hi E4H (12, 11, 8, 14, 5, D

WRIA SR — H b i ME (C BRAM 1531

fiZkik & (B, B, -, D, E, B)

10. If delays are recor ded as 8-bit numbersin a 50-router network, and delay
vector s are exchanged twice a second, how much bandwidth per (full-duplex) lineis
chewed up by the distributed routing algorithm? Assume that each router hasthree
linesto other routers. (E)

e FH R R B 45 T 8%50=400bit. %K RFFMEITERESR kR 1 R0% 2 Ik, Pk
400%2=8000/s, RI{EHRE4c Lk i IREA J7 1) LY FE 171 56 #1 2 800 bps.

11. In Fig. 5-14 the Boolean OR of the two setsof ACF bitsare 111 in every row.

Isthisjust an accident here, or doesit hold for all subnets under all cir cumstances?
(M)

(11, 6, 0, 3, 5 &

Send llags AGE llags
Y —
e S A A0 FoA T F Ll

A &1 RO [n] 1 1 1 Ju] 0

F -3 B 1|1 o oo

E 21 e o010 1|01

[ =0 1] 1 a 1 a 1 o]

] =3 ie] 1 a 1] a 1 1

XANGER RS MO IR A AR 2ot BRI, DA Sk,
RE AT HENE, AR RGRT . DL 00 (A 70 4 EIA T HANKIETH
WA 11 (BIAAGR)IE A PR, RIAEALE.

12. For hierarchical routing with 4800 router s, what region and cluster sizes
should be chosen to minimize the size of the routing table for athree-layer hierarchy?
A good starting place isthe hypothesisthat a solution with k clusters of k regions of
k routersis close to optimal, which meansthat k isabout the cube root of 4800
(around 16). Usetrial and error to check out combinations where all three
parametersarein the general vicinity of 16.

BT EHE 15 MEE. 16 NX, BEANX 20 NI 2L, BIffi78 4800=15*16* 20,
IX TR B e 75 2 20 N R IGC K A th 8%, 15 NFRIE S T 3 5 — 7y 3
XS, 14 DNRI TR B st, XIS R RS ik 20+15+14.

13. Inthetext it was stated that when a mobile host is not at home, packets sent to
itshome LAN are intercepted by itshome agent on that LAN. For an | P network on
an 802.3 LAN, how does the home agent accomplish thisinterception? (E)

Conceivably it might go into promiscuous mode, reading all frames dropped onto the
LAN, but thisis very inefficient. Instead, what is normally doneis that the home agent
tricks the router into thinking it is the mobile host by responding to ARP requests. When
the router gets an IP packet destined for the mobile host, it broadcasts an ARP query
asking for the 802.3 MAC-level address of the machine with that |P address. When the
mobile host is not around, the home agent responds to the ARP, so the router associates
the mobile user’s | P address with the home agent’s 802.3 MAC-level address.

14. Looking at the subnet of Fig. 5-6, how many packets ar e gener ated by a
broadcast from B, using

a. (a) reverse path forwarding?
b. (b) thesink tree? (M)
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15. Consider the networ k of Fig. 5-16(a). Imagine that one new line is added,
between F and G, but the sink tree of Fig. 5-16(b) remains unchanged. What
changes occur to Fig. 5-16(c)? (M)
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Node F currently has two descendants, A and D. It now acquires athird one,

G, not circled because the packet that follows IFG is not on the sink tree.

Node G acquires a second descendant, in addition to D, labeled F. This, too,

isnot circled asit does not comein onthe sink tree.

AT ¢ A s FA AT AR D, GBS A SR M b s, 28 F il
LT G, AR IFG Z R AR b e 455 G R Rm—A
ZF D, #id Fo [FFE, ASAHERALEI R b b 2 5 5T o ddkk .

16. Compute a multicast spanning tree for router C in the following subnet for a
group with membersat routersA,B,C,D,E, F, I,and K. (E)

2 P L AR TTRERT, Bl I — 0 -

17. In Fig. 5-20, do nodes H or | ever broadcast on the lookup shown starting at A?
(E)
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18. Suppose that node B in Fig. 5-20 hasjust rebooted and has no routing
information initstables. It suddenly needsaroutetoH. It sends out broadcasts with
TTL set to 1, 2, 3, and so on. How many rounds doesit taketo find aroute? (E)

M B B H T2 3Bk, PIEAE 3 R R 2 28 h 4%

19. In the simplest version of the Chord algorithm for peer-to-peer lookup,
sear ches do not usethe finger table. Instead, they are linear around the circle, in
either direction. Can a node accur ately predict which direction it should search?
Discuss your answer. (E)

ATRUREUE T, (EARIRAE . T 1024 45 fibnid, Widkgh s 300 IE7E#
4 55 800, W REH I 2 ATy I A4k, AHERVE AT BRI £ 77 174 20 AN ELSE T
gl R SE 300 F4h A 800 2 fu], IRy ) K AT 16 N ELSEES s AR e AT 0] .

HCA R SHA-L (1) B IIAE T A2 N AR TR IR 2 A A 45 255 iU 28 BEAE3A FJEA
R, HR ARG LS, R E R ) A A B AT AR

20. Consider the Chord circle of Fig. 5-24. Suppose that node 10 suddenly goes on
line. Doesthis affect node 1'sfinger table, and if so, how? (E)

FEZRIN 3 FP 4 RN 12 22 10,

21. Asa possible congestion control mechanism in a subnet using virtual cir cuits
internally, arouter could refrain from acknowledging a received packet until (1) it
knowsitslast transmission along the virtual circuit wasreceived successfully and (2)
it has a free buffer. For simplicity, assume that the router s use a stop-and-wait
protocol and that each virtual circuit has one buffer dedicated to it for each
direction of traffic. If it takes T sectotransmit a packet (data or acknowledgement)



and there aren routerson the path, what isthe rate at which packets are delivered
to the destination host? Assume that transmission errorsarerare and that the
host-router connection isinfinitely fast. (M)

IBUARANEF o KPR LL T F028 SR 3 ISP Bt o AT 1oy, U5 HH 2 R 5 — AN 0
Yo FEITBR 2 IR 25 2 N S sl T 204, IR WRIETfIA . {EITER 3 1)
TINS5 3 AN AR T 04l (HWAKIRI N XL, MR T 1% 24
RAEIN . A H =N B RS 235G 4L A 2 R85 1 ANfiA . BiE
TIATFARAE AL R . IRt nT LAUROESS 2 ANz i, Mol i i1 M,
PRk it a] A 2(n-1)T #0150 al, 1REAR, X RS 2k 2 AR .

22. A datagram subnet allows router sto drop packetswhenever they need to. The
probability of arouter discarding a packet isp. Consider the case of a sour ce host
connected to the sour cerouter, which is connected to the destination router, and
then to the destination host. I f either of the router s discar ds a packet, the sour ce
host eventually times out and triesagain. If both host-router and router-router lines
ar e counted as hops, what isthe mean number of

c. (a) hops a packet makes per transmission?

d. (b) transmissions a packet makes?

€. (c) hopsrequired per received packet?(M)

(1) IR ENUAE A AT BeATE 1 M kBE. 2 AMkBLEl 3 AMkB. 2 1 4>
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23. Describe two major differ ences between the war ning bit method and the RED
method. (E)
W, AR BCE MR AR Wb A GE — M ZERR LA YR . T
RED 727 18 i f 5 it 7 20 o 1) — AR B aUbrad
SO, B SR TTE R A AEBAT P R A N A g — A3 4, 1 RED J5 ik 2 AE T

1T G X A B AE S A Z 50 4.

24. Give an argument why the leaky bucket algorithm should allow just one
packet per tick, independent of how lar ge the packet is. (M)

VR NLRE LR w0 2 = AR s, 4t o] LUH AR R 12 4T 4R,
S i 0 LB 7 I ) P DR e o A PR 0 T HEEBA A ) — AN 4L

ANEEHZKR, B LMK LA > # I TAE. WA, &P 10 4~ 100 ik
5 AR TAELEALEE 1 4> 1000 5 K H M TR R % .

25. The byte-counting variant of the leaky bucket algorithm is used in a particular
system. Theruleisthat one 1024-byte packet, or two 512-byte packets, etc., may be
sent on each tick. Give a seriousresriction of this system that was not mentioned in
thetext. (E)

ANAT AR IEAEART KT 1024 <5 (1) 3 2.

26. An ATM network uses a token bucket scheme for traffic shaping. A new token
isput into the bucket every 5 nsec. Each token is good for one cell, which contains
48 bytes of data. What is the maximum sustainable data r ate?(E)

Busps A — AN R, 1 FBHra] LUK % 200,000 METG. EAMEICE T 48 N
FA, I 8x48=384bit. 5 KK AT RRAL I HH % O 384x2x10°=76.8Mbl's

27. A computer on a 6-M bps network isregulated by a token bucket. The token
bucket isfilled at arateof 1 Mbps. It isinitially filled to capacity with 8 megabits.
How long can the computer transmit at the full 6 M bps?(E)

HAX S=C/I(M-P), XH S ERVUA I EI TR A, M ERPBEFP
ke R K R, C ORI A A, P RO U S T R 4
R ER . M. S=((8*10°%)/8) / ((6*10°/8 - (1¥10%/8) = 1.6 s

P, TSR LTS8 4nd % 6Mbls ik 1.6's ]

28. Imagine a flow specification that has a maximum packet size of 1000 bytes, a
token bucket rate of 10 million bytes/sec, a token bucket size of 1 million bytes, and
a maximum transmission rate of 50 million bytes/sec. How long can a burst at
maximum speed last? (E)

DB KRR TR At FP o EARIIE DL T, IR ARAE SR A J118) 1) Ik 22 78 T 1)

(IMB) , X AR IR AAH A 10A t MB, it 275 50A t MB, H%5:( 1+10A t=50A
t, 3% At=1/40s, W 25ms, (K, Dl KRR KALLR] 4E+y 25ms 1IN TA] .

29. The network of Fig. 5-37 uses RSVP with multicast treesfor hosts 1 and 2 as
shown. Suppose that host 3 requests a channel of bandwidth 2 M B/sec for a flow
from host 1 and another channel of bandwidth 1 M B/sec for a flow from host 2. At
the same time, host 4 requests a channel of bandwidth 2 MB/sec for a flow from host




1 and host 5 requests a channel of bandwidth 1 M B/sec for a flow from host 2. How
much total bandwidth will be reserved for these requests at routersA, B, C, E, H, J,
K, and L?(E)
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30. The CPU inarouter can process 2 million packets/sec. Theload offered toiit is
1.5 million packets/sec. If aroute from sour ce to destination contains 10 routers,
how much time is spent being queued and serviced by the CPUS?(E)

Mgk =2 million, * =1.5million, F4IP A4=075, MHEAHESAISN, A%
HNAPIWREIR &S RGP VA . B RGN L& A& 500 nsec, X HLA 2bsec. 23
10 AN I, HEBA BN ] % 20Msec,

31. Consider the user of differentiated serviceswith expedited forwarding. I's
ther e a guar antee that expedited packets experience a shorter delay than regular
packets? Why or why not? (E)

TCIELRUE, WERPGHE ) AR 2, EATTABCI 7 98 ) e 25 EU R R 73 24 i) 1k g

32. Isfragmentation needed in concatenated virtual-cir cuit internetsor only in
datagram systems? (E)

AT BRI RE . RIS AR > HR IR R L 0 6 v, T B 110 A o 29 ] g
5% 1024 “FAIIRA, 05— SRS AT R 48 1 A, A RI D REAT AR T L
33. Tunneling through a concatenated virtual-cir cuit subnet is straightforwar d:
the multiprotocol router at one end just setsup avirtual circuit to the other end and

passes packetsthrough it. Can tunneling also be used in datagram subnets? If so,
how? (E)

Lo R AU AR A JE TP i 1 7 W I s dR i g Beh, IR AT K .

34. Supposethat host A isconnectedtoarouter R 1, R 1isconnected to another
router, R 2, and R 2 is connected to host B. Suppose that a TCP message that
contains 900 bytes of data and 20 bytes of TCP header is passed to the I P code at
host A for delivery to B. Show the Total length, Identification, DF, MF, and
Fragment offset fields of the IP header in each packet transmitted over thethree
links. Assume that link A-R1 can support a maximum frame size of 1024 bytes
including a 14-byte frame header, link R1-R2 can support a maximum frame size of
512 bytes, including an 8-byte frame header, and link R2-B can support a maximum
frame size of 512 bytesincluding a 12-byte frame header. (M)

15 11 W 1P EH RSB 03 B A IP B, USRS EEI T

B A-R1: Length=940; ID = x; DF = 0; MF = 0; Offset =0

% R1-R2:

(2) Length=500; ID = x; DF=0; MF =1; Offset =0

(2) Length = 460; ID = x; DF = 0; MF = 0; Offset = 60

itk R2-B:

(1) Length=500; ID =x; DF=0; MF =1; Offset =0

(2) Length = 460; ID = x; DF = 0; MF = 0; Offset = 60

35. A router isblasting out | P packets whose total length (data plus header) is
1024 bytes. Assuming that packetslive for 10 sec, what isthe maximum line speed
therouter can operate at without danger of cycling through the I P datagram ID
number space? (E)

WURZE I LLRE 0 b, WIRERb oy 2 s bI8192, IS4 ik — A Ir it
(It 1)y 8192/ Hith 65,536 A~ 4 B A % 2% b sec, M4 4LIK A A7 1 10s,
¥ 2% Ib=10, W43 b A 53,687,091 bps

40. A large number of consecutive | P addr ess ar e available starting at 198.16.0.0.
Suppose that four organizations, A, B, C, and D, request 4000, 2000, 4000, and 8000
addresses, r espectively, and in that order. For each of these, givethefirst | P address
assigned, the last | P address assigned, and the mask in the w.x.y.z/s notation. (M)

A: 4000227 ; B: 2000&2" ; C: 4000&27 ; D: 8000&a2" ;

Mk, bbb, RIFRHERS LR

A: 198.16.0.0 -198.16.15.255 ¥ % 5 {F 198.16.0.0/20

B: 198.16.16.0 - 198.16.23.255 1% 5 {F 198.16.16.0/21

C: 198.16.32.0 - 198.16.47.255 [ 5 1f 198.16.32.0/20




D: 198.16.64.0 - 198..16.95.255 +-[% 5 /f 198.16.64.0/19

46. ARP and RARP both map addr esses from one space to another. In this
respect, they are similar. However, their implementations ar e fundamentally
different. In what major way do they differ? (E)

7 RARP 2L A —/> RARP JIR g5 4 1 5T [0 & A i oK

7 ARP HSEHL P BATIXFER IR S5 2, THLE 0% ARP 7],

52. The Protocol field used in the IPv4 header isnot present in the fixed | Pv6
header. Why not? (E)

R BB H SR H B T 1P S AR A S B .
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Chapter 6 The Transport Layer Problems

1. In our exampletransport primitives of Fig. 6-2, LISTEN isablocking call. I's
thisstrictly necessary? If not, explain how a nonblocking primitive could be used.
What advantage would this have over the scheme described in the text?(E)

Primitive Packet zent Meganing
LISTEM {mone) Blzck uniil szma procass tries to connect
COMMES] COMMECTION HECQL Aclivaly allempl o eslablish a conmeclian
SEMD DATA Sand inlarrrutian
RECEIVE D) Olzak until a DATA packat arrivas
DISCONMECT | DISCONNECTION RECL | This sida wanls o relaasae the conneclian

ANde. FHSC L, LISTEN AR T CARBE T FE R MR, AR, 26 71
SOEREAR, AR T AR AME . AR5, EdT, i, OK Bk
REJECT Skeszaidbignifde. R, EISEMESIE T, sz X iR,

2. Inthe model underlying Fig. 6-4, it isassumed that packets may be lost by the
network layer and thus must be individually acknowledged. Suppose that the
network layer is 100 percent reliable and never loses packets. What changes, if any,
are needed to Fig. 6-4?(E)
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3. Inboth partsof Fig. 6-6, thereisa comment that the value of SERVER_PORT
must be the same in both client and server. Why isthis so important? (E)

WA PR IE— 24 SERVER _PORT J: HIR 2% 2% 24 I - B (i 3x — i
F B AR 7 HEA SR POH L RS54 -

4. Suppose that the clock-driven scheme for generating initial sequence numbers
isused with a 15-bit wide clock counter. The clock ticks once every 100 msec, and
the maximum packet lifetime is 60 sec. How often need resynchr onization take place

a. (a) inthe worst case?

b. (b) when the data consumes 240 sequence number smin? (M)

I} B I )y Ty e f) A AR []— i ] AN 2 A7 P AN s ) TPDUS i HTAH A K P 471
o PR S A AN Z R K, ARG 2 G S AR I, BT AR S A% IH ) TPDU ¢
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3276.8-60=3271.8 PPN HEALE IEIX, T BT IXEHIAD .

(b Rporei i 240 NPy, BIREFMER 4 AN 505, WALt s (LA
PR EAL) , A SEERAT T T PP A S 4t Ao AEGE RIE AR R I BLAAE T —
KIEIATFLRBT B, 4t A€ MR, TR ETr, IE TR 8 10 A4
T2, 28 11 X0 20 3010 10(t-3216.8) « 44t =10(t-3216.8), £41=5316.3 5, i 24 t=5316.3
N, JFRREANZE IR, ST — IR ER H D .

5. Why does the maximum packet lifetime, T, have to be lar ge enough to ensure
that not only the packet but also its acknowledgements have vanished? (M)

ST = YR T R 00T A A AR ) 7 T 43 4L 5 A 1 AL

EHAFBL T, AL L R HEBERE, 101 TS X, JFRERL 2 &
E—AMEEZF TR TPDU; #, Tl 2 RIN—MEZIERN TPDU, ik
X, AW HCHTIE NG S y: Ba, L1 AR S — AN 4ds TPDU
N AL 2 Pk sErIvan Fo0 5

2 ILEIR R F A ] TPDU I, —A TPDU sk A T — @R i3
(RIHEIR 742 %8417k (. CONNECTION REQUEST) , i% TPDU 7EEHL 1 A4
T RS LR BE AL 2,

ML 2 k) L 1 Rk — A2 %) TPDU (CONNECTION ACCEPTED)
Sk 1% TPDU, 1l %4552 384K TPDU ELIE H R UESE EHL 1 Sk - g e —
AR, fEX—ri b, SCEAET N2 U y R ENL 2 BENL L &2
WA REA S, NS @A E P S A y 1 TPDU, WMAFELERTy 1)
N . 5 ZANGEIR ) TPDU R ML 2 B, z BEFfmARE y gEfhiAr
SEEVFENL 2 XA —ANHMELN TPDU, Kb EIbizEEd e, EiXHE., =Rz
TV I o

SRR 5 AR - Bt RN e BB OS2 1 I A7
AIDABCAR, 95 2 ANEE A AN, WRAEM IS — D RSy 1)
SITRIAR R, AR SSHHOR = AR T SOR IS TAE, Btk i ™= A — 4 A
FOERREMIER:, S EAENERE R

6. Imagine that a two-way handshake rather than a thr ee-way handshake wer e
used to set up connections. I n other words, the third message was not required. Are
deadlocks now possible? Give an example or show that none exist. (M)

BArimmaE, 3 PETF5C N EZEINRE, BEEXUT Ml AR A s & TAE (W
Ji A TE R CHER ), M ARVEXUT IS S AT RS, XA SR
F iR B x5 A .

LA = AR F MOSAN TR IR IE T, SEBUE vl RERAE . i, % I&vHENL A
MB MG, BE B 45 A Rik—/MEEE RS, A W3 TN, I

RIE THOANZ 73 . 1R AR TR E, A IWHIERCERIIEL T, AL
FHUR R AL H A 534

AJE, B fEA BN AR T TR T, HAMIE A 2 el
Uf, ANEE A 2RSS T A BB (0208, BAKIE A REREA B
BT B B A CIEIRILETH5, B ERMEE A EEIEH OB R R
Ao PO, B AKIEREE R KT, K2 A RORIUEFTEdE 0 4,
SR BOE RN 4. T AL R I AU IN 5, S RGR [RIFER 4041
EFERUE T A8

8. Consider the problem of recovering from host crashes (i.e., Fig. 6-18). If the
interval between writing and sending an acknowledgement, or vice ver sa, can be
mader elatively small, what ar e the two best sender -receiver strategies for

minimizing the chance of a protocol failure? (E)
Strategy used by recoiving Fost

F r=t ACHK, then wrtz Firat werite, then ADK

Stratecy usec by

sarding hiosl ACIW) SWE Claw Clva) WOAG WGA)
Always retransirit CHH, JuUp 0K CHK pLI= D=
Mevar merranamil I QST T | ST 1 IST I Ik
RAetransmit in 54 [, auUr LOET LOST oLi= QK
Aatransmit in 51 LOET el Ok (]9 [0 oLI=

CK = Protocol functions correcthy
DUF = Prelocol gonarates o duplicate mossacs
LOST — Pretcool loses & messags

AW CEPAEE) WA GES G C Gl

W AW 5 WA [ Fai iR %, fE AC (WD FIW (CA) SiAKTRERA: .
WIS ) g i R 326 T SRS 2, R i M I Ak IR AS SL, Wi FEAR B f5 — A TPDU,
PO R AW 8L WA GG 55,

9. Are deadlocks possible with the transport entity described in the text (Fig. 6-20)?

(B

AR SARAT AT RSB . X007 [N AT RECEIVE I it sk ASEBUIRES .

10. Out of curiosity, the implementer of the transport entity of Fig. 6-20 has
decided to put countersinside the sleep procedur e to collect statistics about the conn
array. Among these ar e the number of connectionsin each of the seven possible
states, n; (i =1, ... ,7). After writing a massive FORTRAN program to analyze the
data, our implementer discoversthat therelation n,=MAX_CONN appearsto




alwaysbetrue. Arethereany other invariantsinvolving only these seven variables?
(B

f,

KRR listening (np) + waiting (n3) + sending (ng) Fll receiving (n;) #RELIK
FHHPBE B A i — ARSI, A BEE A MRS

BRI T —A listen IRAS,  (HAE SEBR PR 3 B h AT Z0IRES,  IX HLRE R
(1521 H listen pR 25 sleep() (TG Dt o

11. What happens when the user of thetransport entity givenin Fig. 6-20 sendsa
zer o-length message? Discuss the significance of your answer. (E)

KA ZE R SR 5 3 o SRR SR 2 ] DA IR o SC 45 RS 5

12. For each event that can potentially occur inthetransport entity of Fig. 6-20,
tell whether it islegal when the user isdeeping in sending state. (M)

BREA SO T3P BIRAS, DA AL 4 = OB AN W BT . PRI, A 2B R
PERATRER), T HIEAZ A I Bk g E . S5 b, AERIFIIE K . TERRTEK
HGH I3 LRI FH B 3 X JUAN 70 A B AT R A 2 Bk I o

JER ) S — LA IR EE RPIRES, (H32Pr b CallReq A1 DataPkt /& AN GV, W
i% - 47 ClearReq il Credit Pl a] g (11155100 o

13. Discuss the advantages and disadvantages of credits ver sus siding window
protocols. (M)

TH B E PSR R e, ANTFEE B A% — 240, i H, X F2E0T A

K TPDU AN2x 5 g 38 el J7 I il . A F 7 S LR RS, Fuv/rh
LTINS IE M.

14. Why does UDP exist? Would it not have been enough to just let user processes
send raw | P packets? (E)

UL 1P - 2Hib A . 1P 417 1P kb, Zhhb$a e —A H rHbLEs .
— HOXFERI A EE T HHUPLRS, P24 HRE P Qe] 400 2 30 e 28 4 AN 1k 2
We? UDP 04—~ H i 1, X—15 B2, BAH T, 44 6%
B B 45 IE R 2R

15. Consider a simple application-level protocol built on top of UDP that allowsa
client toretrieve afile from aremote server residing at a well-known address. The
client first sendsa request with file name, and the server responds with a sequence
of data packets containing different partsof the requested file. To ensurereliability
and sequenced delivery, client and server use a stop-and-wait protocol. Ignoring the

N>+ n3+ n§+ nz:l

obvious per for mance issue, do you see a pr oblem with this protocol? Think car efully
about the possibility of processescrashing. (E)

A Al e A RS R I SO o RGBT A RIS MR 1 JF HaX I 24 T,
AN B A FIFER DM 2508k o — A3t £2, k% " B 5 A i8477E[H
—EiEE L CHEMER IPHsE) 10 A ZHT—EAE [R5 1 8 & ¢ 1) UDP
Ui 5. Ak, AR B ITERELR T . UETIHR A MR EEAR, B HE T
IHE RO B 2IE R % .

16. A client sends a 128-byte request to a server located 100 km away over a
1-gigabit optical fiber. What isthe efficiency of the line during the remote procedur e
call? (E)

128 7555 1024 17, {E 1Gb/s [f)Zki#% 1/ i% 1000 475 2 Isfif ], Jefrk s
LT YL AL RR A 200km/ms, i 3K BITA il 45 2% 75 EAL K 0.5ms FRIIF[R], W25k 1]
N FEE 0.5ms AL Al SR, 1000 A77E Ims [ ] Y ARH 5E . IX 553K
Tl A % AMbls,  BIZE 3R 2 0.1%.

17. Consider the situation of the previous problem again. Compute the minimum
possible response time both for the given 1-Gbpsline and for a 1-M bpsline. What
conclusion can you draw? (E)

75 1Gbfs, Wi SIS TA) FH OGO g o m] AR s Ol 2 Ims. 78 IMbls, &
U 1024 fiFFEERYY Ims IS TH], FR£eit 0.5ms 5o — A BIA RS54, 752 55 4h
0.5ms & A REIR[E], XIEH U IIIEOL. Pk, S RPC IFaE 2ms. 451842,
SR s 2] 1000 i, PEREINSGER] 2 5. XS TIXFN L BRAET AT 2R B
AMEE, AR AMERA .

18. Both UDP and TCP use port number sto identify the destination entity when
delivering a message. Give two reasons for why these protocolsinvented a new
abstract ID (port numbers), instead of using process | Ds, which alr eady existed
when these protocols wer e designed. (E)

TEJFHA = HIR, B ID R 5EAERGEN . TR 1D H1E b
BT #AE R GE . ok, —AdEfE T ez 2 G EE. W — N uErE 1D 15
1 H AR AR AR DX AT R4 B A5 0 . e, hERENT T 2 J 1 iy 1]
By, AT A ERE 1D AT REN

19. What isthetotal size of the minimum TCP MTU, including TCP and IP
over head but not including data link layer overhead? (E)

BRIABLK & 536 bytes, TCP Al IP k4% 20 bytes , LA JL 576 bytes .




20. Datagram fragmentation and reassembly are handled by IP and areinvisible
to TCP. Doesthismean that TCP does not havetoworry about data arriving in the
wrong order? (E)

ARERXFENA o A B B B RS A e 4, H ] 8 38 A F B I )
SRR, P, TCP 25tk & id 4 i d RS B AN O)

21. RTPisused to transmit CD-quality audio, which makes a pair of 16-bit
samples 44,100 times/sec, one sample for each of the stereo channels. How many
packets per second must RTP transmit? (M)

FEOPRAE L 16%2 bits= 4 bytes, ZRiA RTP IR 1024 75, NIBE 414 256
PRFE. (44,100 samples/s) /(256 samples/packet) =172 Nr4.

BRIN RTPARSCH 1024 7747, {H RFC I & A IR, FARMRAT FF i i

22. Would it be possible to place the RTP code in the operating system kernel,
along with the UDP code? Explain your answer. (E)

IRV LL . B IR RE SR (I 75 22 005 B T LA, (R X AMOTF AT 4
U EE .

23. A processon host 1 has been assigned port p, and a process on host 2 has been
assigned port q. Isit possible for thereto be two or more TCP connections between
these two ports at the same time?

AFTRL. AU IR bRl R,
Uiy [ 2 [A]ME— ] RE R4z .
24. In Fig. 6-29 we saw that in addition to the 32-bit Acknowledgement field, there

isan ACK bit in the fourth word. Does thisreally add anything? Why or why not?
(B
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25. The maximum payload of a TCP segment is 65,495 bytes. Why was such a
strange number chosen? (E)

A TCP AR S BLLAIGE L 1P 434 65,515 F 5 A B . A TCP kb 20 A4~
T, LM R 65,495 75T TCP $dli .

26. Describe two ways to get into the SYN RCVD state of Fig. 6-33. (E)
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K
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27. Give a potential disadvantage when Nagle's algorithm isused on a
badly-congested network. (E)

Nagle B, Bl — IR — A F IR EVRE I, JURIES — A, JF
HZerh i A N2, E BRI Bl ik SRE7E—A TCP 4RacBerh
FILFTA G FAF o B OBz, B2 AT — MR SCBUH T 71 i A -
ERE, WA PN e, T4 LL R IR IR TE, IS AEREAN RSB AT
DA AH 380 (1) A7 o ISR Fu VN AL 08 (R 50 DU~ 1 1 BN a5 KA
SCBHE DL RIE—AF . AEX ST 720N, RV P 2 RIS A i)k R B
AN MR LLSE R 77 AR B P A gty 180 JLANEE, 1B i AT A #00
AR, RETRRMLEpERE L Bom h T AR ATRTREXT IR EI% K

28. Consider the effect of using slow start on aline with a 10-msec round-trip time
and no congestion. The receive window is 24 KB and the maximum segment sizeis 2
KB. How long does it take before the fir st full window can be sent? (E)

NS G B0 5E, 40d 10, 200 30, 40ms JEdHZE R K/l 4. 8. 16, 32,
JITLALE 40ms 554 min{24, 32}=24KB K i%k4H
29. Suppose that the TCP congestion window is set to 18 KB and a timeout occurs.

How big will the window be if the next four transmission burstsare all successful ?
Assume that the maximum segment sizeis1 KB. (E)

T RAE TR, N —IAEEG & 1 DNERIROCE, REZE2 N 4 4N 8 Ml
KIRSCBL, PrUAE 4 IR R LG, HIER IPRHE 8K Y

B A VRN AZA OKBe M5 —IRORIEI )5, 1IKB->2KB, 2 k2 )i »
2KB->4KB, % =M 5, 4KB->8KB, 2 Uk fn, 7 1K/ 8KB->9KB

30. If the TCP round-trip time, RTT, is currently 30 msec and the following

acknowledgements come in after 26, 32, and 24 msec, respectively, what isthe new
RTT estimate using the Jacobson algorithm? Usea=0.9. (E)

RTT: J&4ur 20k H AR vHE: M: e T 2K (A].
B RTT {iA: RTT= aRTT+ (1-a) M

B7E, a=0.9, RTT=30ms, M1=26, M2=32, M3=24,

R, B RTT AG5AE 5 52 29.6ms, 29.84ms, 29.256ms.

31. A TCP machineis sending full windows of 65,535 bytes over a 1-Gbps channel
that has a 10-msec one-way delay. What isthe maximum thr oughput achievable?
What isthe line efficiency? (E)

10ms*2=20ms 7] LA 1% —AN B R/ ACIE B, Pl BERD 50 AN H .

65536%8x50=26.2Mb/s; 26.2/1000=2.6 %

JITLL, BRI Ar it 8 26.2Mbls, ZEHAHR A 2.6%.

32. What isthe fastest line speed at which a host can blast out 1500-byte TCP
payloads with a 120-sec maximum packet lifetime without having the sequence

numberswrap around? Take TCP, I P, and Ether net over head into consider ation.
Assume that Ether net frames may be sent continuously. (H)

Hbs e 120sec Py k1% 2% 515 10 %udl, Y 35,791,394 bytes/sec

BRI A I 1500-byte 1454, ST 35,791,394 / 1500 = 23,860 frames/sec

TCP J. 3 20 75, 1P JH 20 71, DKL 26 7. RIki% 1500-byte 4 ,
RFWIFT A% 1566-byte I45 o I LAACIE T 5 115 145 %6 - 1500byte/frame * 23,860
frames/sec * 8 = 299 Mbps. 4l A KL AR ELIX R, A FA PR B AP A
[ (1) TCP B b A7 75 AH [RITR 7 1) 5 1 XU

33. Inanetwork that hasa maximum TPDU size of 128 bytes, a maximum TPDU
lifetime of 30 sec, and an 8-bit sequence number, what isthe maximum data rate per
connection? (M)

AT RIS 1) TPDU AN A% ] I 0 25 vh A4, DAL D6 25U ORAIE 24 77 415 1 B4 [
Sk EZ A%, HAAHFFFS51H TPDU S MM ZS i 2k o BLEEAF G I R] 2
30 #b, JHEAfr 30 RPN A] N A% TT KIE ) TPDU % H ANfe2 T 255 4.

255x128x8/30=8738b/s

JITLA, R RIERE 1) 5 R E R 3 4 L 8738b/s.

34. Suppose that you are measuring thetimeto receivea TPDU. When an
interrupt occurs, you read out the system clock in milliseconds. When the TPDU is
fully processed, you read out the clock again. Y ou measure 0 msec 270,000 times
and 1 msec 730,000 times. How long does it take to receive a TPDU?(E)

THECSERE: (270000%0+730000%1) / (270000+730000) = 0.73 ms
R, FElc—A TPDU £ 730 1Fb RN 1] o

35. A CPU executesinstructionsat the rate of 1000 M IPS. Data can be copied 64
bitsat a time, with each word copied costing 10 instructions. | f an coming packet
hasto be copied four times, can this system handle a 1-Gbpsline? For simplicity,




assumethat all instructions, even those instructionsthat read or write memory, run
at the full 1000-M IPSrate. (M)

P Il 64bits = 8 bytes = 4 word FJ] 4¥10=40 4454, 40 £541¢ 40ns,

DAL AN 7271 5 B2 40/8* 4=20ns [f) CPU H [k S HIALEE . REEHIALHEAE
1000/20=50MB/s=400Mbps, IX1tit/NT 1Gb/s [ALBRFTK, P LA G s e
P, XN RGREMSLE 1Gb/s [Lkis FAabsE,

36. To get around the problem of sequence number swrapping around while old
packets till exist, one could use 64-bit sequence numbers. However, theoretically,
an optical fiber canrun at 75 Tbhps. What maximum packet lifetimeisrequired to
make surethat future 75 Tbps networ ks do not have wrapar ound problems even
with 64-bit sequence number s? Assume that each byte hasits own sequence number,
asTCPdoes. (E)

NGRS PR AN B 22 AN, 2k 2x 10" F 4, Rak SRR B FE I 5 5 A B
i: 7518 =9.375x10"bytes/sec;  (2x10%%) / (9.375x10%) =~ 2x10°, Ji LA 7 5 fE#F
— JAPFTE Al 2x10°%s, 200 23 K. P, KA dr BN T 3 AN Y
A LA G U 5 A1 A F AT ) i

37. Give one advantage of RPC on UDP over transactional TCP. Give one
advantage of T/TCP over RPC. (M)

7 UDP L) RPC G i AD JUASH T AN dlim g4 24 TCPAE A 7 =4
e SRIMUER NEAE— A ANE 4 RPC 47 I #AE1E

38. In Fig. 6-40(a), we see that it takes 9 packetsto completethe RPC. Arethere
any circumstancesin which it takes exactly 10 packets? (E)
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39. In Sec. 6.6.5, we calculated that a gigabit line dumps 80,000 packets/sec on the
host, giving it only 6250 instr uctionsto processit and leaving half the CPU time for
applications. This calculation assumed a 1500-byte packet. Redo the calculation for
an ARPANET-sized packet (128 bytes). I n both cases, assume that the packet sizes
given include all overhead. (E)

1/ (10% (128*8) ) =10°s

ST DUARBESE— N3 2. HEE—2 ) CPU IfR], ZER O.5MSKbEE—/Nor2H. 7E
0.5KsP4 100MIPS [t 5L AT LAAAT 50 45454«

JITLOR TR ARPANET 73021, v SEHLAT BLBAT 50% (1500/128) =585 %452
bR LAAF 3 (1) 45 422008 6250/ (1500/128) =533 4%

40. For a 1-Gbps networ k oper ating over 4000 km, the delay isthe limiting factor,
not the bandwidth. Consider a MAN with the aver age sour ce and destination 20 km
apart. At what datarate doesthe round-trip delay due to the speed of light equal the
transmission delay for a 1-KB packet? (E)

FEAEICEF RN T Lk TR RS K2 Ol B2 P 200km. X T-—4& 20km R4k, Hifn)
FEIR & 100Bs, fEIRAEIRSE 20088, 1K “Fiiaiat 8192 fir. WIH kik 8192 ALK [H]
h 20088, 2 ik QIR AR T AR R AEIR .

FrLL, HafLiind 2o 8192/(2x10 *)=40Mbls.

41. Calculate the bandwidth-delay product for the following networks: (1) T1 (1.5
Mbps), (2) Ethernet (10 Mbps), (3) T3 (45 Mbps), and (4) STS-3 (155 M bps).
Assume an RTT of 100 msec. Recall that a TCP header has 16 bitsreser ved for
Window Size. What areitsimplicationsin light of your calculations? (M)

F A ) S SR I R) 2 12.5 ms

7 0 FE IR [P AR T 25 SNy -
MB;

—AN 16-bit [E TS RIR S — N RIEH B L e K 1% 2'° =64KB, Z Jr bS5 A ifl
o X EIRAG W LB )2 UK K, T3 8L STS-3, W—ANKIEE A Re il H]
TCP FRE:AL Hi T HARFFE L AW IR .

42. What isthe bandwidth-delay product for a 50-M bps channel on a
geostationary satellite? If the packets are all 1500 bytes (including over head), how
big should the window be in packets?

[F] A7 1AL AT I S IR K2 540 msec,  JITLL—4™ 50 Mbps iy i ¥ 71y 6 438 e i
27 Mb= 3.375Mbytes. #7341 1500 bytes, I 3.375Mbytes /1500=2250 ™44
A DL . LU N i 2 /b 254 2250 4534

(1) 18.75KB, (2) 125 KB, (3) 562.5 KB, (4) 1.937




Chapter 7 The Application Layer Problems

5. DNSuses UDP instead of TCP. If a DNS packet islost, there is no automatic
recovery. Does this cause a problem, and if so, how isit solved? (E)

DNS s idempotent. Operations can be repeated without harm. i3k DNS I £ /] I} 411
R R ST R R, KRR S Ak

6. In addition to being subject to loss, UDP packets have a maximum length,
potentially aslow as 576 bytes. What happens when a DNS name to be looked up
exceedsthislength? Can it be sent in two packets? (E)

XFE DAL B, DNS #6758 T 256 bytes, et R EIXFE. Kk, Fra
DNS 4 # 0] LUBAE — AN B /MK ) 73 2

7. Can amachine with a single DNS name have multiple | P addr esses? How could
thisoccur? (E)

Al fige 1P Hbdik fh 285 RN S 4k, AR — B AAPIRLRM K, IAE
A DAZE A B SZ I 26 1, SN el e S 1P ik 1.

8. Can a computer have two DNS namesthat fall in different top-level domains?
If s0, give a plausible example. I f not, explain why not. (E)

AlfE. Ebln www.large-bank.com 5 www.large-bank.ny.us 54N R4k sk ] g £ AH [
(1P itk o IXAFIE It com FlE S8 A 7] LAV 1R] o

9. The number of companieswith a Web site has gr own explosively in recent
years. Asaresult, thousands of companies areregistered in the com domain,
causing a heavy load on the top-level server for thisdomain. Suggest a way to
alleviate this problem without changing the naming scheme (i.e., without
introducing new top-level domain names). It is per mitted that your solution requires
changesto the client code. (M)

A DA LRI AR AR W 3K — o). — B 7 ZEat 41 top-level ik 55 2 4% 46 J IR 55 2
o o1 P BT EHUe i 26 ML RS 4, WKIkLL a b.....okiwd: B —
B S CHetn 34F) SIS, IH RS dedkal TAE DL At pL 2k
T N ARATT AR R A o

10. Some e-mail systems support a header field Content Return:. It specifies

whether the body of a message isto bereturned in the event of nondelivery. Does
thisfield belong to the envelope or to the header? (E)

JE TR RN IR FR G il BN & (R R A B S 8320 e A K RIS o
12. A person'se-mail addressishisor her login name @ the name of a DNS
domain with an M X record. Login names can be first names, last names, initials,

and all kinds of other names. Suppose that a lar ge company decided too much
e-mail was getting lost because people did not know the login name of the recipient.
Isthereaway for them to fix this problem without changing DNS? If so, give a
proposal and explain how it works. If not, explain why it isimpossible. (E)

TR, JF HARX R o BATHBPERIL T, SMTP Sy gE R 32 M A1 1
RCPT TO " A k6 i 44 o X L4 A7 T HA SO sl e o 7R3 AN SO H AT LU
4 Can Johnson) 177 2B N 1) HE N TRTHIAS, SR IS sh e % A5 AT i)
LA FRHATRIET o

13. A binary fileis 3072 byteslong. How long will it be if encoded using base64
encoding, with a CR+LF pair inserted after every 80 bytes sent and at theend? (E)

base 64 i fith 564511 KM R RF 3 AT — 41 1024 DM ERIG. FRIGREA gy 4
NPT, PRI 4006 A~ XL ATLL 80 NIRRT, W LIS F 52
17, b 524 CR Ml 524~ LF (A~ CRICF #B i —AN 71, IXFHF B K
J& b 4096+52+52=4200 75,

17. Suppose that someone sets up a vacation daemon and then sends a message
just befor e logging out. Unfortunately, the recipient has been on vacation for a week
and also has a vacation daemon in place. What happens next? Will canned replies
go back and forth until somebody returns? (E)

M7 Es DR 7 Ak — 4 e nl S0 R AR5 45 A BIL s 2 i skt I A s
WSRO AT TIN5, 0 )t 2he o] 200 RN e i i A a&

18. In any standard, such as RFC 822, a precise grammar of what isallowed is
needed so that different implementations can interwork. Even simple items have to
be defined car efully. The SM TP header s allow white space between the tokens. Give
two plausible alter native definitions of white space between tokens. (M)

R — A a2 BRI A

FEE P I — N B A2 BR il A7 ek R R T

19. Isthe vacation daemon part of the user agent or the message transfer agent?
Of coursg, it isset up using the user agent, but doesthe user agent actually send the
replies? Explain your answer. (E)

FLCE B[] RY 2 vl A S AR () o 24— SMTP &L RBIRI, T4 SR
WIS AT Sy R AT A SRR BRI IS REAT SN W R 3 T, Rk — A VIA .
FPAESARBEAREX AR EE, PR e A 7 F P VBT [k A4 30 F

20. POP3 allows user sto fetch and download e-mail from a remote mailbox. Does
thismean that the internal format of mailboxes hasto be standar dized so any POP3
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program on the client side can read the mailbox on any mail server? Discuss your
answer. (E)

AFRHEL . POP3 R/ AL ELIE I 5 REMS AR e . e Rk fim 2 45 M R 5%
a5 LI POP3 syt o B sy b R B IS 4% 2, POP3 Ry sk fig LA .
B, AN R S5 A% AT U — g s 2 ) — Mtk i A ke, e
[FJ IS 5B 1K) POPS S 47k REARURH Y. 2538 Al L fi 3t ks = ED T

21. From an | SP's point of view, POP3 and M AP differ in an important way.
POPS3 user s gener ally empty their mailboxes every day. IM AP users keep their mail
on the server indefinitely. Imagine that you wer e called in to advise an | SP on which
protocol it should support. What consider ations would you bring up? (E)

AEAf F P BB 2 o A 0 R), 3K 25 7 A2 9l T o IE DS A Gk, B BA™ A6 1A% FH POP3
48, 5i4h, ISP RIS DR A A 2 T, DRI A e 2 ) o B
X5 IMAP (418 78 T LS8 il L B RS DR A7 72 MR 55 3T HLA A8 R e A A7 S A
PH.

22. Does Webmail use POP3, IMAP, or neither ? If one of these, why wasthat one
chosen? I f neither, which oneisit closer toin spirit? (E)

KPR ZHAATH . A2 e IR INES IMAPARZEEL, B EATPIANER
VF— N P BN RT . A&, POP3 HURA M Kk es % - IF HAE
S R IS L Al Ak 3L

23. When Web pages ar e sent out, they ar e prefixed by MIME headers. Why? (E)

I W 8% 00 J0 B 013 T S 75 0 text, audio, video i HE 257 . MIME headers 2
PR IXAE .

24. When ar e exter nal viewer s needed? How does a browser know which oneto
use? (E)

WSS 2R — ANl AT MIME 28280 TR IE BB ANRE A AL B, SXIN e xR —
AU AR B DU 2 e — KL E R e M P A B AR 2 44 T

25. Isit possible that when a user clickson alink with Netscape, a particular
helper isstarted, but clicking on the samelink in I nter net Explorer causes a
completely different helper to be started, even though the MIME typereturned in
both casesisidentical? Explain your answer. (M)

SEAIXFE T RE . S SR B SCAT e T A LS R L B 4 . Netscape 11 1E
A REElCE B AT b2k ik, 1E RSO BRI MIME §/, 3fH.
AT RN RE L T IAARIT MIME 13 B S AT

26. A multithreaded Web server isorganized as shown in Fig. 7-21. It takes 500
nsec to accept a request and check the cache. Half the timethefileisfound in the
cache and retur ned immediately. The other half of the time the module hasto block
for 9 msec whileitsdisk request is queued and processed. How many modules
should the server haveto keep the CPU busy all the time (assuming the disk isnot a
bottleneck)? (E)
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CPU KbEH 1] 500us* 2=1ms; CPU Z:45H 1] 4 9ms;

JirLh CPU R %4 10%, 752 10 M,

28. Although it was not mentioned in thetext, an alternative form for a URL isto

usethe I P addressinstead of its DNS hame. An example of using an I P addressis
http://192.31.231.66/index.html. How does the browser know whether the name

following the schemeisa DNSname or an IP address? (E)

DNS # A e LA 7452,  DRIthax B — X feeE .

29. Imagine that someone in the CS Department at Stanford hasjust written a
new program that he wantsto distribute by FTP. He putsthe program in the FTP

directory ftp/pub/freebies/newprog.c. What isthe URL for this program likely to be?
(B

The URL 1] fig /& ftp://www.cs.stanford.edu/ftp/pub/freebies/newprog.c

30. In Fig. 7-25, www.aportal.com keepstrack of user preferencesin a cookie. A
disadvantage of this scheme isthat cookiesare limited to 4 KB, so if the preferences
are extensive, for example, many stocks, sportsteams, types of news stories, weather
for multiple cities, specialsin numer ous product categories, and mor e, the 4-KB
limit may bereached. Design an alter native way to keep track of preferencesthat
does not have thisproblem. (E)
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Dorrain | path | Gontent Explires Secure
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A LUIXFERALEE . HU2 K customer 1D N cookie H L7 IR 55 # L Ko e v
fEifi tHi% customer ID RS P 84 o 83X 7 2 i s R R /N it A B il
I

31. Sloth Bank wantsto make on-line banking easy for itslazy customers, so after
a customer signs up and isauthenticated by a passwor d, the bank retur ns a cookie
containing a customer 1D number. In thisway, the customer does not have to
identify himself or type a password on future visitsto the on-line bank. What do you
think of thisidea? Will it work? Isit agood idea? (E)

MER LR, & RT7 S LUEAE, (HEXIFAE —Fir i & rea i
ZBR 212 2 cookie RIS ILE H] P IARATIK 5 o ATIXFEI cookie fEPRAIEH] /7 £
Pyt 22 A, AHE T AR SR A AN — AN B R WA ) 5

42. Does it make sense for a single I SP to function asa CDN? If so, how would
that work? If not, what iswrong with the idea?(E)

IRV LA ISP 2BV 2 A A HR AL I8 HL T H IS AAT T Fe vr SR N 2 31 1SP
(R b N AERAEEAT TR BEZE A8 1 B o XM 7 SRl i /e X ISP
KT — TR K R (AT 55 MK AR 22 1) I B A3 o AFDRS T 55 I CDN (A 20 K P 55 )
KA I L I Ty — 2,

45. A compact disc holds 650 M B of data. |'s compression used for audio CDs?
Explain your reasoning. (E)

Audio needs 1.4 Mbps, whichis 175 KB/sec. On a 650-MB device, thereisroom for
3714 sec of audio, which isjust over an hour. CDs are never more than an hour long, so
there is no need for compression and it is not used.

46. In Fig. 7-57(c) quantization noise occur s due to the use of 4-bit samplesto
represent nine signal values. Thefirst sample, at 0, is exact, but the next few are not.
What isthe percent error for the samplesat 1/32, 2/32, and 3/32 of the period? (E)

1.0

75| L
nEo | L
o | |

—uE [

DB
—oTEr
=

T . T
- "

Thetrue values are sin(2*i /32) for i from 1 to 3. Numerically, these sines are 0.195,
0.383, and 0.556. They are represented as 0.250, 0.500, and 0.500, respectively. Thus, the
percent errors are 28, 31, and 10 percent, respectively.

47. Could a psychoacoustic model be used to reduce the bandwidth needed for
I nter net telephony? | f so, what conditions, if any, would have to be met to make it
work? If not, why not? (E)

R Fo2wT DU, 17 2 g 2 SEIN R o XS AR S, B 2348 5 40 B
INFR] 222t 3 3B SR o R TSI, IXAVEAVER] o B2 R4 v DL T
s AHAANAE T a0 SR B IR 10 9 Ho e e A I e 4 AL BRAE I E 1 msec 2 s

48. An audio streaming server hasa one-way distance of 50 msec with a media
player. It outputsat 1 Mbps. If the media player hasa 1-M B buffer, what can you
say about the position of the low-water mark and the high-water mark? (M)

I A S X AMIEACE A — K BT i

S5 A A B ROEEE LLS , e ORI IR AR A ok . 2 e BIA K ENRRId i,
PREARE S 5 VR R 55 s Gk TP R R IR E o e AR /K EDBRIC IR B I 0 2 R 22 e
AN A BE AN AR OIS 0 o IR S i A — 7 457 i 222 50 msee,  IX B
IR i) YK 2545 IMbps * 50msec = 50000bits = 6250 bytes (1) 4d 25k, iif UK ElbR
TCEE A 6250 bytes DL |+, i & & 50000 bytes;

M55 BRAEAM IR, R XIS m /K EIbRId, AR5 EARIR IS & UR IR 55
TR ROE o DD DX /K AR 5 8 ¥ 1) PR R B A 200K T I 455 ) s 9 - S8 2 Tfe
#: 1IMbps* 50msec = 50000bits = 6250 bytes, A& 4 500,000 bytes;

49. The interleaving algorithm of Fig. 7-60 has the advantage of being able to
survive an occasional lost packet without introducing a gap in the playback.
However, when used for Internet telephony, it also has a small disadvantage. What
isit?(E)
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Chapter 8 Network Security Problems

6. A fundamental cryptographic principle statesthat all messages must have
redundancy. But we also know that redundancy helpsan intr uder tell if a guessed
key iscorrect. Consider two forms of redundancy. First, the initial n bits of the
plaintext contain a known patter n. Second, the final n bits of the message contain a
hash over the message. From a security point of view, ar e these two equivalent?
Discussyour answer. (E)

WIRNZEA LN RIS RESy, ISP 7 20 —FERRUR . (R I R A X
FERITE L, TR A58 M ids—s, g g AR B MO Fok s I E v,
LIPSE L s SR (FONIURT TS AL YN FiprY-

7. 1n Fig. 8-6, the P-boxes and S-boxes alter nate. Although thisarrangement is

esthetically pleasing, isit any mor e secur ethan fir st having all the P-boxesand then
all the S-boxes? (E)
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17. The signatur e protocol of Fig. 8-18 has the following weakness. | f Bob crashes,

he may lose the contents of hisRAM. What problems does this cause and what can
he do to prevent them? (E)

Alice

A K, (B, Tyt 7 |
@ 2
[} ]
2 Kg (A, Ry 1, P B (AL P |—l-

K H G — 40K Ras ATRESE RAM . e ER T, A4 Trudy st AEN
AN R RS, Bob, s AR A HIX S Z A

— T 07 A2 R Bob 11 5 AR SR HE R MR ST Ra 5 BIREAE b5 7RI 46 TAE.
XFEE, BEBORASEER . B2, A a2 R —ME RS 7
BRI LA 45 T, BT I SRR 3 /K I AN BIHAT

18. In Fig. 8-20, we see how Alice can send Bob a signed message. If Trudy

replaces P, Bob can detect it. But what happensif Trudy replaces both P and the
signature? (E)

—— PO, MDFY) ——

Alice
Bob

W Trudy #8 P RIZ 42 #8540 T, 24 Bob fi Alice I A1 %4, g2
AJEWSC PR IERA AR SCR 2L . Trudy w] BLBON— S84 B IR SO Bt SEE iR sc
22, (HJEMANEE T Alice IR CCHE T2 44

22. Consider the failed attempt of Aliceto get Bob's public key in Fig. 8-23.
Suppose that Bob and Alice already shar e a secret key, but Alice still wants Bob's
public key. Isthere now a way to get it securely? If so, how? (E)

1. GET Bob's home page

2. Fake home page with E
Alice |- i T Trudly Bah

3. EriMesszge)

4. EpiMessaoe)

ATLA. Alice LSO B8N — UM IR H19 HR %4 Bob, Bob X[ —
A PSSR TR0, 45T A A — PP I 9T Al 11 LR — b,
SEAT B, Trudy RRECHEX A0, I HBER M RIE T BELIIROCE 22, s
I AT B Alice [ — PR BT, o T 52, Alice 201 Bob 19 A9
Bob 19—tk 891 %14 Bob



24. Suppose that a system uses PK | based on a tree-structured hierarchy of CAs.
Alice wantsto communicate with Bob, and receives a certificate from Bob signed by
a CA X after egablishing a communication channel with Bob. Suppose Alice has
never heard of X. What steps does Alicetaketo verify that sheistalking to Bob?

(M)

First Alice establishes a communication channel with X and asks X for a certificate to
verify his public key. Suppose X provides a certificate signed by another CA Y. If Alice
does not know Y, she repeats the above step with Y.

Alice continues to do this, until she receives a certificate verifying the public key of a
CA Z signed by A and Alice knows A’s public key. Note that this may continue until a
root isreached, that is, A istheroot. After this Alice verifies the public keysin reverse
order starting from the certificate that Z provided. In each step during verification, she
also checks the CRL to make sure that the certificate provided have not been revoked.
Finally, after verifying Bob’s public key, Alice ensures that she isindeed to talking to
Bob using the same method as in the previous problem.

25. Can I Psec using AH be used in transport mode if one of the machinesis
behind a NAT box? Explain your answer. (E)

No. AH in transport mode includes the IP header in the checksum. The NAT box
changes the source address, ruining the checksum. All packets will be perceived as
having errors.

26. Give one advantage of HM ACs over using RSA tosign SHA-1 hashes. (E)
HMACs I vt S0 2R AT 2

30. Change one message in protocol of Fig. 8-34 in a minor way to make it
resistant to thereflection attack. Explain why your change works. (E)

A Ry - \[
o Firsl saszion

S A Rg |

R P

s kg (HE) -

EBob

Tenry

JL Sacond sassion

} First sessicn

LRI 2, 38 Re RIS ARSI A AR AN T T8 IEXM 5 50, Trudy st
AEWE AL Re T HRS Bl B ANE AR

33. Inthe protocol of Fig. 8-39, why isA sent in plaintext along with the encrypted
session key? (E)

1 A KB

KO

2

Alice

Bcl

Ka (4, kel -

KDC CEHI L) 5 BRI 2ok X 40 e R R sC, B 7 —A
KDC Al A L2 (R B HR N2 2315 % Ks

34. Inthe protocol of Fig. 8-39, we pointed out that starting each plaintext
message with 32 zero bitsisa security risk. Suppose that each message beginswith a
per-user random number, effectively a second secret key known only to itsuser and
the KDC. Doesthis eliminate the known plaintext attack? Why? (M)

Agxo P Trudy AFAEIR R AR A BURE B [F— P PIAIR S, ke
IR R — A2 BRIP4 WA B BN LRSS AH R, OK, Whifq 3] T
TETAIR . BT (R BT AR ) RO L A U 3G T ) AR SR AR T 2

35. In the Needham-Schr oeder protocol, Alice gener ates two challenges, R and
Rao. Thisseems like overkill. Would one not have done thejob? (E)

PAANBE LA FH T ANEI R H . Ra FHAEAT Alice A Wb 1E7E 5 KDC #EATI 1 .
Ra2 FITAE Alice M5 b IEAE S Bob HEATIE G . PIEERE L TF.

36. Suppose an or ganization uses K erberosfor authentication. I n terms of
security and service availability, what isthe effect if ASor TGS goes down?(M)

If AS goes down, new legitimate users will not be able to authenticate themsel ves, that
is, get a TGS ticket. So, they will not be able to access any serversin the organization.
Usersthat already have a TGS ticket (obtained from AS before it went down) can
continue to access the servers until their TGSticket lifetime expires. If TGS goes down,
only those users that already have a server ticket (obtained from TGS before it went
down) for a server Swill be ableto access S until their server ticket lifetime expires. In
both cases, no security violation will occur.

37. Inthe public-key authentication protocol of Fig. 8-43, in message 7, Rg is

encrypted with Ks. Isthisencryption necessary, or would it have been adequate to
send it back in plaintext? Explain your answer. (M)
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doubly surethat it is all right before sending data. Also, why give Trudy free information
about Bob’s random number generator? In general, the less sent in plaintext, the better,
and since the cost is so low here, Alice might as well encrypt Re.
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