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RNIEfE DNS [REESERE BIND

DNS ( Domain Name System, 3% #24t) EH BN FEZ.OWW ERNTHALRE,
B TTERA T 1P k. AN IP BB AT L E SRR SE R R, 3T
7 R ALAR 5 A AT RE, Bl an RIssia) . mE4AR 4555

AN T2 AFEfE Al DNS f2EEAIAR %S, (B RZSEANER TR HZ L0, X
FERITEGL T, 7EHIELS DNS FHCRy M B s i pEns, AT rEN, Joik e R 3 (a) AR
VT HERR B, A<Z0RE T DNS BIHGORES TR EIRER . WMBE A TR DNS 9 TAERHE,

BIND ( Berkeley Internet Name Domain, {H 5 # B 5 % 25 #1138 ) /& Linux, UNIX &4t
FEEE IZAEZRERE, BREAFBTUMYAELARME. 7T LOE S BIND #4384 fh il 2
ARV 55 5 5K i DNS . A~ 5045 V{3 BIND #4%8 DNS #3508 .

RS 1 B8 FBUBISE 4 ik 55 di i VA 25 ify

RIMNL¥EUri DNS 9 “@BIH#l” f “EA&ER", BasEit 2ok SHER", 1
20 IEAEWT 7

RAVFA B EF XA EApg 8, RS DNS HCH HEM G heEd . A
i X SOHES, A REE IE A1 X A

DNS RIEER S

DNS 892 st FE 2 DR A8 LL T 1382
Q i ZARFE2E (Name Server) ., R4 2 EHTIR F 098 {F, —MWEr UDP, TCP i
53 % 0. AN Linux £4 9% LAY BIND. Windows Server 1 4E il () DNS iR % 2%



F£1E FANEfEDNS BERSZEBIND .+ 3

HYF%,

Q BEtrer (Resolver)., i) 32 Ik 55 4% AU & P Ui, & 01 01 % tir DA 38 25 R 55 2% 3K
e R, ) I8 BB R N AR (8] TP b hE R B 4% S (S R, B0 Linux &R 4 4 Y
gethostbyname() R%L, Windows H 4t [ nslookup % .

B2 RIS RRAY 7 2
58,4 B 55 RS ARG P& AR ], 7T RAREAT AN T 4326

1. N EIE 22 BR5588 (Authoritative Name Server)

T DT EAUEL T a4 AT AR %5, el b AR 44 AR 52 4 ] NS il kAT AL

ALLT 3 BAUEI S IR 545

(1) HiE2 K 54F (Root Name Server)

e FEASIE 2R E2S, 3iX com, .cn. .org FFT AN FHEAN. BArfA 13 4
XFFRIAR S A, TEIRFE 1-1.

F1-1 RERBZI|IHHERAR

= I A IP Hahit B =2 7
a.root-servers.net 198.41.0.4 VeriSign, Inc.
b.root-servers.net 192.228.79 University of Southern California (151)
c.root-servers.net 192.33.4.12 Cogent Communications
d.root-servers.net 199.7.91.13 University of Maryland
e.root-servers.net 192.203.230.10 NASA (Ames Research Center)
f.root-servers.net 192.5.5.241 Internet Systems Consortium, Inc.
g.root-servers.net 192.112.36.4 US Department of Defense (NIC)
h.root-servers.net 198.97.190.53 US Army (Research Lab)
i.root-servers.net 192.36.148.17 Netnod
j.root-servers.net 192.58.128.30 VeriSign, Inc.
k.root-servers.net 193.0.14.129 RIPE NCC
l.root-servers.net 199.7.83.42 ICANN
m.root-servers.net 202.12.27.33 WIDE Project

@% sfF&A1-l PHRESE, XEZI/BA 134, AR 1346, ARARLPHRELR
£4BRXMT anycast B R, H A s HF B REWE, L3235, RRAREKRF 134
IP, REFHREBEHFTRIAMITT 13 &, Anycast AL KA DNS R&E P/ 28 M
M3 EHE. 2HAXNFE, STRETAK, RHMHE., &L DDOS A € &4 A,
A »L A 8 ik & 7T vL 2 F Wikipedia £ anycast 3 K &) @/~ . https://en.wikipedia.
org/wiki/Anycast.
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(2) g4 ik 55 #% (Top Level Name Server)
M2 MR axA LA T 23K,

Q T4 ( Generic Top Level Domains, GTLD) [R5 #8%. #lANAR S T .com.

org, .info SFFEZAL A IE 44 Il % 2% .

Q EZEAAETZ 42 ( Country Code Top Level Domains, CCTLD) AR5 4%, FlUNiR %

F .uk. .cn. .jp FEAHBELZ AR 5 2%

50 45 1) T 2% 3 42 IR 55 4% 710 %, BT LA http://www.iana.org/domains/root/db iX - &£ $ 3K

B, Flanfast .on RALAYE AT T2 R 548, LR 1-2,

®1-2 ATERMBF on BINRE X REREIIR

F N & IP fh it

ns.cernet.net 202.112.0.44
a.dns.cn 203.119.25.1
c.dns.cn 203.119.27.1
b.dns.cn 203.119.26.1
d.dns.cn 203.119.28.1
e.dns.cn 203.119.29.1

(3) AR5 25 (Second Level Name Server)
X 2RS4, RS T HAEKE 2@, 65 57 8% 41 sdo.com B /) 3 2 AR 55 2%

ns.uugame.com 3 .

LA L 3 RAUBIER A R 55 s O AN G nT LS A 1-1,

I I 55 8%

T0I5R 188, 2 i 55 4%

| R RS 5

-1 AR 47 R 55 2% i) B2 AN S5 g 1]

2. EF1E 2 IR$5 28 (Caching Name Server)
XA 22 IR 55 2%, SRR AT RS 2 Y DNS #53K, E R A i AR 1 42 IR & 25—
TGI8 24 AR5 w5 — 2 R 5 45 K 3515 DNS I tr = B, SRiGIEm N 4558 kX LT

Y

B



$1E FAERDNS FESEE BIND ++ 5

#%. [AETHE4HE DNS &2 H M TTL (Time To Live, fFi&0TE]) (k{78 4F.
GRS, ALUT 2 &,
Q A EE R N EE, 4F K2R R B DNS IR 45528 . 3RE sk mT DLEE 6 oy 35 F P i
FEHLT R IMBIEEZILF) DNS IR 528, #E 5 DNS {5 5§25 A8,
QO HTFHfGHZEmM Iy EH RAeSZ2 MRS, 0 E#E S50 202.96.209.5

202.96.209.133 #P2 AR HY 59 AR 55 4%
Q T DNS iR % . 40 Google f 8.8.8.8. Norton %4> DNS 199.85.126.30 X

EHNA 114.114.114.114 ZHE 213K,

3. B2 IRFSeE (Forwarding Name Server)

XA 2 A 55 A%, AT RO A% & L Ok ) DNS 3K, 5% & 4518 & 19 L 938 44 R 55 4%
K15 DNS Bt 2 B, RGN R 55 R AL Gt as . MZEAF 2 5 AlE], XRE A
ik 55 e A HATEATHIERAF, TR & -

1@ AEIISIEAEIN X!

& 7% T DNS FEEBEZE, BEKRMIE “EH4Am"
i A AT LLEE A 1-2 273

] OREE R

(2 ) Wk @ Hrwww.amazon.com (3) 1B [A] i 35 86 . com B T2 I, 4 Tl 9% 75 91 22

A (4) KT www.amazon.com :

(1) =K #Hrwww.amazon.com ,‘ @ 15 20 55 7 R 55 2%

Q“ ( 8) 1% [¥] www.amazon.com - = ( 5) &8l 55 i tfr.amazon.com
| Xt B B DNSIE # {14 45,47 HR %5 28 51 %
Ot CESTEY TR

(6 ) WKW www.amazon.com

( 7 ) iB ol www.amazon.com
X W AIDNSIC#
@ 4 7 5 7%

A 1-2 @R A

BIOEW, BIEER 1-2 PREIOF ML R4 £, ENXNEOMITE, KXENO
R R 55 28— @ TR 28 42 IR 55 4% — @ — il 24 il 55 %7 K753 DNS HUMENT & H , AL
I &5 SR AR S QT A o
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AW, RS RS S IFA HEAERTS TR AR, MRELTER 12
xR, XTSHEF|FRBEHEIE S T 0] AT X DNS ERAIIRES 2%, BT Bz
Frp IR 55 451617 DNS 2 LSRR DNS ff#brsh 3.

FABHEENRESHEE

8 1ot Xk 3 U5 A ) A0 3%k AL AR 1 A9 43 B AT LAIGE , X TFAURLER 4 AR 5 A%, T T A A if
hEE, MY T ERCEM T A DNS 548, SENKBHBIERE, ZWER L 5E
fit, Hi, FEAEEZ RS L, TEEHEBHAM.

F£ BIND H [l & 25 Al S s S .

recursion no;

e AE SR 2 ) bl 44 P AT R AT

ICESY s DAL

e B R asht, 1R 2N AR s S0 24 AT IR 55, — Ml f B & /etc/resolv.conf
HFE5E DNS R %3500 1P, HINREBF AEAHRERK, BAMRFIFMNE S #iX L DNS
MR 55 a5k 13400 ; [RIRt kAR 251/ 7h5F DNS R %5 4F, S FBGERTHE A, i 3 4% [n) AT,
e RZEMTARNAEN . EXFELT, HTERE 1 EHA DNS BT EZFRS, LU
IRF AT AR .

Q {R4k DNS Ma R E &, L2877 DNS IUiF-R&5 %, JFZEAH [ ) DNS if KA i o

Vi [ AEA] S0 308 R 25 iR 55 a5 KRR A5 5, /b T L& 15 [a) A JERT

Q B> DNS xR Rk . fEZAFAMN, FHRIA DNS WERA B &4 M 4508 H

froh, AT DA/ S B SR I £ A R] F BRI

NSCD REBE T IE

NSCD ( Name Service Caching Daemon, 24FRR%FEFHAR) AT X 0 AR 2l & fif
Pras B, /ete/resovl.conf L ATFEMAEMZEIL, X T REFHE A HE/D. Hilk,
NSCD i A Linux 385 i 48 3| &) Z 096 A 09808 RIF 8 AF . LB FRZ B 2 i 4
ARG . 7E CentOS 6.6 I, 4% NSCD My bafaiss, iAW Fams .

vum -y 1nstall nscd

NSCD BB & =2 /ete/nscd.conf, #.0RIECECHEM .

enable-cache hosts yes
positive-time-to-live hosts 3600
negative-time-tc-live hosts 20

suggested-size hosts Bdd



check=-files
persistent
shared

max—-db-size

Hrh:

£ 1E FAEREDNS FESIHE BIND ¢ 7

hosts yves
hosts yes
hosts yes
hosts 33554432

O enable-cache 55X} DNS @& #1787

Q positive-time-to-live J& 4§ X} 7 il 2h i) DNS 45 R i#H1TRAF BT[] .

Q negative-time-to-live 245 X} f## #7 J< W 1) DNS 25 S 47 E A7 A9 B [a] . i £ o £ i ik
217 DNS i R IMEGE 75K Y DNS & H A B E 55

Q suggested-size j& NSCD WY AR AR/, IR R BEE X K THOAL 211
(10 f5LL L, MHESU(E) .

Q check-files Z1E KA /etc/hosts SCFRIAELL

Q persistent 298 2 HFHG NSCD i B REEZFHRH.

Q shared 2152 G LIFE P i HEA 1) NSCD M NTFBRR LTSS R .

Q max-db-size f£f§ DNS BIEFF A/, LIFT NN .

B2 R R ISIE

FHE 7T NSCD J5, AL Fadaras i,

wget http://www.xufeng.

info/index.html

Rl Af 458 tepdump $EL, AT LA R BELER ZKIZIEK, RBRES —KE ™4 1 KL%
DNS iR, JRZE wget s, HIFEMEA T NSCD HERFLR, WA HMY DNS 7K.
FAk, ATLAME A ar288iA NSCD MIZFFR0R «

nscd —-g

hosts cache:
23 cache
0 cache
13 cache
0 cache
€3% cache

hits on positive entries #EF& P HAH
hits on negative entries

misses on positive entries #RFAAGHHAH

misses on negative entries

hit rate #EFH T H

12 current number of cached values #4WEFHELE
13 maximum number of cached walues

idMEE &I, cache hits on positive entries X~ FEAYEAWIE AN, w1t AT LISH A B

F BT RAT R

£ Windows R4 H, MK DNSiEK)G, REREMBN EREITEF, EHWT o
LA LA B HATREFEFEA

ipconfig /displaydns
edu.csdn.net
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inxELEM. . . . . . . : edu.csdn.net

FRER, . . . . . . 1 #1AAIEFE, SHCNAMER £ H
AFEEE. . . . . . . 123 #EAHEA, EFFELZHEH
ﬂﬁ‘%ﬁ. © W ox @ m = JF

s R - -

A (FH)iEFE . . . . : 101.201.171.118 #AM MMM ER

{ff AN F fir % "] AT BEA LAY DNS 17 -

ipconfig /flushdns

HeAESCEE 3: BCH chroot A5 BIND

chroot /& Linux R 44 N HRF 19— Fh &L 24 PLH . FEN ABEF AT T chroot REE
G, ERMFT 8 R & 2 chroot J5 M H # T . il IN7E Perl 4, {#H] chroot /chroot/
test i, AR A ZEEFE B H LR & RGH /chroot/test H 5%, XHEERIERE, EREMN
MM F, WERBIND#ART, IBARERERNM B FAPR S8R G 2 chroot J5 #9 H 5%,
A2 %] 22 45 1 At SO i AT B B B B .

{fi BIND 37 ¥ chroot FI#RAELTEALLT 6 .,

1) 68 named A1/ . AL WF .

groupadd -g 25 named
useradd -g 25 -u 25 -d /chroot/named -s /sbin/nologin named

2) QI HREH ., BREUR, MG .

mkdir -p /chroot/named/{dev,etc,var]
chown named.named /chroot/named/var

3) B, MRHMmLSWIT .

mknod /chroot/named/dev/null ¢ 1 3
mknod /chroot/named/dev/zero ¢ 1 5
mknod /chroot/named/dev/random c¢ 1 8

4) EHITEASM . EHAHSWT .

cp /etc/localtime /chroot/named/etc

5) 7F /chroot/named/etc/named.conf 1, H$E{# ] chroot J5#) H R4 BN AT, {15
T .

options
directory "/etc"; #MAERF LN RS0/ chroot/named/ete
dump-file "/wvar/cache dump.db";#MALEME EXM M Z%LM/chroot/named/ var/cache
dump.db
statistics-file "/var/named _stats.txt"; #MMEERF EXB RS #/chroot/named/var/



$1E FAE# DNS FIESEE BIND <+ 9

named stats.txt
zone-statistics yes;
allow-query {any:}:
recursion yes:;
} 2
logging{
channel gquery log |
file "/var/query.log" versions 5 size 20m; #bA EFFE LA A BH M /chroot/
named/var/query.log
severity info;
print-time yes;
print-category yes:
bi
category queries|
query log;
bi
bi

6 ) Ji 3 named #HF2. HAKGSWT .

named -t /chroot/named -u named -c /etc/named.conf

XHERRIESE NS, named LIEEH P BEURIZTT, BTHE SR EF /chroot/named H #
T, XHER] LIAR Kb 458 BIND #9441 .

I ESERE 4: F)H BIND 5B 5 63 4835 By

£ BIND #', DNS & BFf AW IRIC5R ( Resource Record), WRIC#AFEMRE, It
B A LTI

1) AdsR. XTREERPAMERGAR, BMELZ TR 1P i,

2) CNAME id#. LLFmEmRERE, ERE L2 Pl www.sdo.com.wscdns.com iX
A YERN www.sdo.com [ 51| 4 #1730 4 i b, B EHITE4 www.sdo.com.wscdns.com
ff b 3k iy 1P VE /7 1n] www.sdo.com FHLAFRALSEIEA 1P,

www . sdo . com. IN CNAME www.sdo.com.wscdns.com.
3) NSid#. LI sdo.com XA FZ UK A A 10 0 9] (4nF ).
@ IN NS nsl

‘B8 5E T {8 M nsl.sdo.com 1§ 8 f#f Hr £ ALK sdo.com B AL 24 AR 55 4 . 1o 5 2 4 Xt
sdo.com FIr & T 2 AU AL PR F2 AL 45 ns1.sdo.com, fE#r#sdE 1 1/4(0) nsl.sdo.com 3575 sdo.
com -1 24 AT .

fELL b 3R Y IRICRA ISR, 76 BIND B, XX FE—1TMEEELD AILE
MINS idsg. WFEE T 24 Adsk, EARRF T E B — Ao 00 ELEZ UGk,
BIND 258 R FIA R 1P Mokt , 85 ) 80 0 R M ORISR & Wian R
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STTL 900
(@ IN S04 nsl.woycdns.com. ops |
2009061601 ; serial
3600 ; refresh (1 hour)
900 ; retry (15 minutes)
04800 ; expire (1 week)
86400 ; minimum (1 day)
)
rd NS & mX
d IN NS nsl
@ IN NS ns2
@ IN M 10 mail
@ IN A 125.76,236.141
nsl IN A 125.76.236.129
ns2 IN A 125.76.236.130
proxyl IN A 117 .34.71 .61
proxyZ IN A 211.100.56.7
# #proxy2 .woyodns.com. 3 E T 2/ IP
Proxy2 IN A 211.100.56.10
cachel IN by 211.100.56.4

#*tcachel .woyodns.com.35 & 7 3 IP

cachel IN i 211 .100.580.5
cachel IN i 211.100.56.6
cache? N A 211.100.56.8

# #fcache?2 .woyodns.com. 35 %E J 2/~ IP

cacheld IN P2 all. 100 b 11
imagel IN A 211.100.56.9
imagel IN A 211.100.56, 12

SefESCER 5: iFf BIND #E £ A & ik

E—AEREHAEZN AR, LA TEEANHEYERE. £PEBRIMN
WA T, 2N BEERAF, sERZEFE—ENEKLER S, WRIERBAREZE
i B A M B BT e P B R A A R BCRIE — M HLE, AR A A AR 4 A P D[R SE
A Rl 25 L Y A L

BIND fiB T{ERIE

HE 43X~ A8 4 e deWg? 78 BIND H et 7 & ( DNS View) A RiX 1~ [7]
Rii, DNS #SEHAR, BUEXTF— I IC AR DNS BYiERK K IE 1P bl A [/] 7 Bic 45 #f Hr
RAF B RAT S, UL, W LA R BIND #8 EH ARSCHLLA T ThEE.
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