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INTRODUCTION

Thank you for using Checkmarx to perform security source code analysis testing. This document describes
how to install CxSuite Enterprise Edition as a distributed system in production. Any issues, questions or
comments may be addressed to support@checkmarx.com.

CxSuite Enterprise Edition is comprised of four main components:

CxManager - Manages the system: users & teams, scans, scan scheduling & scan
configurations, system settings, etc.

CxEngine - Performs the scans. Interfaces CxManager.

Database - Stores scan results and system settings. Interfaces CxManager.
CxWebPortal - Aweb inferface of CXManager that replaces CxClient

CxAudit - A windows client for creating and editing Checkmarx queries

CxClient CxManager CxEngine
Web browser

Eclipse plugin
Visual studio plugin

The diagram above portrays the most distributed deployment of the system. If required, all the
components can be deployed (one or both of them) on the same hardware.

CxSuite Enterprise Edition can work with MS SQL database. If the organization already has an MS SQL
Server in place, CxManager can integrate with it. The installation also includes a VistaDB embedded
installation if no MSSQL server is available.
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INSTALLATION PROCESS

CxSuite Enterprise Edition installation process is as follow:

1. Comply with CxEnterprise prerequisites.
2. Install all components.

UPGRADE PROCESS

CxSuite Enterprise Edition installation process is as follow:

Stop CxScanManager and CxScanEngine services.
Stop web server.

Install relevant components.

Start CxScanManager and CxScanEngine services.
Start web server.

ukhwNE

I
CHECKMARX SOURCE CODE ANALYSIS TECHNOLOGIES | WWW.CHECKMARX.COM

TELEPHONE: +972-3-7581800 | Support@Checkmarx.com | FAX: +972-3-6959743



4 CHECKMARX

CXENTERPRISE PREREQUISITES

Server name The server name for the Portal machine must use only I:l
alphanumeric characters. Using non-alphanumeric characters
" on

(such as “_") in sot compatible with Microsoft Internet Explorer
Security Patch MS01-055.

To read more: http://support.microsoft.com/kb/316112

Ports By default port 80 is used by the web servers (IIS or UltiDev) for D
internal and external communication. Verify that it is not
occupied by other programs.

In order to connect from a remote machine to the server please
verify that TCP communication is enabled for port 80.

Invoke Installation as Installation must be invoked by a user who is an administrator of l:l
administrator. the machine.

Windows Installer 3.1 or Windows Installer must be installed. |:|
later

1S web server With 1IS 6 — make sure ASP.NET component is installed as well. I:l

With 1IS 7 \ 8 — make sure ASP.NET and /IS 6 Management
Compatibility roles are added.

See Appendix A : how to install [IS on Window 2008

See Appendix B : how to install 1IS on Window 7

See Appendix C : how to install IIS on Window 2012

.Net 3.5 SP1 framework should be installed after 1IS |:|

Please install latest fix. For details please refer to
http://support.microsoft.com/kb/959209.

Post .Net installation IIS With 1S 6 — Open a command prompt as administrator, go to the I:I
adjustments folder “C:\WINDOWS\Microsoft.NET\Framework\v2.0.50727”

and run aspnet_regiis.exe -i and afterwards make sure that

ASP.NET 2 status is allowed in the Web Services Extension
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4 CHECKMARX

column of the IIS manager screen .

With 1IS 7 \ 8 — Open a command prompt as administrator, go to
the folder
“C:\Windows\Microsoft.NET\Framework\v3.0\Windows
Communication Foundation” and run servicemodelreg.exe -i.

Database

MS SQL database is recommended. It can also be replaced by I:l
embedded installation of VistaDB.

In case of a local installation of MS SQL Express, please make sure

itis in place before starting the installation of CxSuite enterprise

Edition.

Please make sure both SQL Server and SQL Browser services are

running on the MS SQL Server to be connected by CxSuite

Enterprise Edition.

MS SQL uses port 1433 by default.

Antivirus

Stop the antivirus from scanning the Checkmarx folders: l:l

X:\CxSrc
X:\Program Files (x86)\Checkmarx\ Or X:\Program Files\Checkmarx\
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CXENTERPRISE INSTALLATION

1. Invoke the installation using Entinstallation.exe.

2. Click next in the informative window.

-
M Checkmarx Installation =T et

Checkmarx installation process

This wizard will guide you through the installation process

CHECKMARX

To continue, dick Mext
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3. Select the requested installation type and click next.
POC: Proof of Concept installation type — By default will select to install substitutes for IIS and
SQL server.
PRODUCTION: Production installation type. — By default will select to use IIS and SQL server.
UPGRADE: Upgrade an existing project. — Will be selected if relevant.

A Checkmarx Installation : - o]

Installation Type
Select installation type

Installation selelfion

Basic database Enhanced database Upgrade to
and web server and web server new version

(<eo [
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4. Specify the components you wish to install, the installation folder, select the database type and
the Web Server you wish to use. Then click Next to continue.

Default for Windows 32-bit - C:\Program Files\Checkmarx
Default for Windows 64-bit - C:\Program Files (x86)\Checkmarx

Two type of Database are supported: VistaDB or Microsoft SQL Server.

If you have selected Microsoft SQL Server then you will be requested to enter the MS SQL
Specific database connection parameters. Enter the server name, select authentication type and
provide logon credentials (if required).

If connection to MS SQL done via Windows Authentication, the user running the installer must
have DDL permissions for the duration of the installation process and NETWORK SERVICES must
have DML permissions for the ongoing operation of CxSuite Enterprise Edition.

If connection to MS SQL done via SQL Authentication, the user whose credentials are specified in
the installer must have DDL permissions for the duration of the installation process and DML
permissions for the ongoing operation of Checkmarx Application Server.

There is also an option to select between two web servers:
UltiDev Web Server — a light web server for POC
Microsoft 1IS — to be used in production

-
M Checkmarx Installation ==

Install details
5 installation parameters

Compiinents selection Databa lection Web er selection
CxEngine
CxManager () Vista DB () UltiDev Web Server
Web Portal ) MssaL () Microsoft TI5
Cxaudit

Instalation folder selection

Requiered: 10GB, Awvailable: 9GB I

[ < Back ] Mext > ] [
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5. Only if you have selected to use MSSQL then in the next page enter MSSQL the connection
information. Only after a successful test the Next button will be enabled.

n.‘ Checkmarx Installation == u

SQL Server Configuration
Configure QL Server location and credentials.

Server Mame

Authentication

’wmdows Authentication vl

User Mame: | | L]

Password: | |

Test C@hnection |
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6. Check if all prerequisites are installed properly and click next.
If one of the prerequisites is not green the system will display an option to try and automatically
fix the problem.

-
n.‘ Checkmarx Installation ==

Prerequisites validation
Check for necessary components

Validation status
© | .Met Framework All tests completed successflly.,

© | web Server |
O Memory

O Systemn
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7. Verify the summary and click on the Install button.

-
M Checkmarx Installation (=

Summary
Verify installation components

‘You have chosen to install the following components:
*UltiDev Web Server

* Checkmarx Engine Server |
* Checkmarx Application Server
*\Web Portal

* CxAudit

Installation folder: C:\Program Files (x86)\Checkmarx
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8. The installation will start.

n.‘ Checkmarx Installation | = EL 22 |

Installation Process

Installation progress l

I; |

9. Wait until install finishes.
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10. Follow the registration instructions to receive a license file.
Send the hardware ID to support@checkmarx.com or to your Checkmarx contact, directly.

==

-
M Checkmarx Installation . e & -

License activation

To register for your license, please send the following Hardware ID to support@checkmarx, com,
or call your Checkmarx contact directly.

Default login:
user - admin@cx
password - admin

After you receive the license file, please copy it to the folder:
C:'\Program Files (x36)\Checkmarx|\Licenses

Hardware ID
#2394470390751739396655

[ <Back |[ Mext> | [ Cancel |
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a.

b.

I
CHECKMARX SOURCE CODE ANALYSIS TECHNOLOGIES

Also the hardware ID can be found at Start 2All Programs 2*Checkmarx 2Hardware ID.

@ Internet Explorer

2|

UnInstallServices. dl

Windows Contacts

]

Windows Update

. Accessoties

. Administrative Tools
| Checkmar:x

@ Checkmarx Enterprise Client

@ Checkmarx Enterprise Client online support
:,‘3 Checkmarx ‘Web Client

@ Crpudit exe

2 CxwebClient

&3 Hardwareld
. Extras and Upgrades

.. Maintenance
. Microsoft SOL Server 2008
.. Startup

. WMware
- Windows PowerShell 1.0

4

Back.

~

Administratar
Documents
Computer

Mebwork

Control Panel
Administrative Tools
Help and Support:
Run...

‘Windows Security

IStart Search @J

0] a

*

Once receiving the license file, copy it to the licenses folder.

Default for Windows 32-bit - C:\Program Files\Checkmarx\Licenses
Default for Windows 64-bit - C:\Program Files (x86)\Checkmarx\Licenses
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11. Click next.

12. In the last page you can find a link to the web client page. Click finish.
" F ¥ | = )

-
M Checkmarx Installation

Installation completed

You have successfully completed the installation process

CHECKMARX

COpen the web dient

To close this wizard, dick Finish

[ <Back | [F|n|sh| [ Cancel |
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4 CHECKMARX

13. Start services CxScanEngine and CxScanManager in Windows service management console.

Q, Services Si[=] B3

File Action View Help

¢ FHa=zHml »unn

<, Services (Local L} Services (Local)

CxScanManager Me = I Description | Status | Startup
‘G Active Directory Do... AD DS Dom... Disable
Stop the service ‘Sl Application Experie... Processes ... Started Autom.

Restart the service

Application Host He... Provides a...  Started Autom.
oS;_;AppIication Informa... Facilitates ... Started Manua
Description: -S};Application Layer G... Providess... Manua
Service of Checkmarx Scan Manager \‘i’ Application Manage... Processesi... Manua
ASP.MNET State Ser... Provides s... Manua
\‘;?;Background Intellig... Transfersf... Started Autom.
‘ChBase Filtering Engine  The Base F... Started Autom.
‘Q;Certificate Propaga... Propagate... Started Manua
i€} CNG Key Isolation The CNG k... Manua
~S;";COM+ Event System  Supports S...  Started Autom.
?.‘;’;COM+ System Appl... Managest... Started Manua

Q; Computer Browser Maintains a... Disable
».‘;});Cryptographic Serv... Providesfo.., Started Autom.
5l CxScanEngine Service of ..,  Started Autom.

‘CLDCOM Server Proc... Providesla... Started Autom.
&) Desktop Window M... ProvidesD...  Started Autom.

52 DFS Namespace Integrates ... Started Autom.
:C.DFS Replication Enables yo... Started Autom. v
< » |

_‘_l_l_’_] Extended £ Standard /
I | l
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14. You can now connect to the WebPortal Url: http://localhost/CxWebclient/ or the windows client
with default credentials: UserName : admin@cx / password: admin. Password can be changed
in the web admin interface

Sign In

User Name
Password
[T] stay signed in

| Login || Options >> |
Forgot Password | Create Account

I
CHECKMARX SOURCE CODE ANALYSIS TECHNOLOGIES | WWW.CHECKMARX.COM

TELEPHONE: +972-3-7581800 | Support@Checkmarx.com | FAX: +972-3-6959743


http://localhost/CxWebclient/

4 CHECKMARX

APPENDIX A

IIS 7.0 requirements in Windows 2008 Server

1.

Go to server Manager Roles

Cormmand Prompt
-
o ] MNotepad

e Internet Explorer
s

@ SGL Server Configuration Manager
@l Checkmar:x Enterprise Client

S0L Server Management Studio

Hardwareld

Administrator

Documents

3 all Programs

Map network drive. ..
Controlp Disconneck network drive.,.
X Show on Deskkop
Devices ¢ Rename
Administr ~ Properties
Help and Suppart
Rum...

‘windows Security

I Search programs and files

ll_aj Log of >|

2. Edit IS Roles

Server Manager

Fle  Action  Wiew  Help

=1

== |5
S Server Manager (IP-0AGE945)

= 5 Roles

W5 web Server (1S}
Features

3= Diagnostics

i} Configuration

£ storage

~) Roles Summary

“) Role Status

=

~ web Server (IIS)

<) Roles: 1 of 17 installed

(@ web Server (II5)

Messages: None
Syskern Servicest 4 Running, 2 Stopped
Events: 17 informational in the last 24 hours

Best Practices Analyzer: To start a Best Practices Analyzer scan, ga to the Best Practices Analyzer
tile on this role's homepage and click Scan this Role

2 Role Services: 43 installed

% Wiew the health of the roles installed on your server and add or remove roles and features.

Provides a reliable, manageable, and scalable Web application infrastructure.

Role Service [ Status [
&, Web Server Installed
&5 Common HTTR Features Installed
s

& Static Cantent Installed
& Default Dacument Install=d
& Directary Browsing Installed
& HTTF Errors Installed
& HTTP Redirection Installed

wiebDAY Publishing fiot installed

& Application Development Installed
& ASP.NET Installed
& NET Extensibility Installed
\}, asp Installed
& car Installed
& ISAPI Extensions Installed
£

& ISAPI Filters Installed
& Server Side Includes Install=d
&4 Health and Diagnostics Installed
2 HTTP Loaaina Installed

<% Last Refresh: Today st 2:48 PM _ Configure refresh

Roles Summary Help

S Add Roles

B Remove Roles

Web Server (115} Help

[ o to Web Server (1151

d Role Services

=
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Remove Role Services

Confirmation

Select Role Services

Rale services:

To remove one or more installed role services For Web Server (115, clear their check boxes:

Description:

Progress

Results

115 Client Certificate Mapping Authentication
URL Authorization
Request Filtering
1P and Domain Restrictions
= Petformance
Static Conkent Compression
Drynamic Content Compression

= Management Taols

=]

115 Management Consols
II5 Management Scripts and Tools
Managerment Service
= 115 6 Management Compatibility
115 6 Mekabase Compatibilicy
115 6 WHI Compatibility
115 6 Scripting Toals
115 & Management Console
FTP Server (Mot Installed)
FTP Service (Mot Installed)
FTP Extensibility (Mot Install=d)
115 Hostable Web Care (Mat Installed)

IMore about role services

< Previous

eb Server provides support for
HTML Weh sites and optional support:
for ASP.MET, ASP, and YWeb server
extensions, You can use the Web
Server bo host an internal or external
‘b site or to provide an environment
for developers to create Web-based
applications,

[

K

Remove | Cancel I

Text =
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APPENDIX B

IIS 7.0 requirements in Windows 7
1. Open the Control Panel

e eclipse 3.5.2 f

/)
Bl e =/
:" Getting Started

| Calculatar
i

Documents

Pictures

husic

Games

Computer

Contral Panel

De and Printers
Default Prograrms
Help and Support

» Al Programs

Segrch rams and filss
g
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2. Click on Uninstall a program

F — IEI EE Bl
| L] - —— - E— — -
%v@ » Control Panel » - | ‘-,-| | Search Control Panel pel |
Adjust your computer's settings View by: Category ~
gl  Systemand Security User Accounts
Review your computer's status '@'Changeaccounttype
Back up your computer
Find and fix problems ~ Appearance and Personalization
B, Changetheth
Network and Internet % Engetne thEme
T . Change desktop background
M View network status and tasks ) .
: . . Adjust screen resolution
“&2 . Choose homegroup and sharing options
/ Hardware and Sound Clock, Language, and Region
View devices and printers 3 l— Change keyboards or other input methods
Add a device e
Connect to a projector I-’( y Easel of Access ) 1
Adjust commonly used mobility settings U Let‘..“.f|r.1dows SUQSESt settings
Optimize visual display
l _ =
k nlnstall a program
Get programs
3. Click on Turn Windows features on or off
F Bl
——— - - - - - - lulEly
S -
@Uv v Control Panel » Programs » Programs and Features - | ‘-,-| | Search Programs and Features P |
Control Panel Home .
Uninstall or change a program
View To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
( Turn Windows features on or
i Organize - 4= - @
Install a program from the -
network Name Publisher Installe: *
D?-Zip 9.20 (%64 edition) Igor Paviov 1/11/20
[ AccelerometerP11 STMicroelectronics 6/17/20
EN Adobe AIR Adobe Systems Incorporated 2/26/20
B 2dobe Flash Player 11 ActiveX Adobe Systems Incorporated 6/18,/20
B Adobe Flash Player 11 Plugin Adobe Systems Incorporated 6/23/20
EAdobe Reader X (10.1.3) Adobe Systems Incorporated 4/19/20
[21 Advanced Audio FX Engine Creative Technology Ltd 6/18/20
Iﬂﬁ\lcatel X220 Connection Manager Alcatel 522720
o AvG 2012 AVG Technelogies 2/1/201
@ Check Paint VPN CheckPoint 1/5/201
&fln.—.’llm-.-u Armlicaticm Commome Tl 1. - C /a2 Sl
q | I | r
"_‘-17“ Currently installed programs Total size: 2,89 GB
h .‘J 129 programs installed

CHECKMARX SOURCE CODE ANALYSIS TECHNOLOGIES
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4. Add ASP.NET and /IS 6 Management Compatibility roles.

%_W;r::l_ows Features m - Eléu

Turn Windows features on or off @

To turn a feature on, select its check box. To turn a feature off, clear its check
box. A filled box means that only part of the feature is turned on.

. Internet Explorer 9 -
= [ | Internet Information Services
[] 1) FTP Server i
o W Wb b P S|
ﬁ 156 Manasement Comgai@ i
. [IS6 Management Console
. 56 Scripting Tools
. I56 WMI Compatibility
| 115 Metabase and IS 6 configuration compatibility
I R Lt L= pts and Tools
[7] |, OS Management Service
= [H | World Wide Web Services
= [H |, Application Development Features
.. NET Extensibility

OO &l

=l acn
C | ASP.NET >
[~
.. ISAPI Extensions L
|| ISAPI Filters 1
D . Server-Side Includes Il

= [H || Common HTTP Features
.. Default Document
.. Directory Browsing

. HTTP Redirection

m onten
[] |, WebDAV Publishing
= [H |, Health and Diagnostics
[[] | Custom Legging
| HTTP Logging
[[] | Legging Tools
[] |, ODEC Logging
. Request Monitor
[T] 1. Tracing
=] | Performance Features
[7] |, Dynamic Content Compression
.. Static Content Compression
= [E |, Security
|:| .. Basic Authentication
) Client Certificate Mapping Authentication
, Digest Authentication
| II5 Client Certificate Mapping Authentication
, IP Security
il Request Filtering
, URL Authorization
. Windows Authentication
[] | Internet Information Services Hostable Web Core
m [ Media Features

OoEOCOoOoO

== —— —
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APPENDIX C

IIS 8.0 requirements in Windows 2012 Server

1. Goto Server Manager
= Server Manager

@ ¥ Server Manager * Dashboard

52 Dashboard 'WELCOME TO SERVER MANAGER

i Local Server
ii All Servers
3 App Server

BE File and Storage Services B QUICK START
feo 1s i 2 Add roles and features

o Configure this local server

3 Add other servers to manage

WHAT'S NEW

4 Create a server group
LEARN MORE
ROLES AND SERVER GROUPS

Roles:3 | Servergroups:1 | Serverstotal: 1

i App Server 1 ii ;ifv?geistorage 1 ia s 1 i Local Server
@ Manageability @ Manageability @ Manageability @ Manageability
Events Events Events Events
Services Performance Services Services

Performance BPA results Performance Performance

Click on Add roles and features.
Select installation type — Role-based

=) Add Roles and Features Wizard - [o [

DESTINATION SZRWER

Select installation type WIN-DRECCPILOND

Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).
Installation Type
(® Role-based or feature-based installation
Server Selection
Configure a single server by adding rales, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-basad
or session-based desktop deployment.

< Previous Install Cancel
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4. Select the checkmarx server

. - DESTINATICN SERVER
Select destination server IN-DRRLC N
Before You Begin Select 3 server or 3 virtual hard disk on which to install roles and features.
Installation Type (@) Select a server from the server pool

() Select a virtual hard disk

Server Roles

Server Pool

Features

Filter: |

Name 1P Address Operating System

WIN-DRPCCPIUONP 10.31.0.161 Microsoft Windo:

1 Computerfs) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are nat shown.

[<Pwvious | [ Next> | | instal | [ cancel

5. Add The Application server with the IIS support

Select server roles

Before You Begin Select one or more roles to install on the selected server,

Installation Typa Roles
server Selection

[] Active Directory Certificate Services
[ Active Directory Domain Services
[1 Active Directory Federation Services

Features

[ Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services

MET Framework 4.5 (Installed)

[] COM+ Network Access
b [ Distributed Transactions

[ TCP Part Sharing

Web Server (I5) Support (Installed)
b [J Windows Process Activation Service Support
[ DHCP Server
[] DNS Server
[] Fax Server
b [H] File And Storage Services (Installed)
[ Hyper-v
[ Network Policy and Access Services
[[] Print and Document Services
[ Remote Access
[] Remote Desktop Services

[1 Volume Activation Services
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6. Inthe lIS section add ASP.NET and /IS 6 Management Compatibility roles.

Fl

[[] Remate Access
[] Remote Desktop Services
[ Velume Activation Services
[H] Web Server (I15) (Installed)
A Web Server (Installed)
4 [H] Commen HTTP Features (Installed)
Default Document (Installed)
Directory Browsing (Installed)
HTTE Errors (Installed)
Static Content (Installed)
HTTP Redirection (Installed)
[[] WebDAV Publishing
4 [H] Health and Diagnostics (Installed)
HTTP Logging (Installed)
[] Custom Logging
Logging Tools (Installed)
[] ODBC Logging
Request Monitor (Installed)

[ Tracing
3 Performance (Installed)
a [ Security (Installed)
Request Filtering (Installed)
Basic Authentication (Installed)
[[] Centralized 55L Certificate Support

Client Certificate Mapping Authentication (Installed)

Digest Authentication (Installed)

115 Client Certificate Mapping Authentication (Installed)

IP and Domain Restrictions (Installed)
URL Authorization (Installed)
‘Windows Authenticaticn (Installed)
4 [®] Application Development (Installed)

MET Extensibility 3.5 (Installed)
.NET Extensibility 4.5 (Installed)
[] Application Initialization
[] asp
ASP.NET 3.5 (Installed)
ASP.NET 4.5 (Installed)
O cal
ISAPI Extensions (Installed)
ISAPI Filters {Installed)
[] Server Side Includes
[[] WebSocket Protocal

b [ FTP Server

[] 115 Hostable Web Core

3 Management Tools (Installed)

[] Windows Deployment Services

[] Windows Server Update Services

I
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